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Disclaimer

No data shown in illustrations or figures represents any “real” account, project, organization,
team, or individual. Any resemblance to actual accounts, projects, organizations, teams, and
individuals is purely coincidental.
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1 Check In Check Out (CICO) Overview

Check In Check Out (CICO) is an automated workflow tool that will be used by HQ
employees and contractors for submitting and processing work requests associated with a
person’s employment with NASA. Examples of items and services that can be requested
through CICO include new employee orientation, office space, NASA badge, government
passport and various IT resources such as computers or access to applications and folders.

When a request is submitted into CICO it is routed electronically for approval, action, and
closure by the organizations responsible for fulfilling the request. These organizations
include: Human Resources Management Division, Facilities and Administrative Services
Division, Information Technology and Communications Division, Office of Security and
Program Protection, and Hiring Organization.

The CICO application eliminates the NHQ Form 60, Final Checkout Record. All
notifications and validations are performed and noted within CICO. A Checkout Checklist is
provided as Addendum A. This Checklist serves as a tool to help guide the OPOC and
departing employee through the checkout process. Although much of the Check Out process
takes place within CICO, the employee is still required to visit several offices to submit forms
and turn in assets such as credit cards, IT equipment and NASA badge.

Within CICO, there are 3 primary processes: Check In, Request, and Check Out. These
processes track the progress of CICO records as they pass through the process. Records move
through various stages during the CICO processes. A few examples of those are (Record)
Initiated", "Awaiting Approval”, "Awaiting Fulfillment”, and "Completed". Records are
routed to one or more individual(s) who perform specific roles within a process. These
individual(s) are considered to be the "owners" of the current state of a record. For example,
the user role called "Level One Approver" is the owner of the state called "Awaiting Level
One Approval®.
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2 Browser Interface

When the User first logs on to CICO all of the processes are displayed in the "Tabs Bar™ at
the top of the screen. The tab for the process that is defined on the User Profile as being a
"Preferred Process" will be highlighted in light blue. The other tabs will appear in a darker
blue. The Preferred Process is simply the process that is "Active" when a User first logs on.

To switch to a different process, click on the blue tab showing the process name. That
process will become the "Active Process"”, and be highlighted in light blue. Each process has
its own "Home Page Report", which is pre-set for each User.

The area below the Tabs Bar is used for displaying reports and giving a User access to
individual records. In this illustration the report titled "Check In Records: All Items" is
displayed. This report was set as the User's “Home Page Report” for the Check In process.
Any report available to the User can be set as the “Home Page Report”.

Currently active process  Process Tabs

CHECHN. JHECK.OUT

v's
2>CgO

(M| CheckOut Records || Request Records || Request items | Global Search

Add aRecord IHome Page Report  Réports SearchRecords — Search by Record 1D: 5 Settings for Home Page W Add Link to Your Favorites
~

Launch Page

anage Tables | About CICO | Help | Logout

: All Active Items 316/2007 10:16:27 AM ©

(=] Details | [ Excel |

Add a Record
to the active
process

feckin Records 1-200f50  Sorted by: Project (Hierarchy) Change settings for
Home Page

ject > Check In > Civil Servant Check In Records

. Request Id (Cl) Person Type : First Name Middle Name Last Name : State
Displays Home ¢ & a5
Page Report for 0 % 001527 (CI) Federal Civil Servant : Mary Richards : Awaiting Signed 224
the active process

(CI) Federal Civil Servant : Jolleen Meriweather : Awaiting Signed 224
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3 Getting Started

1. Tologonto CICO, go to the “Inside HQ” website. The link will be located in the blue
box under “HQ Serwces

; ' '—‘k‘-l‘)ﬁ
ﬁ?&_’ : NASAHEADOUARI[RS . ..m._' 5
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2. Click the CICO link.

3. Enter the User name and Password. Note: The User name and Password will be the same
as the User’s Domain account. If you are logging in from the NASA HQ building and not
using SNA or VPN, prefix your username with “hqg\”

Connect to 131.182.40.253
=" '

wN
TeamTrack

User name: | v

Password:

[ OK ] [ Cancel

3.1 Who has access to CICO?
Everyone that has an entry in the NASA HQ X.500 directory has an account to access CICO.

The username and password are the identical to those used to access NASA HQ network
domain and your Email account.

CICO does reside behind the firewall and requires access via SNA or VPN if you are
accessing remotely
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4 The Check In Process

A Check In is a set of individual Request Records, organized under a header (or parent)
Check In Record. A parent record has one or many requests linked to the parent record; the
parent record cannot be closed until all of the requests linked to the parent record are closed or
cancelled. The Check In Record is created as the first step in the process. Then one or more
associated request records are automatically generated based on the request item “Yes/ No”
selections found in the Check In record. The “Yes/ No” selection fields are pre-set for a
routine Check In but can be modified by the User who creates the Check In record.

4.1 Starting a Check In (OPOC /COTR)

1. To begin the Check In process, select the “Check In Records” tab; click the “Add a
Record” button.

Check InRecords RS ETAOIN EGIEG

Home Page Report Reports Search Records

Person Records

Request ltems
Search by Record ID: » Settings for Home Page

\ Request Records

Add a Record

[ 0K ][Cancel][ Reset Form ]35 Actions: | (selectone) v | @

Submit into: Base Project : Check In: New Check In Records
[=IPerson Information

Note:

Populate the Check In Fields below with information ahout the person who is Checking In to NASA HQ. The person may be r
Press 'OK'when done.

=

* First Name: &

Middle Name: @
*Last Name: @
uuPIC: @
@ Alternate ldentifier: '@
Type of Alternate Identifier: | (None) N @a

2. Enter the full name of the employee, the UUPIC or HQ Identifier if one has been assigned
(new employee’s may not have one assigned at the beginning of the Check In process).
This will help the system locate any existing records related to the employee. First and
last names are required information, all other information is optional. Enter all
information that is available before proceeding.

NOTES:

1) Atthe top of most screens there is a Note: section with text displayed on a light green
background. The “Note” section lists information and instructions relevant to the where the
request is within the process, workflow.

2) Requests generated by the Check In that require access to IT resources cannot be
approved and processed until a valid UUPIC is entered for the employee.

3): This is the only point in the workflow where the "Cancel™ button can stop the creation
of the Check In Record. After a record is created, if the "Cancel” button is pressed, the
record will be marked as canceled (but not actually deleted from the system) as shown in
this illustration. Reports can be generated to view canceled records
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3. After entering available information, click "OK”
Request Records Check In Records CheckOut Records Person Records Request ltems
Add aRecord Home Page Report Reports SearchRecords SearchbyRecordID:| | »  Settings for Home Page

0K Cancel Reset Form 3} Actions: | (selectone) ~| @
| Il J{ J

Submit into: Base Project : Check In: New Check In Records
[=IPerson Information

Note:

Populate the Check In Fields below with infarmation about the person who is Checking In to NASA HQ. The person may be new
Press 'OK'when done.

* First Name: [Jamie ] @
Middle Name:lChrisline ‘ @
*Last Name: [Juhnson ] @
uupic: (442587543 | @
@ Alternate I(Iemiﬁel:l ‘ @

Type of Alternate Identifier: &

NOTE: Field names displayed in red italic and with an asterisk (*) preceding the field
name are required. Field names in green italic are also required but they have pre-
existing values already entered.

4. Below is a display of the Check In screen after clicking “OK” Click the "Continue with
Check In" button..

2 https://sna.hq.nasa.gov - CICO Dackup 924 .07 (Oracle) - Microsoft Internet Explorer provided by HITSS

Launch Page

Manorgs Toblos | About OO0 | He | Log out

Request Records CheckOut Records || Person Records || Request Rems Olobal Sea
Roports Search by Recotd 102 o Settmgs for Home Page W Add Link to Your Faverites

-] New Chack in Records CICO Chock In Record 00052%5: (C) Not Specled Jamie Christine Johnson Check In Record Crested

Continue with Check in Update Data Entered | [_Detete Record ) Actions: | (select one) v RBede

= State Change History O

Submit | Check i Record Created  Mew Person Checking In | Chack i Record Created
[>] 1011 742007 6.09.15 PM [>] 1011742007 6.09.15 PM
by OPOCY Owner - OPOCT by OPOCT Owner . OPOCT
Patson formation
NoTE:

st Nawno:

uuPic:

© Alternate Mortifles:
Type of ARerniate kentifior:

= Systen Frolds

© Owner: opPoct £

© Subinitter:

©Last Modier:

©Last State Changer: O

©Projoct:

© Secondary Ownes:

© Subinit Date:
© Last Modified Date: 1€
© Last State Change Dat,
In Records © State:

Change Mistory
#10/17/2007 6:09:15 P, Now Pet son Cliecking i’ by OPOC 1
¥10/17/2007 6:00:15 PAL, "Subinit’ by OPOC1

£2) 0one B D © ieenmt

Page 7 of 62



8Check In Check Out (CICO) Users Guide

Section Four — The Check In Process

5. Enter the required
Contractor, Detail

User information, including the employee's person type (Civil Servant,
le, Transferee from Center), citizenship, start date, justification and

select the NASA HQ organization that the employee will be joining from the pull down

menu.

Title:

First Name:

Middle Name:

Last Name:
UUPIC:

::(None) v| g
Jamie

: Christine
Johnsaon
442587543

@ Alternate Identifier:

Type of Alternate ldentifier:

*Person Type:
*US Citizem:
* Start Date:

@ " Justification:

* Organization Title:

Organization POC(s):
Position:
Grade Level:

Type of Appointment:

(None)
| Federal Civil Servant v ?
ers '

(1011772007

v

:@mmiddw

vNew employee will provide administrative support for IT&C

@

: LDO70 Information Technology & Communications Division
Bowman, Elaine, OPOC1, Washington, Sharon D
:Administrative Support v: l}‘
(6507 v|&f

® PERMANENT O TEMPORARY

If you are checking in a contractor the person type must be contractor. The “Contract” field is

required for contracto

rs. Select the correct contract from the “Contract” pull down menu.

Contracts are listed by company name and COTR. Once selected the contract number is

displayed.

Contract:

Contract Name
Contract Number
Contract Company Name

InDyne, Inc (NNHOBCCA3B8) (OConnell, Michele)
: InDyne, Inc

: NNHOBCCY3B

: InDyne, Inc

Primary COTR: OConnell, Michele

DOCOTR

: (None)
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6. Use the pull down menus to select or enter location and contact information.

Center: HQ v | &

Building / Location: ’ 300 E 5t SwW v| &

Room Number: [SE-EQ } @
Phone Number: ’202-358-0000 ‘ @
Fax Number: “ | @

7. The Check In form allows the User to select request items for the employee; by either
selecting or de-selecting “No” or “Yes” buttons or by selecting or de-selecting the check
box for the item. The request items have set defaults and must be de-selected if not
needed. Enter all request information. If the employee will reside in the NASA HQ
building (Workspace Needs Assigned is Yes) your organization must be with the “IRR
ceilings.”

Note: Most request items have a” Required Date". If no date is entered, the system will
default to the employee’s "Start Date".

=/ Request Fields

@ Badge Needed:J O No ® ves

Workspace Needs Assigned: O No ® Yes Date Workspace Required: | a mmiddiyyyy

Workspace Notes: f

| @ Within IRR Civil Servant Ceiling: @ No O Yes @ Within IRR "Other” Ceiling: @ No O Yes I
Phone Needed: O No ® Yes Date Phone Required: a mmiddiyy
Phone Notes: | '
Computer Seat Needed: O No ® Yes Date Computer Seat Required: ] mmiddiyyyy
Select Computer Seat: | 00458: Seat- Computer : Laptop - PC Vvii =
Computer Seat Notes: | '
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8. The defaults for the Standard Account check boxes are set to order all of the accounts
required for a person new to NASA.

Select Standard Accounts: 00034 Standard Account: HQ Domain Account ?
00035: Standard Account: LCS / Sharepoint Account @a
00036: Standard Account : X.500 Entry ?
00166: Standard Account : User HEMI Account @i i
[J 00167: Standard Account : Transferred User HEMI Account ’3‘

Dial in Acct w/Token Needed: O No ® ves Date Token Required: \ @ mmiddiyyyy

IT and C General Comments:

@Process NF-1722 Form: ® No O Yes

9. The defaults for the Security Investigation check boxes are set to the minimum
requirement for a person new to NASA.

Select Investigations: 00022: Security Clearance Investigation : NACI - National Agency Check with Inguiries Eﬁ
00023: Security Clearance Investigation : NCIC - National Crime Infarmation Center Ga
[] 00308: Security Clearance Investigation : LBI - Limited Background Investigation ?
[ 00310: Security Clearance Investigation : BI - Background Investigation ? )
[J 00311: Security Clearance Investigation : ANACI - Agency Name Check With Inguiries ?
[J 00312: Security Clearance Investigation : NACLC - National Agency Check With Law and Credit Ea
[ 00313: Security Clearance Investigation : MBI - Minimum Background Investigation )
[ 00314: Security Clearance Investigation : 5B - Single Scope Background Investigation ? )
[J 00315: Security Clearance Investigation : SSBIPR - Single Scope Background Investigation Periodic Reinvestigation ?

Security General Comments: \

e

10. The “No” and “Yes” buttons for the items below are defaulted to “No.” Select the items
as required for the new to NASA employee.
Note: these items are not available for contractor employees.
Parking Subsidy Requested: & No O ves
Travel Credit Card Requested: & No O Yes
Passport Requested: ® No O ves
Fare Subsidy Requested: & No O Yes
Purchase Credit Card Requested: ® No O Yes
@ Admin Services Comments:

&)

Finish populating, seleéting and de-selecting the items for the remainder of the Check In
screen. Verify that all of the information provided is correct, including the NASA
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organization the person is reporting to. To make modifications to the request, click the
“Update Check In Record” button. Not all fields can be updated.

Civil Servant Check In Records CICO Check In Record 000525: (Cl) Federal Civil Servant : Jamie Christine Johnson : Ready to Create Check In Requests

[ Create Check In Request Records ] l Update Check In Record ][ Cancel CheckIn I [ Delete Check In Record ]
[l State Change History ©@

Submit | check In Record Created New Person CheckingIn = check In Record Created  Continue with Check In | Ready to Create Check In Requests
o 10/ 712007 6:09:15 PM o 101752007 6:09:15 PM o 10/ 812007 9:09:32 AM
by OPOC1 Owner: OPOC1 by OPOC1 Owner: OPOC1 by OPOC1 Owner : OPOC1

[=IPerson Information

11. Once you have verified that all information has been correctly entered into the Check In
Record, Click "OK” located at the top of the screen.
‘\ CHECKIN.CHECK.OUT
P CICO
Request Records Check In Records CheckOut Records Person Records Request ltems
AddaRecord Home Page Report Reports SearchRecords SearchbyRecordiD:| | » Settings for Home Page
Continue with Check In New Check In Records CICO Check In Record 000525: {CI) Mot Specified : Jamie Christine Johnson : (Auto)

[ OK ][Cancel ][ Reset Form ]35 Actions: | (select one) v|He

[=IPerson Information

Note:

Populatefvalidate the remaining Check In Fields below about the person who is Checking In to NASA HQ. Next, scroll d
selections (Yes/No) as required to request the needed itemsiservices for the person. Press "OK" when done.

4.2 Creating the Check In Request Records

12. To create the Check In Record, click the "Create Check In Request Records" button.
The system will create a set of request records according to the request items “Yes/ No”
selection indicators and the items that have a “check” in their check box indicator field.

Civil Servant Check In Records CICO Check In Record 000525: (Cl) Federal Civil Servant : Jamie Christine Johnson : Ready to Create Check In Requests

[ Create Check In Request Records | Update CheckinRecord ][ CancelCheckin  |[  Delete Check In Record |
[= State Change History &

Submit | Check In Record Created New Person CheckingIn - check In Record Created  Continue with Check In | Readyto Create Check In Requests
e 101752007 6:09:15 PM e 101752007 6:09:15 PM e 10/18/2007 9:09:32 AM
hy OPOC1 Owner: OPOC1 hy OPOC1 Owner: OPOC1 hy OPOC1 Owner: OPOC1

[=IPerson Information
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M [1] 7
13. Click “OK”,
Create Check In Request Records Civil Servant Check In Records CICO Check In Record 000525: (Cl) Federal Civil Servant : Jamie Christine Johnson : {Auto)

| 0K [ cancel ][ ResetForm |82  actions: | (select ane) vl Be

[=IPerson Information

Note:

This is a final validation before Check In Request Records are created, and email notifications are sent to the next people
for the selected iterns and services, or"Cancel" to return to the previous screen.

The text in the “NOTE” section and the state change history are updated to indicate you have
completed your actions for this part of the Check In workflow and requests have been
generated and routed for approval.

Note: Once created, emails will be sent to the approvers for each Check In related request
record. The OPOC or COTR will receive an email notifying them of any action required on
their part.

Civil Servant Check In Records CICO CheckIn Record 000525: (CI) Federal Civil Servant : Jamie Christine Johnson : Awaiing Request Approvals
[ Update Recard (Org Fields) ] r Acd a Request to the CheckIn Record ] [ Cancel CheckIn ]

= el
Actions: | (selectone) v 2@t
[= State Change History @
Submit Check In Record New Person Checking Check In Record Continue with Check Readyto Create Check In Create Check In Request Ewaiting Request
Created In Created n Requests Records Approvals
by 101752007 £:09:15 Py e 131712007 6:09:15 PM e 10/18/2007 £:09:32 AW e 10/18/2007 9:42:49 AM
OPOC1 Owner: GPOC1 by OPOC1 Owner: OPOC1 by OPOC1 Owner: GPOC1 by OPOC1 Owner: JPOC1

[=Person Information
NOTE:

Your actions are corrplete forthis partof the workflow. The Chec< In Request Records have been created ard routed for approval. Press the Hcme Page Reporttab to coatinue with
other CICO work, or 13g out of CICO.

---\jhen all of the Check In Request Records that require IT&C S2curity Raview are approved the request will move tothe state of Awaiting Fulfillment.

---Press "Add a ReqLest to the Check In Record" to create an additional Check In Request Record, for an item or sendce that was overlooked hefore

---Press "Update Record" to change the start date for the personwhao is checking in, or make other allowed changes ‘o the Check In Record.
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4.3 Searching and Viewing the Request Records associated with
the Check In

1. A user can view all requests that are linked to an existing Check In. The first step is to
search and locate the check in “parent” record. From the “Check In Records” tab, select
“Search Records.” The screen below will be displayed. In the “Keywords” field enter the
UUPIC or either the first name or last name of the employee. NOTE: Do not enter both
first name and last name, the search does not recognize spaces and would not locate the
person due to the space between the first and last name. Click the Search button.

Request Records Check In Records CheckOut Records Person Records Req
Add aRecord Home Page Report Reports |Seatch Recordsl Search by Record ID: |

I
Basic Search @

Content

@ Request Id ’ ‘
@ Keyword(s) \jamie J

® Match All O Match Any

UV ERIB Civil Servant Check In Records

Contractor Check In Records
MNew Check In Records

Search in Sub-Projects @
Show All Projects | Manage My Projects

@ Submitter ’Erner value to find here ‘ Find

| ]

@ Activelnactive ® (Both) O Active O Inactive
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2. You should see the check in “parent” record displayed in the search results. Click on the
“Request ID” number to open the check in “parent” record.

Request Records Check In Records CheckOut Records Person Records Request ltems

Add aRecord Home Page Report Reports SearchRecords SearchbyRecordlD:) | »  Sef

Search Results
(] Backto Search

MNow showing CICO Check In Records 1 -1 of 1 Sorted by: Project {Hierarchy)

Base Project > Check In > Civil Servant Check In Records

Request Id (Cl) Person Type : First Name Middle Name Last Name : State
O % | 000525 (Cl) Federal Civil Servant : Jamie Christine Johnson : Awaiting Request Approvals
Check All | UncheckAll Requery
(Keywoards{All) = jamie)
[ Create Link in --= ] ’ v

3. Display of the check in “parent” record

RELIEHGEWIGEEE Check In Records CheckOut Records Person Records Request items
AddaRecord Home Page Report Reports SearchRecords  Search by Record ID: » Settings for Home Page

1
(2] Backto Results
Civil Servant Check In Records CICO Check In Record 000525: (Cl) Federal Civil Servant : Jamie Christine Johnson : Awaiting Request Approvals

[ Update Record (Org Fields) [ Add a Reguestto the Check In Record ][ cancel Checkin |

[= State Change History @

Submit Check In Record New Person Checking Check In Record Continue with Check Ready to Create Check In
Created In Created In Requests
by 101752007 6:09:15 PM e 101752007 6:09:15 PM e 10/18/2007 9:09:32 AM
OPOC1 Owner : OPOCT by OPOCH Owner : OPOCT by OPOCT Owner : OPOC1

[=IPerson Information

NOTE:

Your actions are complete for this part of the workflow. The Check In Request Records have been created and routed fo

Athar CIOO warl avlas ant af CIOO
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4, Scroll to the bottom of
will expand to show all

the display and locate the “Expand All" link. When selected it
request records that were created as part of the Check In that are

linked to the “parent” Check In record.

=l System Fields

® Owner: opoc1 B4

@ Submitter: opoct1 @ Submit Date: 101772007 6
@ Last Modifier: opoct1 @ Last Modified Date: 101872007 9
@ Last State Changer: OPOC1 = @ Last State Change Date: 10182007 9
@ Project: Civil Servant Check In Records @ State: Awaiting Req
@ Secondary Owner: Bowman, Elaine Account Admins: CICO Check

OFPOC1

Washington, Sharon D

=l Subtasks

) po7aoon: (PR) Federal Civil Servant : Jamie Christine Johnson : 4425387543 (Check In)

Show Subtasks

Expand All

=l Change History

10/18:2007 9:42:49 AM, "Create Check In Request Records’ by OPOC1

10/18:2007 9:09:33 AM. Link

Principal by OPOC1

10/18/2007 9:09:33 AM, Updated by OPOC1

10/18/2007 9:09:32 AM. 'Post a Person Record’ by OPOC1
10/18/2007 9:09:32 AM, "Continue with Check In" by OPOC1
10/17/2007 6:09:15 PM, "New Person Checking In" by OPOC1
10/17/2007 6:09:15 PM, "Submit’ by OPOC1

5. Scroll to the bottom of

the display and locate the “Expand All" link. When selected it

will expand to show all request records linked to the “parent” Check In record as
displayed below. Note the “(Cl)” displayed to the right of each of the entries, this is an

indicator that the requests were created as part of a check in. To view one of the requests,

click on the blue link of

=ISubtasks

the request record

® go7gon: (PR) Federal Civil Servant : Jamie Christine Johnson : 442587543 (Check In)

B Hide Subtasks
« 009440: (RQ) Jamie Christine Johnson :
o944 (RQ) Jamie Christine Johnson :
® 0pg442: (RQ) Jamie Christine Johnson :
% 009443 (RQ) Jamie Christine Johnson :
% n0g444: (RQ) Jamie Christine Johnson :
® 009445 (RQ) Jamie Christine Johnson :
% 009446: (RQ) Jamie Christine Johnson :
% 009447 (RQ) Jamie Christine Johnson :
% opg44s:; (RQ@) Jamie Christine Johnson :
® npas49: (RQ) Jamie Christine Johnson :
® ppg4so: (RQ) Jamie Christine Johnson :

00040: Workspace / Office / Room : nfa (Workspace) : Add J Assign : Awaiting Approval(s) : (Cl)

1 00458: Seat- Computer: Laptop - PC : Add / Assign : Awaiting Approval(s) : (Cl)

00029: Seat- Phone Desk Phone : PH2 Desk Phone : Add f Assign : Awaiting Approval(s) : (CI)

- 00037: Token : Dial In Account with Token : Add / Assign : Awaiting Approval(s) : (CI)

00034: Standard Account : HQ Domain Account : Add f Assign : Awaiting Approval(s) : (C)
00035: Standard Account: LCS / Sharepoint Account : Add J Assian : Awaiting Approval(s) : (Cl)
00036: Standard Account : X.500 Entry : Add / Assign : Awaiting Approval(s) : (Cl)

00166: Standard Account : User HEMI Account : Add / Assign : Awaiting Approval(s) : (Cl)
00024: IT Orientation : nfa {IT Orientation) : Add / Assign : Awaiting Approval(s) : (CI)

00007: Badge : n/a (Badge) : Add / Assign : Awaiting Approval(s) : (CI)

- 00022: Security Clearance Investigation : NACI - National Agency Check with Inquiries : Add / Assign : Awaiting Approval(s) : (CI)

® 0pg4s1: (RQ) Jamie Christine Johnson :

00023: Security Clearance Investigation : NCIC - National Crime Information Center : Add / Assign : Awaiting Appraval(s) : (CI)

=l Change History

#10/18/2007 9:42:49 AM, "Create Check In Request Records’ by OPOC1

4.4 Monitoring th

e Status of Check In Related Requests

The OPOC or COTR can monitor all of the request records related to a Check In record by

either running a report or ex

below). The current state of each request is displayed along with the Request 1D, the Request

Category and Request Item.
Check In.

amining the "Subtask™ section of the Check In Record (as seen

The (CI) indicates that the request was generated as part of a

Page 15 of 62
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[=ISubtasks

«® 007859: (PR) Detailee from Center : Craig E Dinsmore : 546753413 (Check In)

B Hige Subtasks

% 009057: (RQ) Craig E Dinsmore : 00040: Warkspace / Office / Room : nfa (Workspace) : (None)

® 009058: (RQ) Craig E Dinsmore : 00018: Parking or Fare Subsidy : Fare Subsidy : (None){ Awaiting Approval(s) : (CI)

« 009059: (RQ) Craig E Dinsmaore : 00457 Seat- Computer : Desktop - PC : (None) : Awaiting Fulfillment : {CI)

% pogoso: (RQ) Craig E Dinsmore : 00029: Seat- Phone Desk Phone : PH2 Desk Phone : (None)(Suspended While In Progress : (CI)]

% 009061: (R@) Craig E Dinsmore : 00034: Standard Account : HQ Domain Account : (None) : Awaiting Fulfillment : (CI)

« 009062: (RQ) Craig E Dinsmore : 00035: Standard Account : LCS f Sharepoint Account : {(None) : Awaiting Fulfillment : {CI)

® poaos3: (RQ) Craig E Dinsmore : 00036: Standard Account : X.500 Entry : {(None) : Awaiting Fulfillment : (CI)

® gogos4: (RQ) Craig E Dinsmore : 00166 Standard Account : User HEMI Account : (None) : Awaiting Fulfillment : (CI)

® pogoss: (RQ) Craig E Dinsmore : 00022: Security Clearance Investigation : NACI - National Agency Check with Inquiries : {(None) : Awaiting Approval(s) : (CI)
® 009066: (RQ) Craig E Dinsmore : 00023: Security Clearance Investigation : NCIC - National Crime Information Center : (None) : Awaiting Appraval(s) : (Cl)

45 Completing the Check In

1. Once all of the requests associated with the “parent” check in record have been completed,
the "Check In Complete™ button will be displayed providing the capability to close the
“parent” check in record.

(2] Pack to Results
Civil Servant Check In Records CICO Check In Record 001528: {Cl) Federal Civil Servant : David Taylor : Awaiting Requests Completion

CheckIn Complete | Update Notes and Comments | Actions: | (select one) v NoHe
Cancel Check In |

2. Click “OK™ to exit.

Check In Complete Civil Servant Check In Records CICO Check In Record 001528: (Cl) Federal Civil Servant : David Taylor : {Auto)
I 0K I Cancel | [ ResetForm | 8@  Actions: | (select ane) v He
e—

=IPerson Information

Note:

‘ Press "OK" to continue with completing the Check In.

@Request Id: 001528
Title: (None)
First Name: David
Middle Name:
Last Name: Taylor
General Check In Comments:

@

UuPIC:

Note: After the Check In record has been closed, the only action available is to update the
notes and comments.
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4.6 Canceling a Check In Record

1. To cancel a “parent” check in record all “active” subtasks, associated requests will have to
be canceled before the Parent Check In record can be canceled. To cancel a Check In
record, click the “Cancel Check In” button. Note: The Check In requests cannot be
cancelled by anyone other than the persons that have ownership of the request in its
current state of the process or a CICO administrator account.

[2] Back to Results
Civil Servant Check In Records CICO Check In Record 001528: (Cl) Federal Civil Servant : David Taylor : Awaiting Requests Completion

[ Check In Complete ] [ Update Notes and Comments ] Actions: ::(select ong) v 33 k‘a He
[| cancel Checkin ]|

2. Enter the reason for cancelling the check in the “General Check In Comments” field and
Click the “OK” button.

Cancel Check In Civil Servant Check In Records CICO Check In Record 001528: (Cl) Federal Civil Servant : David Taylor : (Auto)
|| 0K || cancel |[ ResetForm |82 actions: | (select one) v} He

=1 Person Information

Note:

Flease enter the reason for the cancelation in the "General Check In Comments" field.

@ Request Id: 001528
Title: {(None)
First Name: David
Middle Name:
Last Name: Taylor

* General Check In Comments: ‘

Page 17 of 62



18Check In Check Out (CICO) Users Guide Section Four — The Check In Process

Note: If there are still open requests related to the Check In record an error message will
display. Each of the listed request records must be canceled before the Check In record can
be canceled.

Cancel Check In Civil Servant Check In Records CICO Check In Record 001528: {Cl) Federal Civil Servant : David Taylor : (Auta)
[ oKk || cancel || ResetForm ]::* Actions: | (select one) v B e

Cannot CLOSE this Check In record because the following are still ACTIVE :
Request record(s) === 006923

Page 18 of 62



Check In Check Out (CICO) Reference Guide Section Six — The Check Out Process

5 The Request Process

The Request Records workflow is used to request a single item or access for an individual
with an entry in the NASA HQ X.500 directory prior to April 16, 2007 or Checked In via
CICO since that time.

5.1 Submitting a Request as a General User

The process to submit a request is identical for all CICO users, although the process tabs
displayed at the top of the screen may vary between users based on their roles and privileges.
The illustration below display’s the default screen for a General User. General User’s have
limited capabilities within CICO. They can submit a request for themselves or others, and
may view the progress of any request they submitted. All General User’s have two process
tabs, “Request Records” and “Instructions.” The instructions tab is a job aide that displays a
screen shot of the initial steps required to submit a request. The text displayed in the “Note”
section provides instructions to submit a request. Persons with roles and privileges will have
additional process tabs such as “Check In” and “Check Out” that provide the capability to
process new hires or persons that are leaving.

L PVeilale
P CICO .
| Request Records |@IEIIMTIE
Add aRecord Home Page Report Reports Search Records Search by Record ID: »

User Instructions

Now showing Instructions 1-20f2  Sorted by: Project (Hierarchy)

Base Project > Instructions
Text

®
® You can submit a request by clicking on the "Request Records” tab, and then click on "Add a Record"

{as seen ABOVE). When the Request Record Add screen appears, locate the name of the person who the
requestis for (as seen in the picture below), and then fill outthe rest of the form.

€5CICO
Request Record: B Instructions |
Home Page Report Reports Search Records Search by
[ ok ][ cancel ] [_ResetForm Actions: | (selectone) [v]

Submit into: Base Project : Requests
=] Standard Fields

Note:

Identify the person that the Request s for. Then identify the item or
senvice you are requesting - first select the category, then the item, then
the type. Fill in the remaining fields, and press “OK” when done.

001407: (PR) Contractor : Fred P Berger (X500 Interface) [v] &
Organization Title: LD070 INFORM TECHNOLOGY & COMMUNIC DIV
Person Type: Contractor
First Name: Fred
Middle Name: P
Last Name: Berger

Requery




Check In Check Out (CICO) Users Guide Section Six — The Check Out Process

1. To submit a new Request, select “Request Records” and then click “Add a Record”.

€5CICO
Request Records Instructions
Add a Record Home Page Report Reports Search Records Search by Record ID: | | »

GEN1

[ OK ][Cancel][ Reset Form ] Actions: | (select one) v: ©

Submit into: Base Project : Requests
[=I Standard Fields

Note:

Identify the person that the Request is for. Then identify the item or service you are
requesting - first select the category, then the item, then the type. Fill in the
remaining fields, and press "OK" when done.

* Persons: |Enter value to find here =N
(None) v ?"'

2. In the “Persons” field enter either the first name or last name of the person the
request is for. Do not enter both the first name and last name, the search does not
recognize spaces and would not locate the person due to the space between the first and
last name. Locate and select the name of the person that the requested item is intended for
by clicking the down arrow to display the pull down list. Each of the field names
displayed in red italic and with an asterisk (*) preceding the field name are required.

* Persons: :tester )
007884: (PR) Contractor : John A Tester (Check In) v

Organization Title: |(None)
007884: (PR) Contractor : John A Tester (Check In

Organization POC P:{nn7525: (PR) Contractor : John Testers (Check In)

Person Type:|007886: (PR) Contractor : David Tester (Check In)
007888: (PR) Federal Civil Servant : Julie Test Tester (Check In)
007889: (PR) Federal Civil Servant : Test A Testerzzz (Check In)
Middle Name:|007895: (PR) Contractor : Javaid Tester (Check In)
007896: (PR) Federal Civil Servant: Test B Tester (Check In)
007897 (PR) Federal Civil Servant : Jane A Tester (Check In)|

UUPIC: 70 PRy Contractor Javaid 1esters (Check )
US Citizen:[007902: {(PR) Federal Civil Servant : Xenia M Tester : 6302547390 (Check In)
..|007903: (PR) Federal Civil Servant: Tommy A Tester: 563426424 (Check In)

The person selected will display as shown below. Ensure that the persons “Organization
Title” (NASA HQ Organization) is valid. If the organization is not valid, the routing for
review and approvals will be incorrect and the request will not be processed in a timely
manner. If the “Organization Title” displayed in CICO is incorrect, do the following.

1. Cancel the request in CICO.

2. Send an Email addressed to “update@hg.nasa.gov” In the message body request
update to the X.500 entry, include the persons name and their valid NASA HQ
Organization requesting update to the X.500 record. If sent prior to 3:00 PM the
“Organizational Title” should be updated in CICO by the next business day

First Name:

Last Name:|

3. Once the change is reflected in CICO, resubmit the request.
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“Persons: |tester } =8
007897 (PR) Federal Civil Servant : Jane A Tester (Check In) | v &

| Organization Title: DJO0D Heliophysic Division ]

3. The next step is to identify the Request Category, Request Item and Request Type.
The specific assets and services that can be requested through CICO are grouped into
""Request Categories™. Each individual asset or service is called a ""Request Item™. For
this example we want Jane Tester to obtain access to the application named HATS. The
request category is ""Applications' and the corresponding request item is, "* HATS:
Headquarters Action Tracking System'. A list of valid Request Categories is
displayed in the following section of this document.

Request items can either be Assigned, Conducted, Retrieved or Removed from an
employee’s access. These request actions are called "Request Types". The set of possible
request types is dependant upon the item or service being requested. For this example the
request type is “Add / Assign”

* Request Category: | Application v |

* Select Request ftem: | 00258: Application : HATS : Headguarters Action Tracking System M ? I
*Request Type: | Add/ Assign v l
Request Date: 1012212007 3:11:01 PM Required Date:
mmiddiny

4. Below is a view of a populated request prior to submittal. The “Request Comments” field
can be populated with additional information or instructions to assist persons processing
the request. Once you have validated that all of the information has been correctly
entered, the Organization Title is valid,

Click, “OK” to submit the request.

2 Mips:/fsna.hg.nasa.gov - CICO Backup 92407 (Oracle) - Microsoft Internet Explorer provided by HITSS

Subinit ko: Base Project : Requests
Standand Foolds

Schadlod Date:
Vi T L]
BT

&) oo D ® wtermt
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5. The “State Change History” is displayed and indicates the request was submitted and it is
now awaiting OPOC/COTR Review. The “Note” field text is updated, stating the
“Request has been submitted.

A https://sna.hg.nasa.gov - CICO Backup 9-24-07 (Oracle) - Microsoft Internet Explorer. provided by HITSS
‘CHECK.N.CHECK.0UT

Request Records [[iETIETNS
Add a Record Home Page Report Reports Search Records Search by Record ID: | »

[2{Backto Results
Requests CICO Request Record 009509: (RQ) Jane A Tester : 00258: Application : HATS : Headquarters Action Tracking Syster : Add / Assign : Awaiting OPOCICOTR Review

)

GENT ~ About CICO | H

Actions: | (selectone) v| @@
[ State Change History @ &

Submit - Stand Alone | Awaiting OPOC/COTR Review
102272007 3:54:36 PM
by GEN1 Owner : (None)

= Standard Fields

NOTE:
This Request has been submitted for OPOC/ICOTR review. No further action is required from the submitter.
The OPOCICOTR should review the Request, and press "Send to Primary Approver' when done. If another OPOCICOTR should review this
Requestfirst, press "Assign Reviewer(s)".
@Request Id: 009509
Person Type: Federal Civil Servant
First Name: Jane
Middle Name: A
©Last Name: Tester
UUPIC:
Organization: DJ000 Heliophysic Division
Request Category: Application
Request tem: Headquarters Action Tracking System
Request Type: Add J Assign
Request Provider: IT and Comm
Primary Approver: Parish, Linda 5

Primary Approver Backup(s): (None)
Level One Approver(s): Bowman, Elaine

Level One Backup(s): Washington, Sharon
D
Level Two Approver(s): (None) Level Two Backup(s): (None)
Level Three Approver(s): (None) Level Three Backup(s): (None)
Level Four Approver(s): (None) Level Four Backup(s): (None)

Request Fulfiller(s):  Queen, Teresa Jena Request Fulfiller Backup(s): Montagna, Elizabeth

Requested By: cEN1

Request Date: 1012202007 3:54:36
PM
Required Date: Scheduled Date:
Valid From: Valid To:
Instructions: v
&] Done S ® mnternet

Scroll down within the request to view the names of the OPOC’s assigned to review the
request and if the request is for a Contractor you will also see the COTR’s name. The
OPOCs and COTRs are the owners of the request in the current state of “Awaiting
OPOC/COTR Review.”

[=lUser Fields

Request Comments:

Organization POC: Henderson, Karshelia
Hill, Mark A
Wiley, Janice R

Contract Number: {Mone)

Contract Name: (None)
| Primary COTR: {None) |
DOCOTR: (Naone)
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6. Note “Owner: (None)” in the “State Change History” of the submitted request below. In
this case, “none” indicates there are multiple owners; requests are always assigned to
more than one OPOC. The term “(None)” can also be an indicator as in the “Primary
Approver Backup” field for this request that there is not a backup approver for the item
requested.

a https://sna.hg.nasa.gov - CICO Backup 9-24-07 (Oracle) - Microsoft Internet Explorer provided by HITSS

GENI  About CICO | Help | Logout

Request Records |GE{T{LE Global Search
Add aRecord Home Page Report Reports Search Records Search by Record ID:
(2] Back to Results
Requests CICO Request Record 009509: (RQ) Jane A Tester : 00258: Application : HATS : Headquarters Action Tracking System : Add / Assign : Awaiting OPOCICOTR Review
Actions: | (selectone) v © @
[ State Change History @ »
Submit - Stand Alone | Awaiting OPOC/COTR Review
10/22/2007 3:54:36 PM
by GEN1 Owner : (None)
[=IStandard Fields
NOTE:
This Request has been submitted for OPOC/COTR review. No further action is required from the submitter.
The OPOCICOTR should review the Request, and press "Send to Primary Approver” when done. If another OPOC/COTR should review this
Request first, press "Assign Reviewer(s)".
@Request Id: 008509
Person Type: Federal Civil Servant
First Name: Jane
Middle Name: A
@ Last Name: Tester
UUPIC:
Organization: DJ000 Heliophysic Division
Request Category: Application
Request tem: Headguarters Action Tracking System
Request Type: Add f Assign
Request Provider: IT and Comm
Primary Approver: Parish, Linda S = Primary Approver Backup(s): (None)
Level One Approver(s): Bowman, Elaine Level One Backup(s): ‘Washington, Sharon
D
Level Two Approver(s): {None) Level Two Backup(s): (None)
Level Three Approver(s): {(None) Level Three Backup(s): (None)
Level Four Approver(s): (None) Level Four Backup(s): (None)
Request Fulfiller(s): Queen, Teresa Jena Request Fulfiller Backup(s): Montagna, Elizabeth
=
Requested By: GEN1 = Request Date: 10/22/2007 3:54:36
Required Date: Scheduled Date:
Valid From: Valid To:
Instructions: v
&] Done S @ Internet

5.2 Request Categories, Request Items, and Request Types

The specific assets and services that can be requested through CICO are grouped into
"Request Categories'. Each individual asset or service is called a "'"Request Item*. For
example, a request category might be **Applications’ and a corresponding request item
would be the, ""Name Check Request System™".

Request items can either be Assigned, Conducted, Retrieved or Removed from an employee’s
access. These request actions are called "Request Types". The set of possible request types is
dependant upon the item or service being requested. The table below shows the available
request categories and the responsible department.
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5.2.1 List of Request Categories

Request Category

Provider

Application [T and Comm
Auxillary Duty IT and Comm
Badge Security
Calling Card IT and Comm
Code / Group Folder [T and Comm
Contractor Orientation COTR

Credit Card Admin
Cypher Lock / Safe Access Security
Employee Orientation Hiring Org
Functional Account IT and Comm
General Admin Request Admin
General Counsel Debriefing HR

General Facilities Request Facilities
General HR Request HR

General IT and C Request IT and Comm
General Security Request Security
Government Passport Admin

IT Orientation IT and Comm
Library Items HR

Loaner Hardware

[T and Comm

Move Equipment

[T and Comm

NF-1722 Position Designation Record (HR) HR
Office Keys Security
Parking or Fare Subsidy Admin
Review Suitability Data HR

Seat - Beeper / Pager

[T and Comm

Seat - Cell Phone

[T and Comm

Seat - Computer

[T and Comm

Seat - Fax

[T and Comm

Seat - Network Printer

[T and Comm

Seat - Phone Desk Phone

[T and Comm

Seat - Satellite Phone

[T and Comm

Seat - Video Conferencing

[T and Comm

Seat - Wireless Hand-Held Device

[T and Comm

Security Clearance Debriefing Security
Security Clearance Investigation Security
Sharepoint Folders IT and Comm
Special Access Security
Special Needs Accomodation (COTR) COTR
Special Needs Accomodation (HR) HR

Standard Account

[T and Comm
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Token IT and Comm
Transfer Accounts IT and Comm
Website Access IT and Comm
Workspace / Office / Room Facilities

5.3 OPOC/COTR Review of a General User's Request

The OPOC or COTR's default Home Page Report is the “All Items | Own"" report. OPOCs
and COTRs are responsible for reviewing and processing requests submitted by persons in the
organizations or contracts they support. The requests will reside in the "Awaiting
OPOC/COTR Review" until acted on by the OPOC or COTR.

Launch Page

'\ CHECKIN.CHECK.OUT
\'C I CO ‘ OPOC1 Manage Tables | About CICO | Help | Logoul

\'Check In Recordsﬂ CheckOut Records LEHTERERMTEE | Request ltems || Person Records ‘ Global Searc|
AddaRecord Home Page Report Repol SearchRecordg#” Seaich by Record ID: » Settings for Home Page W Add Link to Your Favorite:
r
Active Records CICO Request Records: All Active Items | Own 3/14/2007 1:27:42 P ©
Browse Reports (=) Details | {F Excel |&
3 Base Project Now showing CICO Request Records 1- 20020 Sorted by: Project (Hierarchy)
[ CICO Request Categories (1)
[ CICO Request Owners (1) Base Project > Requests
[ CICO Request Providers (1) Requestld  (RQ) First Name Middle Name Last Name : Select Request Item : Request Type : State : Close Method Source
3 CICO Request Types (1) [] % 006923 (RQ) David Taylor : 00037: Token : Dial In Account with Token : Add / Assign : Ready to Print 224 : (None) (Cl)
B '5UEIn Repotsied) ] & 007026 (RQ) Lora Dunn : 00223: Application : CATS Il : Corrective Action Tracking System : Add / Assign : Ready to Print 224 : (Nane)
[ % 007028 (RQ) brent king, x i NG oroe) .. e
O %) 007029 (RQ) John C Stumpf: 00307: Cypher Lock ! Safe Access : nfa (Cypher Lock/ Safe) : Add / Assign : Awaiting OPOCICO@

1. To review a request record the OPOC or COTR can either click on the “Request 1d”
(from within CICO) to open the record (see below) or click on the link at the bottom of a
CICO notification Email.

I\ CHECKUIN.CHECK.OUT Launch Page
PCICO OPOCT  Manags Tables | About CICO | Help | Log ouf

| Check In Records 'H (T [T ETLIGERE Request Records | Request tems | Person Records \ Global Searc
Add aRecord Home Page Report Reports SearchRecords  Search by Record 1D: » Settings for Home Page W Add Link to Your Favorite:
.
Active Records CICO Request Records: All Active Items | Own 3/14j2007 1:27:42PM ©
Browse Reports (=) Details | [F Excel |
[ Base Project Now showing CICO Request Records 1- 20 of 20 Sorted by: Project (Hierarchy)
[ CICO Request Categories (1)
[ CICO Request Owners (1) Base Project > Requests
[ CICO Request Providers (1) RequestId  (RQ) First Name Middle Name Last Name : Select Request Item : Request Type : State : Close Method Source
[ CICO Reguest Types (1) O oo (RQ) David Taylor : 00037: Token : Dial In Account with Token : Add / Assign : Ready to Print 224 : (None) (CI)
£5 Buittin Reports (24) O .| 007026 (R@) Lora Dunn : 00223: Application : CATS Il : Corrective Action Tracking System : Add / Assign : Ready to Print 224 : (None)
O %) 007028 (RQ) hrent king : 00445: Seat- Beeper/ Pager : Beeper/ Pager : Add J Assign : Awaiting OPOCICOTR Review : (None)
O % 007029 (R@) John C Stumpf: 00307: Cypher Lock f Safe Access @ nfa (Cypher Lock/ Safe) : Add / Assign : Awaiting OPOCICOTR Review
(None)

The OPOC or COTR for a General User will receive an email similar to the one shown below
each time a request enters ""Awaiting OPOC/COTR Review"" submitted by a person in
their organization or contract.
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2. Click the Link at the bottom of the email to open the record referenced in the email.

Subject:«<_TeamTrack: CICO Action: A Request needs to be entered (civil servant) - 004679

lial
Request Id: 004679
Last Name: Shouse

Fields:

- Request Id: 004679

- Person Type: Federal Civil Servant
- First Name: Mary

- Last Name: Shouse 3
- Organization: LD070 INFORM TECHNOLOGY & COMMUNIC DIV
- Request Category: Workspace / Office / Room

- Request Item: n/a (Workspace)

- Request Type: Add / Assign

- Requested By: Tony (mailto:tony@argosoft.com)

- Required Date:

- Request Comments:

- Organization POC: OPOC3, OPOC4

- Submitter: Tony (mailto:tony(@argosoft.com

- Submit Date: 1/2/2007 11:25:41 AM

To View CICO Request Record: http://127.0.0.1/tmtrack/tmtrack. dll?View&I=4858&T=1004

v

3. When the OPOC or COTR selects a request to review a screen will display as shown in
this illustration.

Oaécx.luéug Launch Page

OPOC1 Manage Tables | About CICO | Help | Logol

Check In Records || CheckOut Recortgr\ Request Records \Tleques‘! ltems \"I;erson Records |

Add aRecord Home Page Report Reports SearchRecords — Search by Record iD: » Settings for Home Page * Add Link to Your Favorits
Active Records Backto Results o ) ' , — ;
Browss Repos Requests CICO Request Record 007028: (RQ) brent king : 00445: Seat - Beeper / Pager : Beeper / Pager : Add / Assign : Awaiting OPOCICOTR Review : (None)
[ Base Project [ SendtoPrimaryApprover ] [ Assign Reviewer(s) | [ Update Request | Actions: | (select one) v| B@E

[ CICO Request Categories (1) [ Update Dates and Comments ] [ Cancel Request ]
[ CICO Request Owners (1)
[ CICO Request Providers (1)

[= State Change History @

[£3 CICO Request Types (1) Submit - Stand Alone | Awaiting OPOC/COTR Review
[ Built-In Reports (24) © 31212007 10:15:11 AM
by King, Bruce C Owner : (None)

5.4 Sending a General User's Request to the Primary Approver

1. To send the Request to the “Primary Approver”, click the "Send to Primary
Approver" button.

CHECICIN.CHECK.OUT

OC'CO Launch Page

OPOC1 Manage Tables | About CICO | Help | Logout

\fheck InRecords || CheckOut Records

AddaRecord Home Page Report Reports SearchRecords — SearchbyRecordin: »  Settings for Home Page . Add Link toYour Favorites
Active Records (2] Back o Results . i
Brawse Reports Requests CICO Request Record 007029: (RQ) John C Sturpf: 00307: Cypher Lock/ Safe Access : nfa (Cypher Lock f Safe) : Add / Assign : Awaiting OPOCICOTR

Review : (None)

E7 Base Project [ S = ] —— ][ e t ] — iada
= end to Prima raver ssign Reviewer(s ate Reques i select one v w L’
[1 CICO Request Categories (1) 1Y AP g (s) p q Actions: | { ) L]

E7 CICO Request Owners (1) t OpOTe Dertes e commens H Cancel Request ]
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2. Click “OK” to submit the request.
Note: Additional comments can be entered in the “Request Comments” field.

Send to Primary Approver Requests CICO Request Record 007023: (RQ) John C Stumpf: 00307: Cypher Lock f Safe Access @ nfa (Cypher Lock/ Safe) : Add / Assign :

0K [ cancel |[ ResetForm ]35 Actions: | (select one) v e

=l Standard Fields

Note:

Review the Request and add comments if desired. Press "OK" when done.

@ Request Id: 007029
; Request Comments: .

5.5 Canceling a Request after the OPOC / COTR Review

1. To cancel a Request considered invalid, click the "Cancel Request™ button.

CHECKUIN.CHECK.OUT

€ 5CICO

| _Check In Records (| CheckOut Records | RequestRecords | 'Request ltems [l "Person Records |
Add aRecord Home Page Repoit Reports SearchRecords  Seaich by Record ID: > Settings for Home Page

Active Records (=] Back to Results N
Browse Reports Requests CICO Request Record 007088: (RQ) John J Rush : 00258: Application : HATS : Headguarters

Review : (None)
[ Base Project
[ CICO Request Categories (1)
[ CICO Request Owners (1)

[ Send to Primary Approver ] [ Assign Reviewer(s) ][ Update Request ]

[ Update Dates and Comments ]I[ Cancel Request

NOTE: Comments are required when canceling a request.

2. A message will display in the “Note” field stating that the request has been canceled.
3. Click “Back to Results” to exit.

mﬂackm Results
Requests Request Record 007088: (RQ) John J Rush : 00258: Application : HATS : Headquarters Action Tracking System : Add / Assign : Canceled : Canceled

(Inactive)
Actions: | (select one) v| BOE
[l State Change History @
Submit - Stand Alone ' Awaiting OPOC/COTR Review ~ Cancel Request Canceled

311372007 2:33:12 PM Q 31142007 2:31:48 PM
hy GEN1 Owner : (None) hy OPOC1 Owner : Parish, Linda S

= Standard Fields

NOTE:

This Request has been cancelled.
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5.6 Reviewing a Request as an Approver

Note: Each request item must have a “Primary Approver”, “Fulfiller” and backups.
Approver Levels One through Four is optional.

=1 Standard Fields
@ Item Id: 00175
@ Request ltem: YWehsite-Code Ci
Acronym:
Request Category: Website Access ‘QQ
Provider: IT and Comm qﬂ
| Primary Approver: Thurston, Kathi G Ex Primary Approver Backup(s):  (None) |
Level One Approver(s): Bowman, Elaine @ Level One Approver Backup(s). (None)
Level Two Approver(s): {MNone) Level Two Approver Backup(s): {None)
Level Three Approver{s):. {None) Level Three Approver Backup(s): (None)
Level Four Approver(s): {Mone) Level Four Approver Backup(s). {MNone)
Request Fulfiller(s): Montagna, Elizaheth @ Request Fulfiller Backup(s): Eatmaon, Lanetta é-l

Available for Contractors: Yes

Approvers for a Request will receive an email each time a request record is assigned to them
for their review and approval.

Siibject: _TeamTrack: CICO Action: A Request needs review and initial approval by you - 004677

Request Id: 004677
Last Name: Johnson

Fields:
- Request Id: 004677
- Request Category: Token
- Request Item: Dial In Account with Token
- Request Type: Add / Assign
- Request Provider: IT and Comm
- Primary Approver: Tony (mailtotony(@argosoft.com)
- Person Type: Federal Civil Servant
- First Name: Kay
- Last Name: Johnson
- UUPIC:
- Organization: BF030 NUCLEAR TECHN & DEMONSTRATION DIV
- Requested By: Tony (mailtotony@argosoft.com)
- Request Date: 12/24/2006 10:24:15 PM
- Required Date: 1/1/2007
- Request Comments:
ol D s + T+ - NNN27. T 1 Dol To A 4 %Tl’

To View CICO Request Record: http://127.0.0.1/tmtrack/tmtrack. dlI?View&I=4856&T=1004

3

5.6.1 The Primary Approver

The “Primary Approver” is the first in a chain of approvers for a Request Item, and may
approve, deny, update, suspend, or request more information for any submitted request.
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5.6.2 Approving a Request

1. To approve a Request, click “Approve and Proceed to Fulfillment”. Note: If additional
approvers are required then the “Approve” button will be labeled "Approve and Send
for Level X Approval” (with X representing the next level of approval required).

Ogiuucﬂxg Launch Page

ITCPOCT Manage Tables | About CICO | Help | Log out

[ CheckinRecords || CheckOut Records | [l it Request items |

Global

Add aRecord Home Page Report Reports SearchRecords  Search by Record ID: » Settings for Home Page W Add Link to Your Favorites

D]
’ [2] Back to Results
Requests CICO Request Record 006914: (RQ) David Barnes : 00024: |T Orientation : nfa (IT Orientation) : Add / Assign : Awaiting Approval(s) : {None) (CI)

Approve and Proceed to Fulfillment [ Update Request ] [ Need More Info from OPOCICOTR ] [ Suspend ] Actions: | (select one) v 33 e
[ DenyRequest |

[=] State Change History

Update  Awaiting Approval(s)
© 3712007 5:57:04 FM
by TTAdmin Owner : ITCPOCT
(= Standard Fields

NOTE:

| The Reguest has been entered and is awaiting approval(s). |

A new screen will display and provide the capability to add additional comments.

O"é"‘i"é"‘"‘""d Launch Page

ITCPOC1 Manage Tables | About CICO | Help | Log out

| CheckInRecords \ CheckOut Records | JGENIEEGEVIEE | Request tems |

Glc ch
Add aRecord Home Page Report Reports SearchRecords — Search by Record ID: » Settings for Home Page

% Add Link to Your Favorites
Approve and Proceed to Fulfillment Requests CICO Request Record 006965: (RQ) Lisa NMN Stallings : 00024: T Orientation : nfa (IT Orientation) : Add / Assign : (Auto) : (None) (CI)

ResetForm |82  Actions: | (select one) v B e

neviewe s, ey LIneicu Ly, snane, | auine v

~
el Fields

RN NN NN NN NN NN NN NN NN NN NN NN NN NANNENANEENENEEEEEEEEEEEER

equest Comments:

Da

U

2.

3. Click "OK" to complete your approval.

Note: The approval will be recorded in the “State Change History” and the (Field) “Change
History” section.

Og&e‘g Launch Page

ITCPOC Manage Tables | About CICO | Help | Logout

[ CheckinRecords |[ CheckOut Records |t td)| Request items |

Add aRecord Home Page Repoit Reports  SearchRecords — Search by Record 1D: » Settings for Home Page

[2]Backto Results
Requests CICO Request Record 006914: (RQ) David Barnes : 00024: IT Orientation : nia (IT Orientation) : Add f Assign : Awaiting Fulfillment : {(None) {Cl)

W Add Link to Your Favorites

Actions: | (select one) vl Bote
F State Change History @ A
Update Awaiting Approval(s) Approve and Proceed to Fulfilinent  Readyto Print 224  No 224 Required  Awaiting Fulfilliment
© 3i7/2007 5:57.04 PM (>} 311912007 4:48:17 PM © 3/19/2007 4:48:18 PM
by TTAdmin | Owner: ITCPOC1T by ITCPOC1 Owner : (None) by ITCPOC1 Owner : (None)
NOTE:

This Reguest is awaiting fulfillment

@ Request Id: 006914
Request Category: IT Orientation &
Request tem: nfa (IT Orientation)
Request Type: Add J Assign ?

Page 29 of 62



Check In Check Out (CICO) Users Guide Section Six — The Check Out Process

=l Change History
= 37192007 1:56:50 PM. 'No 221 Required by TCPOCT

[+ 3/19:2007 4:56:49 PM., "Approve and Proceed to Fuifillment’ by ITCPOC1
[+ 3/12:2007 9:11:39 AM, Updated by (None)

[+ 3/9:2007 2:12:38 PM, Updated by (None)
[+ 3/8:2007 3:10:54 PM, Link Principal by Williams, Patrice C
[#3/8:2007 3:10:53 PM, Submitted by Williams, Patrice C

5.6.3 Denying a Request
1. Todeny arequest, click the "Deny Request™ button.

[2] Back to Results

Requests CICO Request Record 007291: (RQ) Brandon W Easton : 00024: IT Orientation : nfa (IT Orientation) : Add f Assign : Awaiting Appraval(s) : (Nane) (CI)
[ Apprave and Proceed to Fulfillment ][ Update Request | [

| DenyRequest ||

Need More Info from OPOCICOTR

| suspend |
I Remove the Reguest from the Check In

Actions:

¥5CICO

Launch Page
‘CheckIn Records || CheckOut Records

ITCPOCH Manage Tables | About CICO | Help | Logout
Request Records | 7Reques{lr1ems

Glo rch
e Page Report  Reports SearchRecords  Search by Record ID: » Settings for Home Page W Add Link to Your Favorites
m L0 Req Record 007291: (RQ) Brandon ¥y Easton : 00024: IT Orientation : nfa (IT Orientation) : Add / Assign : (Auto) :

Denied (Cl)
| oK

1 [ cancel [ ResetForm ]3:’ Actions: | (select one) v Be

= Standard Fields

~
Note:

You are Denying this Request. Please enter the reason in the "Reason Request Denied or
Unfulfilled" field.

@ Request Id: 007291
* Reason Request Denjed or Unfulfilted: |Not needed at this time|

Request Category: IT Orientation @a

2. Click "OK" to deny the request.

Note: If a request is denied a comment for the denial must be entered.
€5,CiCO

Check InRecords || CheckOut Records

Launch Page

ITCPOCT Manage Tables | About CICO | Help | Logout
Request Records Request ltems

SearchbyRecordlD:[ | »  Settings for Home Page

Add aRecord Home Page Report Reports Search Records
>
B 2] Backto Results

W Add Link to Your Favorites

Requests CICO Request Record 007291: (RQ) Brandon W Easton : 00024: IT Orientation : nfa {IT Orientation) : Add / Assign : Request Closed : Denied (CI) (Inactive)
[ RETURN ta Primary Approver ][ Update Request |

Actions: | (select one) v #BeHe
[=)State Change History @ ~
Update Awaiting Approval(s)  DenvRequest . Request Closed
315612007 10:22:23 AM e 3/20/2007 8:35:11 AM
by Mcintosh, Vanessa Owner : ITCPOC1

by ITCPOC1 Owner : ITCPOC1
[=IStandard Fields

NOTE:
This Request has been denied for the reason shown below.
@Request Id: 007291
Request Category: IT Orientation ?
Request item: nia (IT Orientation)
Request Type: Add f Assign gﬂ
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Note: The “Note” field displays a message stating the request has been denied. The
"Advanced Fields' section will state the reason for denial.

=l Advanced Fields
Correspondesree:
Reason Request Denied or Unfulfilled: 3/20/2007 8:35:11 AM - ITCPOC1T:
Mot heeded at this time.

5.6.4 Reinstating a Denied Request

1. To reinstate a denied request, click "RETURN to...”. This will move the record back to
the state from which it was denied. For example, if the Primary Approver denied the
request, then it would be labeled, "RETURN to Primary Approver”. If the Level One
Approver denied the request it would | be labeled, "/RETURN to Level One Approver".

CHECK.IN.CHECK.OUT

€ 5CICO

| Check In Records H CheckOut Records \ Request Records |‘Eequest ftems ]
Add aRecord Home Page Report Repoits SearchRecords  Seaich by Recon

(2] ackto Results
Requests CICO Request Record 007291: (RQ) Brandon VW Easton : 00024: IT Orientation

[ RETURN to Primary Approver ] Update Request ]

2. A screen displays the message that the Request has been returned to the Approver.
Comments are optional when reinstating a denied request.

O“é‘xl"éu‘g Launch Page
ITCPOC1 Manage Tables | About CICO | Help | Logout
[ CheckinRecords |[ Checkout Records |l it Request items | Global Search
Add aRecord Home Page Report Reports Search Records  Search by Record ID: » Settings for Home Page W Add Link to Your Favorites
& RETURN to Primary Approver Requests CICO Request Record DDDT (RQ) Brandon W Easton : 00024: IT Orientation : nia (IT Orientation) : Add § Assign : (Auto) : (None) (Cl)
T OK ][ cancel J[ ResetForm J:S Actions: | (select one) v B e

[=IStandard Fields

5.6.5 Requesting More Information from the OPOC / COTR Reviewer

1. If more information is needed to approve a request, click "Need More Info from
OPOC/COTR",
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Ly UL D T o ais

Requests CICO Request Record 006877: (RQ) Jane Q Federal ; 00334 General |

and C Request: All Other Accesses : |

[ Request Completed ] MNeed More Info from OQPOCICOTR

[

[

Update Requesu [ Suspend

[ CannotFulfill |

Launch Page

5CICO

[ CheckInRecords |[ CheckOut Records

ITCPOC1 Manage Tables | About CICO | Help | Logout
Request Records

Add aRecord Home Page Report Reports  Search Records

| ‘Request‘vlrtemsi |
Search by Record ID:

Global Search

® Add Link to Your Favorites

Need More Info from OPOC/COTR Requests CICO Request Record 006877: (RG) Jane Q Federal : 00334: General IT and C Request : All Other Accesses : Deactivate : (Auto) : (None)
0K

» Settings for Home Page

] (Cancel | [ ResetForm |32  actions: | (selectone) v Beo

Note:

Press "OK" to notify the OPOC (for Civil Servants) or COTR (for contractors) that you
require additional information in order to fulfill this Request. Specify the needed
infarmation in the Correspondence field.

@ Request Id: 006877
* Correspondence:

Request Category: General IT and C Request &

no

Enter the additional information that is needed into the "Correspondence:" field.

Click "OK" to submit the Request to the OPOC or COTR. They will be notified by email
that additional information is needed.

5.6.6 Supplying information requested by an Approver

1. If an email is received stating that more information is needed review the Request by,

clicking the link noted in the email or by viewing all records that you own.
2. Once the Request has been opened, click on "Return More Info".

’.\ CHECKUIN.CHECK.OUT Launch Page
PCICO ITCPOC1  Manage Tables | About CICO | Help | Log out

Global Search
% Add Link to Your Favorites

Add aRecord Home Page Report Reports Search Records  Search by Record 1D:
2] Back to Results

Requests CICO Request Record 006948: (RQ) Fred Charles Dobbs : 00024: IT Orientation : nfa {IT Orientation) : Add / Assign : More Info Needed for Approval : {(None) (CI)
| Retum More Info ] Actions: | (select one) v ¥He

[=I State Change History

Settings for Home Page

~
Awaiting =
Update Approval(s) Need More Info from Wore Info Needed for oy pore Awaiting Need More Infofrom | More Info Needed for
3/8/2007 OPOC/ICOTR Approval Info Approvalis) OPOC/ICOTR Approval
ey 3M5/2007 12:51:42 3152007 31512007 12:52:40
by Hoover, 2:46:44 PM 12:52:13 PM
Regina Lo by TCROCH owner:[TCPoC1  BYITCPOCT Founer: mepoct Ry HCROCT Owmer : TCPOCH

3. Enter the requested information in the "Correspondence:" field
4. Click “OK” to submit the information.
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Return More Info Requests CICO Request Record 006948: (RQ) Fred Charles Dobhs : 00024: IT Orientation : nfa {IT Orientation) :

d

I[ 0K “lCancel][ Reset Form ]=§ Actions: | (select one) | 0

=IStandard Fields

Note:

Use the Correspondence field below to supply the requested additional information needed, and
press "OK' when done.

@ Request Id: 006948
‘Eorrespondence: New text added by [TCPOC1:

3/15/2007 12:52:40 PM - ITCPOC1:

5.6.7 Suspending a Request

1. To suspend a request click "Suspend".

(2] Pack to Results
Requests CICO Request Record 006965: (RQ) Lisa NMN Stallings : 00024: IT Orientation : nfa (IT Orientation) : Add f Assign

[ RequestCompleted | [ Need Mare Info from OPOCICOTR ][ Update Request || Suspend |}
——

Cannot Fulfill

Note: Once a request has been suspended, the request can be reinstated by clicking on the
"Un-Suspend" button.

g Launch Page

s &
\,C lCO ITCPOC1 Manage Tables | About CICO | Help | Logout

1 “Check In Records || “CheckOut Records ‘ Request Records || Equest ltems Glohal Search
Add aRecord Home Page Repoit Reports SearchRecords  Seaich by Record 1D: » Settings for Home Page W Add Link to Your Favorites

>
2 Suspend Requests CICO Request Record 006965: (RQ) Lisa NMN Stallings : 00024 IT Orientation : nia {IT Orientation) : Add f Assign : (Auto) : {(None) (CI)

0K ancel Reset Form 35 Actions: '(selectone) v Heo
( i J ]

=l Standard Fields

Note:

You are aboutto Suspend the Request. Please enterthe reason in the Request
Comments field below.

@ Request ld: 006865
" Request Cormments:

©

Note: A statement of why the Request was suspended must be entered in to the “Request
Comments” field.

2. Click “OK” to submit
3. A message will display in the “Note” field, click “Back to Results” to exit.
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CHECKUN.CHECK.OUT

OCICO Launch Page

ITCPOC1 Manage Tables | About CICO | Help | Logout

[?hecklri Records H CheckOut RecorE\ Request Records {7Request ltems | Global Search
Add aRecord Home Page Report Reports  SearchRecords  Seaich by Record ID: » Settings for Home Page W Add Link to Your Favorites
(<] Back to Results
Re CTeorequest Record 006965: (RQ) Lisa NMNM Stallings : 00024 1T Orientation : nfa {IT Orientation) : Add / Assign : Suspended While In Progress : (None) (Cl)
Un-Suspend Actions: | (selectone) v 35 [} He
A~
Update AW‘“""‘" ?""' oval Approve and Proceed to Ready to Print 224 No 224 FAm‘:m"ﬂn Suspend Suspended While In
s S i ulfillimer
© o Fulfillment 3/19/2007 4:56:49 Required o © Progress
by Williams, 3!8!200,;IM3.10.53 e P e 3n 9120!03144.56.50 by 312012007 4:14°25 PM
Patrice C Owner: TCPOCT by ITCPOC Owner : (None) by ITCPOC1 owner: (Nong) ITCPOC1 Owner: ITCPOCT

=l Standard Fields

NOTE:

This Request has heen suspended for the reason shown in the Request Comments field
helow.

5.7 Request Approval Notifications

5.7.1 Initial Notifications

Approvers will receive an email notification when it's time to approve a request, as shown
below.

Subject: TeamTrack: CICO Action: A Request is assigned to you for approval (Level 1) - 004668

Request Id: 004668
Last Name: Worth

Fields:

- Request Id: 004668

- Request Category: Token

- Request Item: Dial In Account with Token

- Request Type: Add / Assign

- Level One Approver(s): Tony

- Person Type: Federal Civil Servant

- First Name: Francis

- Last Name: Worth

- UUPIC:

- Organization: BF018 HUMAN HEALTH & PERFORMANCE

To View CICO Request Record: http://127.0.0.1/tmtrack/tmtrack.dil?View&I=4847&T=1004

5.7.2 Escalation and Delinquency Notifications

Each approver has a set time period to take action on a Request. If action is not taken within
this time period an escalation reminder notification is sent. If still no action is taken a
delinquency notification is sent to the approver and to any backups. The initial action time
period and the reminder time period are set by request category and are based on a work day
start of 8:00AM and a work day end of 5:00PM without taking a lunch hour into account. All
escalation time calculations ignore non-working hours, weekends, and holidays.
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All requests categories are set to an initial action period of 8 hours with the reminder time
period being set to 4 hours. After the 4 hour reminder time period has passes, a request is
considered delinquent. For example, if a request is sent for approval at 3:00PM on a
Thursday, then if no action takes place, the reminder notification will be sent at 2:00PM on
Friday. If there is still no action taken on the request, then a delinquency notification will be
sent at 9:00AM on Monday morning.

The subject line of the reminder notification is shown below, with the Request Id of the record
in question appearing at the end of the subject line (as circled in red). Information about the
request will appear in the body of the email, along with a link to the record in question.

H Subject: TeamTrack: CICO Escalation :A Request has been escalated due to inaction 004677

The subject line of the delinquency notification is shown below:

| Subject: TeamTrack: CICO This action is now delinquent. Please handle immediately. - 004677

5.8 A General User Wants to Cancel a Request

After a General User creates a request record they can no longer make modifications to the
record or cancel it. If there is a need to cancel the request, then the General User should
notify their OPOC or COTR.

5.9 Canceling an Open Request

Only the request record owner can cancel a request. If the record is owned by the OPOC or
COTR then they will have the ability to cancel the request.

5.10Fulfilling and Completing a Request
1. Click ""Request Completed™, to close the request record.

(2] Back to Results
Requests CICO Request Record 004702: (RQ) Tom Jones : 00037: Token : Dial In Account with Token : Add / Assign : Awaiting Fulfillment : (None) (Cl)
o — -
<] RequestCompleted |[>  Need More Info from OPOCICOTR ] Actions: | (select one) v wole
[ Update Request Suspend | _CannotFulfill ][ Cancel Request |
[ Standard Fields A
@ Request Id: 004702
Request Category: Token L_ﬂ‘j
Request item: Dial In Account with Token
Request Type: Add / Assign q” G

Note: Once a Request has been completed the ""Date Closed:"" field will be set by the system,
closing comments are optional.
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=
L Eequestl‘ Cico Record 004702: (RQ) Tom Jones : 00037: Token : Dial In Account with Token : Add / Assign : (Auto) : Completed (Cl)
( OK J[ Dancel ][ ResetForm | 8%  Actions:| (select one) lv| B0

[ Standard Fields

3

i

Note:
| Press "OK" to confirm that the Request was filled and the record can be closed. I

@ Request Id: 004702
Date Closed: 1/14/2007 5:21:34
[
- @

Request Comments:

&

Request Category: Token 'éa
Request Item: Dial In Account with Token

Request Type: Add / Assian &
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An example of a closed Request.

Iz 2] Back to Results
Requests CICO Request Record 004702: (RQ) Tom Jones : 00037: Token : Dial In Account with Token : Add / Assig@
[ RETURN to Awaiting Fulfillment ][ Update Request | Actions: | (select one) v 20
& Standard Fields [~]
NOTE: =
Your actions are complete for this part of the workflow. Press the Home
Page Reporttab to continue with other work, or log out of CICO.
@ Request Id: 004702
Request Category: Token ‘?
Request Item: Dial In Account with Token
Request Type: Add / Assign = [ 1

If there is an error in the record and it needs to be returned to the Fulfiller, click "/RETURN to
Awaiting Fulfillment".

>
= Back to Results
Requests CICO Request Record 004702: (RQ) Tom Jones : 00037: Token : Dial In Account with Token : Add / Assign : Request Closed : Completed (Cl) (Inactive)
—— T ———
< RETURNto Awaiting Fuliiliment ] Update Request | Actions: | (select one) v S2EHe
= Standard Fields [a]
NOTE: =
Your actions are complete for this part of the workflow. Press the Home
Page Reporttab to continue with other work, or log out of CICO.
@ Request Id: 004702
Request Category: Token '@
Request Item: Dial In Account with Token
Request Type: Add / Assian = \v‘
h( RETURN 0 Awaiting F ff <Ko Record CC3702: (R} Tom Jones (€003 Taker ( Caalin Azcount vath Tokan : Acc ) AsSign: Jung) : Sarrct =l (Tl
0K |(Gancn |(_Resstzom |&F g [ (e ana) [x] T @
F Standard Falds ]
Note: -
[ Yousre rsluming Unz Request v Die siele o whinh Lsgs preavusy dened,
“ P s i |-|4:c: -
| @
Request Cutegory: 7oken &
Raguaat tam: Dl in Arscorlwih Tokan
Raguest Type: 43¢ | Az51gn f ~!
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Note: Once a record is closed comments may still be added by clicking the "Update
Request" button.

I= [2] Back to Results
Requests CICO Request Record 004702: (RQ) Tom Jones : 00037: Token : Dial In Account with Token : Add / Assign : Request Closed : Completed (Cl) (Inactive)
[ RETURNto Awaiting Fulfiliment ¥ Update Request [ Actions: | (select one) [v] 8B e
w
£l Standard Fields |~
NOTE: E
Your actions are complete for this part of the workflow. Press the Home
Page Report tab to continue with other work, or log out of CICO.
@ Request Id: 004702
Request Category: Token @a
Request Item: Dial In Account with Token
Request Type: Add / Assign @ |»

5.11 Indicating that a Request cannot be Fulfilled

If, for some reason, the request cannot be fulfilled, click the "*Cannot Fulfill" button to record

the event. An example for this might be where a passport was applied for but the U.S.
Government refused to issue the passport.

[=
[2{ Back to Results

Requests CICO Request Record 004702: (RQ) Tom Jones : 00037: Token : Dial In Account with Token : Add / Assign : Awaiting Fulfillment : (None) (CI)
[ RequestCompleted ||| Need More Info from OPOC/ICOTR ] Actions: 1 (select one) v|] B0
[ Update Request ][ Suspend{[| CannotFuliill |[) CancelRequest |
e ——

& Standard Fields (i)
@ Request Id: 004702 3

Request Category: Token ‘?a

Request item: Dial In Account with Token

Request Type: Add / Assign qi (vl

. . . .
1. A comment must be entered for the denial in the “Reason Request Denied or
H .77 £
Unfulfilled:” field.
|= uests CICO Request Record 004702: (RQ) Tom Jones : 00037: Token : Dial In Account with Token : Add / Assign : (Auto) : Cannot Fulfill (CI)
OK |[ cancel |[ ResetForm 8%  Actions: | (selectone) z‘ He
=l Standard Fields [~
Note:
You are Closing this Request because you cant fulfill it. Please
enter the reason in the "Reason Request Denied or Unfulfilled” field.
@ Request |d: 004702
@
Request Category: Token ‘E’.’
Request Item: Dial In Account with Token
Request Type: Add / Assign ‘?a \v\

2. If the Request needs to be returned to the Fulfiller, the OPOC or COTR can click the

"RETURN to Awaiting Fulfillment™ button.
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[
[2] Back to Results

Requests CICO Request Record 004702: (RQ) Tom Jones : 00037: Token : Dial In Account with Token : Add / Assign : Request Closed : Cannot Fulfill (CI) (Inactive)
q RETURN to Awaiting Fulfiliment _['§  Update Request | Delete | Actions: {'(select one) E Bote
= Standard Fields &)
(=
NOTE: fi
| This Request could not be fulfilled, for the reason shown below. |
© Request Id: 004702 )
Request Category: Token ‘ia
Request Iitem: Dial In Account with Token
Request Type: Add /Assign @a 1" |

5.12 Requests for "Take-Aways"

If a request type is Removal / Retrieval / Delete / Deactivate the request record will proceed
directly to the fulfiller.

=

[ OK ][Cancel][ Reset Form ]35 Acﬁonsj (7]

Submit into: Base Project : Requests ,“t
[=] Standard Fields

Note:
Identify the person that the Request is for. Then identify the item or service |
you are requesting - first select the category, then the item, then the type. =
Fill in the remaining fields, and press "OK" when done.
* Persons: |jones =Y

001350: (PR) Federal Civil Servant : Jeffrey Jones : 123456789 (X500 Interface) 7] @a
Organization Title: BAOOO EXPLORATION SYST MISSION DIRECTORATE
Person Type: Federal Civil Servant
First Name: Jeffrey
Middle Name:
Last Name: Jones
UUPIC:: 123456789

* Request Category: ‘ Office Keys \v| =2
* Select Request ltem: | 00025: Office Keys : n/a (Office Keys) El @a

@ype: Remove / Retrieve | v E -

5.13 Viewing Requests

1. The ""Request Records" tab will display the default Home Page Report “All Active Items
I Submitted.” Note Home Page Report settings can be altered to display a different report.
To view details of any of the requests displayed click on the Request Id Number.

¥»CIiCO

Request Records |[RUE{IT=IEM

GEN1 About CICO | Help | Log out

Add aRecord Home Page Report Reports Search Records Search by Record ID: »
CICO Request Records: All Active ltems | Submitted 319/2007 4:16:36 PM @

] Details | [ Excel | &
Now showing CICO Request Records 1- 2072 Sorted by: Project (Hierarchy)

Base Project > Requests

Request Id (RQ) First Name Middle Name Last Name : Select Request Item : Request Type : State : Close Method Source
% 007024 (RQ) Rickey L White : 00222: Application : BUMS : Business Management System : Add J Assign : Ready to Print 224 : (None)
%) 007029 (R@) John C Stumpf: 00307: Cypher Lock/ Safe Access : nia (Cypher Lock/ Safe) : Add / Assign : Awaiting Approval(s) : (None)
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Note: If no requests were submitted from the account or all of the requests are no longer

active the report will display “Sorry, no data was found meting the report criteria” as shown
below.

Add a Record Home Page Report Reports
CICO Request Records: All Active Items | Submitted

MNow showing 0- 0 of 0

Sorry, no data was found meeting the report criteria.

5.14Monitoring the Status of a Request

Any CICO user can monitor the status of a request that they submitted. OPOCs and COTRs
can monitor all of the request records in their organization or contracts supported by their

organization. The current state of each request is displayed in the “State Change History” at
the top of each request record.

LGS §: W Sl | Check In Records || CheckOut Records || Person Records || Request ltems
Add aRecord Home Page Report Reports SearchRecords Search by Record ID: a53% » Settings for Home Page

(2] Backto Results
Requests CICO Request Record 000953: (RQ) Carol C Reid : 00433: Move Equipment : nfa {(Move) : Move : Request Closed (Inactive)

[ State Change History @

Submit - Stand Alone | Awaijting OPOC/COTR Review  Sendto Primary Approver - awaiting Approval(s)  Approve and Proceed to Fulfillment

425/2007 12:09:47 PM © 425/2007 12:15:08 PM
hy Reid, Caral C Owner : (None) hy Reid, Carol C Owner : Stumpf, John C by Stumpf, John C
Request Completed Request Closed
8/30/2007 3:46:58 AM
by Chaudry, Javaid Owner : Stumpf, John C

[=I Standard Fields
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6 The Check Out Process

A Check Out is a set of individual Request Records, organized under a header (or parent)
Check Out Record. A parent record has one or many requests linked to the parent record; the
parent record cannot be closed until all of the requests linked to the parent record are closed or
cancelled. The Check Out record is created as the first step then one or more associated
request records are automatically generated based on the (Unconfirmed / Yes / No) selection
indicators. The Unconfirmed / Yes / No choices for the selection fields are pre-set for a
standard, routine Check Out but they can be modified by the User.

6.1 Starting a Check Out (OPOC / COTR)

The organization OPOC or COTR initiates the Check Out. In addition to using CICO to
begin the Check Out process, the OPOC/COTR needs to refer to the Checkout Checklist
(Appendix A) to assist the OPOC and departing employee with the process of checking out of
NASA HQ. This is important because in addition to CICO, the organization and departing
employee will need to take some actions outside of the CICO system. For example, there are
several forms that must be completed and hand delivered as part of the check out process. In
addition, all physical assets need to be collected and/or returned during the last few days of
employment. The OPOC should print out a copy of the Checkout Checklist and provide this
to the departing employee.

1. To start a Check Out record, click the “Check Out Records” tab. The system will create
a list of possible matches and you can see this list by clicking on the down arrow at the
right side of the drop down box. Locate the name you're looking for and then click on the

"\ g&a‘a Launch Page
> 7~ N\ OPOC1  Manags Tables | About CICO | Help | Log out
|Theck In Record i_\ (EENL GRS | Request Records || Request ttems || Person Recnms_| Global Search
Add aRecord HoifRage Report Repeels SearchRecords  Search by Record ID: » Settings for Home Page % Add Link to Your Favorites
< " » 2
Active Records CICO Check Out Records: All Active Items | Own 311412007 4:37:46 PM @
Browse Reparts (] Details | [ Excel |
[ CICO Request Categories (1) Now showing CICO Check Out Records 1-50f5 Sorted hy: Project (Hierarchy)
[ CICO Request Owners (1)
[ CICO Request Praviders (1) Base Project > Check Out Records
[ CICO Request Types (1) Requestld  (CO) Person Type : First Name Middle Name Last Name : State
[ Built-In Reports (24) [] ® 000185 (CO) Detailee from Center : Jane Q Federal : Awaiting Requests Completion
[0 % oooz217 (CO) Federal Civil Servant : Noah Nason : Check Out Initiated
[] % 000218 (CO) Federal Civil Servant : William J Bihner : Check Out Initiated
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2. The submit page will open. Click the “Select Person” field, enter either the first name or
last name of the employee checking out. NOTE: Do not enter both first name and last
name, the search does not recognize spaces and would not locate the person due to the
space between the first and last name. click “Find”.

’-\ CHECKIN.CHECK.OUT
\’C I Co OPOC1 Manage Tables | About CICO | Help | Logout

Global Search

| CheckIn Records LMLV | Request Records || Request items || Person Records |

Add aRecord Reports  SearchRecords  Seaich by Record ID: » Settings for Home Page W Add Link to Your Favorites
Active Records 0K ][ cancel ][ ResetForm 8%  Actions:| (selectone) v| @
Browse Reports
[ CICO Request Categaries (1) Submit into: Base Project : Check Out Records —
[ CICO Request Owners (1) = Standard Fields
3 cIcO Request Providers (1) Note:

3 CICO Request Types (1)
1 Built-In Reports (24)

Selectthe person who is Checking Out, and specify their Departure Date. Press "OK' when done

=
ISelect Person: |Enter value to find here =8

V(Nnne) v '-_jq

Person Type: (None)
First Name: (None)
Middle Name: (None)
Last Name: (None)

3. Verify you've selected the right person by viewing the rest of the information on the page.

* Select Person{Margaret ) '

[001385: (PR) Federal Civil Servant : Margaret P Smith (X500 Interface) [ v | &

Person Type: Federal Civil Servant
First Name: Margaret
Middle Name: P
Last Name: Smith
Organization Title: DK00O0 Earth Science Division
Organization POC: OPOC1, OPOC2
UUPIC::

* Departure Date: @ mm/ddfyyyy

General Check Out Comments:

elected Persons Contract: (None

US Citizen: Yes
@ Appointment Category: (None)

Phone Number: +1 202 358-1928 Fax Number: +1 202 358-4338

@ Center: HQ
@ Building / Location: (None) Room Number: 5L.26

@ Grade Level: (None)

Type of Appointment: PERMANENT
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4. Enter the date in the*“* Departure Date:” field.
5. Click "OK".

([ ok Thcancel ][ ResetForm ] 82 Actions: | (select one) L (7]

* Select Person: |Margaret =Y
[001385: (PR) Federal Civil Servant : Margaret P Smith (X500 Interface) [v| &
Person Type: Federal Civil Servant
First Name: Margaret
Middle Name: P
Last Name: Smith
Organization Title: DK000 Earth Science Division
Organization POC: OPOC1, OPOC2
UUPIC::

* Departure Date: |1/22/2007 a mm/dd/yyyy

General Check Out Comments:

@ v

At this point you may update the record, cancel the record, or choose to generate the
verification emails. Updating the record will allow you to change the departure date and add
comments that can be read by the various departments who will verify the assets and services
assigned to the person.

Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : Check Out Initiated

[ Generate Verfication Emailsy | g Update Record E gCanceI Check Out i Actions: | (select one) v| BoHe
e — S
& State Change History @ bad

Direct Check Out | Check Out Initiated
1/15/2007 7:52:03 AM
by OPOC1 Owner: OPOC1

[ Standard Fields

NOTE:
The Check Out Record has been initiated. Press "Generate Verification Emails™ to send emails requesting verification
of the items/services held by the person who is Checking Out, in accordance with the Yes/No indicators below.
@ Request Id: 000145
Person Type: Federal Civil Servant
First Name: Margaret
Middle Name: P
@ Last Name: Smith

6.2 Generating the Verification Emails

Since CICO is not the system of record for the assets and services assigned to a person, these
assets and services must be verified by the owning departments so that they can be recovered
or removed. The OPOC or COTR may add notes to the Check Out record indicating things
that they are aware of, such as, "I believe this person has a cell phone, or a credit card, or a
token."

Once you click on the "Generate Verification Emails" button, several fields will open up for

modification (as seen below). Default selections and information will be on the screen and
you can modify these fields according to the situation. There are five organizations involved
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in the Check Out and these are the Hiring Organization, the Facilities and Administrative
Services Division, the Office of Security and Program Protection , IT and Communications
Division, , and Human Resources Management Division. Each organization has a role to play
in the Check Out process.

DO NOT CLICK THE “Start Check Out” PROCESS THE CHECK OUT REQUEST
PAST THE “Ready to Create Check Out Requests” STATE FOR 48 HOURS after you
generate the verification emails. This provides the supporting organizations adequate
time to update the Yes/ No indicators. The indicators determine if a request should be
generated to track the recovery or deactivation of an asset or account and assists in
minimizing the effort required of the supporting organization.

All organizations, other than the Hiring Organization are capable of receiving notifications
regarding a Check Out. Human Resources will automatically receive a notification and
notifications to the other four departments are optional based on the selections for the "Send
Notice" Yes / No indicators (as illustrated below). The default setting is for all five
departments to receive an email notification.

Any notes that are typed into the various ""Notes:" fields will be included in the body of the
email notification. The "Put Notes on Request Record(s):" fields are for the case where the
OPOC or COTR would want to have these same notes written into the comments field on any
request records that get generated from this Check Out record.

Generate Verfication Emailg)Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : (Auto)

[ ok ]J[(Cancel ][ ResetForm |82 Actions:| (selectone) v|Eeo

Select "Yes" in order to generate Verification Notifications when the [Okay] button is pressed  |a
(before creating Request Records).

end Facilities Notice: ® Yes O No Date Facilities Nofi nt:
Facilities Email Notes: Please verify the items listed in the Facilities section of the Check Out Record

Put Notes on Request Record(s): & No O Yes

@
Send Security Notice: ®ves ONo Date Security Notice q
Security Email Notes: Please verify the items listed in the Security section of the Check Out Record

@
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Scrolling down the page you will see a section for any Provance and X500 interface
information.

[= Provance and X500 Data

Provance Information:

AssetTag Asset Make Asset Model [ Seat Id
N010241 APPLE M7628LLIA N010241
220003174 BlackBerry 7250 220003174
X500 Unique Identifier: HQO000007
X500 Last Name: Adamus
X500 Common Name 1: Joanna M Adamus
X500 Title / Position: Public Affairs Specialist
X500 Address: NASA Headquarters $ 300 E ST SW § Washington DC 20546-0001

If you continue scrolling down the screen you will see five sub-sections, one for each
department that might have information necessary for processing the Check Out. Each of
these sub-sections have one or more indicator fields used for creating requests for recovering
assets or removing services, or for recording key information (as seen below). There are three
values for these indicators, "Unconfirmed", "Yes", and "No".

After the various organizations have been notified about the Check Out, they will be given
time to update the Check Out record and change the assets and services indicators to "Yes" or
"No". For example, if Facilities determines that the person checking out has a workspace that
needs to be recovered, Facilities will change the "Workspace:" indicator to "Yes".

The various fields indicating a recovery or a retrieval date will be entered by the owning
organization, and if not supplied by the owning organization, then these dates will default to
the person's check out date.

>
I Generate Verfication Emails Zheck Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant: Margaret P Smith : (Auto)

(oK ][(Cancel J[_ResetForm |83 Actions: | (select one) v]| Beo

For the items below, select "Yes" to automatically create Request Records. ~
(when the [Start Check Out] button is pressed)

Workspace: Unconfirmed Workspace Recovery Date:

Facilities Comments:

=)
Cypher Lock/Safe Access: Unconfirmed Lock/Safe Removal Date:
Office Keys: Unconfirmed Keys Retrieval Date:
Security Clearance Debriefing: Unconfirmed Debriefing Date:
Special Accesses: Unconfirmed Accesses Removal Date: v
&] Done ® Internet
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6.3 Updating the Admin Fields

The Administrative Services Organization will receive an email with a subject line similar to
the one below, listing the Check Out record's Request 1d.

“ Subject: TeamTrack: CICO Checkout Requests Verification - Admin& 000057

Within the body of the email will be a direct link to the record.

To View CICO Check Out: http-//<server>/tmtrack/tmtrack dlI?View&I[=267&T=1031

When the Administrative Services representative views the record, they will see a screen

similar to the one below and they will click on the button labeled, "Update Record (Admin
Fields)".

(2] Back to Results
Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : Check Out Initiated

dj Update Record (Admin Fields) [ Actions: | (select one) E| 3.‘5 ode
= Standard Fields |
NOTE: El

The Check Out Record has been initiated.

@ Request Id: 000145
Person Type: Federal Civil Servant
First Name: Margaret
Middle Name: P
@ Last Name: Smith
Organization: DKO0O0O0 Earth Science Division
Organization POC: oPOC1 v
£&] Done ® Internet
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Clicking on this button will bring up a screen similar to the one below:

pdate Record (Admin Fields)xheck Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : (Auto)
[ OK ][ Cancel ][ Reset Form ]35 Actions: | (select one) 7' He
Admin Requests ~
Parking Subsidy: O Yes O No ® Unconfirmed  Parking Subsidy Removal Date: i | mmiddhyyyy
Fare Subsidy: O Yes O No ® Unconfirmed Fare Subsidy Removal Date: & mmiddiyyyy
Travel Credit Card: O Yes O No ® Unconfirmed Travel Card Retrieval Date: i | mmiddiyyyy
Purchase Credit Card: O Yes O No ® Unconfirmed  Purchase Card Retrieval Date: B mmiddiyyy 1
Government Passport: O Yes O No & Unconfirmed Passport Retrieval Date: i | mmiddhyyyy
Admin Indicators
Outstanding Debt: O Yes O No & Unconfirmed Collection Action Taken: O Yes O No ® Unconfirmed
Admin Comments:
@ ”

The "Admin Requests™ indicators should be updated to reflect the particulars for the person
checking out. If, for example, the person checking out does not have an active "Parking
Subsidy", then change the indicator from ""Unconfirmed" to "No". The various fields
indicating a required recovery or a retrieval date are optional, however, if not supplied; the
date will default to the person's check out date. Any field that does not have a "No™ marked
will cause the generation of a removal or retrieval record.

The fields in the "Admin Indicators" sub-section are informational only and will not cause
the generation of a removal or retrieval record.

6.4 Updating the Security Fields

The Security department will receive an email with a subject line similar to the one below,
listing the Check Out record's Request Id.

Subject: TeamTrack: CICO Checkout Requests Verification - Security {000033

Within the body of the email will be a direct link to the record.

To View CICO Check Out: http://<server>/tmtrack/tmtrack dll?View&I[=267&T=1031
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When the Security representative views the record, they will see a screen similar to the one
below and they will click on the button labeled, "Update Record (Security Fields)".

15
B [2] Back to Results
Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : Check Out Initiated

[L_< Update Record (Security Fields) > ] Actions: | (select one) ZI NoHe
£ 7Y
Security Requests Lad
@ Badge: Unconfirmed Badge Retrieval Due Date:
Cypher Locki/Safe Access: Unconfirmed Lock/Safe Removal Date:
Office Keys: Unconfirmed Keys Retrieval Date:
Security Clearance Debriefing: Unconfirmed Debriefing Date:
Special Accesses: Unconfirmed Accesses Removal Date:

Security Indicators

Security Files Pulled: Unconfirmed
Security Comments: [sa

Clicking on this button will bring up a screen similar to the one below:

[
< Update Record (Security FieldsIBheck Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant: Margaret P Smith : (Auto)
[ OK ] [ Cancel ] [ Reset Form ] H) Actions: | (select one) Z| He
~
@ Badge: O Yes ONo ® Unconfirmed Badge Retrieval Due Date: & mmiddiyyy
Cypher Lock/Safe Access: OYes ONo ® Unconfirmed  Lock/Safe Removal Date: & mm/ddlyyyy
office Keys: O Yes O No ® Unconfirmed Keys Retrieval Date: & mmiddiyyy 3
Security Clearance Debriefing: O Yes O No ® Unconfirmed Debriefing Date: a mmiddiyyyy
Special Accesses: O Yes O No @ Unconfirmed  Accesses Removal Date: & mmiddiyyy
Security Indicators
Security Files Pulled: O Yes O No & Unconfirmed
Security Comments:
@ v

The "Security Requests” indicators should be updated to reflect the particulars for the person
checking out. If, for example, the person checking out does not have any "Office Keys", then
change the indicator from ""Unconfirmed" to "No". The various fields indicating a required
recovery or a retrieval date are optional, however, if not supplied; the date will default to the
person's check out date. Any field that does not have a "No" marked will cause the generation
of a removal or retrieval record.

The fields in the "Security Indicators™ sub-section are informational only and will not cause
the generation of a removal or retrieval record.
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6.5 Updating the Facilities Fields

The Facilities organization will receive an email with a subject line similar to the one below,
listing the Check Out record's Request Id.

Subject: TeamTrack: CICO Checkout Requests Verification - Facilities £ 000031
Within the body of the email will be a direct link to the record.

To View CICO Check Out: http://<server>/tmtrack/tmtrack. dlil?View&I[=267&T=1031

When the Facilities representative views the record, they will see a screen similar to the one
below and they will click on the button labeled, "Update Record (Facilities Fields)".

[2] Back to Results
Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : Check Out Initiated

T~ Update Record (Facility Fields) > Actions: | (select one) [v] BB e
Facilities Requests &
Workspace: Unconfirmed Workspace Recovery Date:

Facilities Comments:

&] Done © Internet

Clicking on this button will bring up a screen similar to the one below:

Update Record (Facility Fields) Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : (Auto)
[ OK ] [ Cancel ] [ Reset Form ] 35 Actions: (selectone) E| He
|
Workspace: O Yes O No ® Unconfirmed Workspace Recovery Date: mmiddiyyyy
Facilities Comments: =
@ v
£&] Done ® Internet

The "Workspace" indicators should be updated to reflect the particulars for the person
checking out. If, for example, the person checking out does not have a "Workspace", then
change the indicator from """Unconfirmed" to "No". The field indicating a required recovery
date is optional, however, if not supplied, the date will default to the person's check out date.
If the field does not have "No" marked, then this will cause the generation of a recovery
request record.
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6.6 Updating the IT&C Fields

The IT and Communications Organization will receive an email with a subject line similar to
the one below, listing the Check Out record's Request Id.

|| Subject: TeamTrack: CICO Checkout Requests Verification - IT and C {000031

Within the body of the email will be a direct link to the record.
To View CICO Check Out: http://<server>/tmtrack/tmtrack dli?View&I=267&T=1031

When the IT&C representative views the record, they will see a screen similar to the one
below and they will click on the button labeled, "Update Record (ITC Fields)".

[2{ Back to Results
Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant: Margaret P Smith : Check Out Initiated
| ; Ugdate Record éITC Fieldsi 2 | Actions: (select one) E 35 @ He
[l
IT and C Requests L]
Desk Phone: Unconfirmed Phone Removal Date:
Token: Unconfirmed Token Retrieval Date:
Above-Core Software: Unconfirmed Software Retrieval Date:
Cell Phone: Unconfirmed Cell Phone Retrieval Date:
Calling Card: Unconfirmed Card Retrieval Date:
Deactivate Standard Accounts: Unconfirmed Deactivate Standard Accounts On: | - |
Delete Standard Accounts: Unconfirmed Delete Standard Accounts On: B
Deactivate Other Accesses: Unconfirmed Deactivate Other Accesses On:
Delete Other Accesses: Unconfirmed Delete Other Accesses On:
Provance Requests
@ Provance Assets: Unconfirmed © Assets Retrieval Date: | V|

Clicking on this button will bring up a screen similar to the one below:

pdate Record (ITC Fields) Dheck Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : (Auto)
[ OK ] [ Cancel ] [ Reset Form ] 33 Actions: | (select one) [ v/ He

[+]

Desk Phone: O Yes O No ® Unconfirmed Phone Removal Date: B mmiddiyyy
Token: O Yes O No ® Unconfirmed Token Retrieval Date: B mmiddiyyy
Above-Core Software: O Yes O No ® Unconfirmed Software Retrieval Date: B mmddiyyy
Cell Phone: O Yes O No ® Unconfirmed Cell Phone Retrieval Date: B mmidanyyy
Calling Card: O Yes O No ® Unconfirmed Card Retrieval Date: B mmidanyyy 3
Deactivate Standard Accounts: O Yes O No ® Unconfirmed  Deactivate Standard Accounts On: @ mmi/ddiyyyy
Delete Standard Accounts: O Yes O No ® Unconfirmed Delete Standard Accounts On: @ mm/ddiyyyy |
Deactivate Other Accesses: O Yes O No & Unconfirmed Deactivate Other Accesses On: @ mm/ddlyyyy
Delete Other Accesses: O Yes O No ® Unconfirmed Delete Other Accesses On: @ mm/ddlyyyy
@ Assets Retrieval Date: B mmiddiyyy

IT and C Comments:
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The "IT and C Requests" indicators should be updated to reflect the particulars for the person
checking out. If, for example, the person checking out does not have a "Calling Card", then
change the indicator from ""Unconfirmed" to "No". The various fields indicating a required
recovery or a retrieval date are optional, however, if not supplied; the date will default to the
person's check out date. Any field that does not have a "No" marked will cause the generation
of a removal or retrieval record.

The indicator field in the "Provance Requests"” sub-section will be automatically filled in by
the system since there is an interface between CICO and Provance.

6.7 Updating the HR Fields

The Human Resources organization will receive an email with a subject line similar to the one
below, listing the Check Out record's Request Id.

H Subject: TeamTrack: CICO Checkout Notification - HRE000023

Within the body of the email will be a direct link to the record.

To View CICO Check Out: http://<server>/tmtrack/tmtrack. dll?View&I=267&T=1031

When the Human Resources representative views the record, they will see a screen similar to
the one below and they will click on the button labeled, "Update Record (HR Fields)".

D]
[2]Back to Results

Check ecord 000145: (CO) Federal Civil Servant : Margaret P Smith : Check Out Initiated
| Update Record (HR Fields) ] Actions: | (select one) :] NoHe

Personnel Records Transferred: Unconfirmed Personnel Records Archived: Unconfirmed
Payroll Timecards Archived: Unconfirmed
HR Comments: [

Clicking on this button will bring up a screen similar to the one below:

Update Record (HR Fields]'Gheck Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant: Margaret P Smith : (Auto)

[ OK ][Cancel][ Reset Form ]:5 Actions: | (select one) L' He

Personnel Records Transferred: O Yes O No ® Unconfirmed  Personnel Records Archived: O Yes O No ® Unconfirmed
Payroll Timecards Archived: O Yes O No ® Unconfirmed
HR Comments:
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The " " should be updated to reflect the particulars for the
person checking out. If, for example, the payroll records have been transferred for the person
checking, then change the indicator from ""Unconfirmed" to "Yes".

6.8 Updating the Check Out Record (OPOC / COTR)

Updating the record will allow you to change the departure date and add comments that can
be read by the various departments who are involved in the recovery of assets and removal of
services.

6.9 Starting the Check Out — Generating the Request Records

At a point after the verification emails have gone out, and after the various departments have
had time to update their indicator fields, the OPOC or COTR will click on the "Start Check
Out" button (as seen below). DO NOT START THE CHECK OUT, PROCESS THE
CHECK OUT PAST THE “Ready to Create Check Out Requests” STATE PRIOR TO 48
HOURS after you generate the verification emails. This provides the supporting organizations
adequate time to update the Yes / No indicators. The indicators determine if a request should
be generated to track the recovery or deactivation of an asset or account and assists in
minimizing the effort required of the supporting organization.

(2] Back to Results
Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : Ready to Create Check Out Requests

<] statCheckOut |[> UpdateRecord ][ Cancel CheckOut | Actions: | (select one) v| NoHe

[l State Change History @ A

Direct Check Out | Check Out Initiated  Generate Verfication Emails Ready to Create Check Out Requests
111512007 7:52:03 AM 0 1/15/2007 6:06:38 PM
by OPOCA1 Owner : OPOC1 by OPOC1 Owner: OPOC1
[=I Standard Fields

NOTE:

Verification Emails have been sent, and work is in progress to verify the items/services in the departing employee’s possession. The
indicators below will be updated by the appropriate people over the next few days to reflect the results of this verification activity

Press "Start Check Out” when all of the "unconfirmed” indicators have been changed to "Yes™ or "No". Any indicators that are left
“unconfirmed” when the Check Out s started will be treated like "Yes™.

@ Request Id: 000145
Person Type: Federal Civil Servant
First Name: Margaret
Middle Name: P
© Last Name: Smith v

Clicking on the "Start Check Out" button will bring up a screen that will allow you to add
comments or notes to the Check Out record before the request records are created. Once the
"OK" button is pressed, the various Check Out request records will be created and the various
fulfillers will be notified.
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6.10 Manually Adding a Request to the Check Out Record

After the automatically generated request records have been created, no changes can be made
to the request item (Yes/ No/Unconfirmed) selection indicators and any additional Check Out

related requests must be added by clicking on the "Add a Request to the Check Out
Record" button.

[=
[2] Back to Results
Check Out Records CICO Check Out Recor: . iui - Margaret P Smith : Awaiting Requests Completion
et ey et [
[ complete checkout <[ | Add a Request to the Check Out Record 1 Actions: | (select one) E] Pole
il e ] e |
[ Update Record | [ Cancel CheckOut_J
[ State Change History @ ]
DirectCheck | Check Outlnitiated ~ Generate Verfication Ready to Create Check Out Start Check Awaiting Requests ‘ 3 ‘
Out 1/15/2007 7:52:03 Emails Requests Out Completion
AM © 1/15/2007 6:06:38 PM © 1/15/2007 6:42:28 PM
by OPOC1 Owner: OPOC1 by OPOC1 Owner: OPOC1 by OPOC1 Owner; OPOC1
[ Standard Fields
NOTE:
Your actions are complete for this part of the workflow. Processing will continue when all Check Out Request Records
are closed.
@ Request Id: 000145
Person Type: Federal Civil Servant
First Name: Margaret
Middle Name: P
© Last Name: Smith v
H H H H H H L1} "
This will bring up the Submit page for the Request process and after clicking on the "OK
button the system will return you to the Check Out record.
[= o
¢ ok Tfcancel |[ ResetForm |82 Actions:| (selectone) (v] @
— : [a]
Submit into: Base Project : Requests —
[ Standard Fields
Note:
You are creating a Request that will be linked to the parent 3
Check In or Check Out Record. The Person is automatically
filled in based on the parent record.
Organization: DK000 Earth Science Division
Person Type: Federal Civil Servant
First Name: Margaret
Middle Name: P
@ Last Name: Smith
UUPIC:
* Request Category: [Wireless Hand-Held Device ‘ll @a
* Select Request ltem: [ 00206: Wireless Hand-Held Device : Cell Phone E l?
*Request Type: | Remove / Retrieve [v | & (v
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6.11 Viewing the Request Records associated with the Check
Out

1. A user can view all requests that are linked to an existing Check Out. The first step is
to search and locate the Check Out “parent” record. From the “Check Out Records” tab,
select “Search Records.” The screen below will be displayed. In the “Keywords” field enter
the UUPIC or either the first name or last name of the employee. NOTE: Do not enter both
first name and last name, the search does not recognize spaces and would not locate the
person due to the space between the first and last name. Click the Search button.

Request Records (o CTe L CTG GBI CheckOut Records

Add aRecord Home Page Report Reports Search Records  Seairch by Record

Basic Search @

Content
@ Request Id ’

@ Keyword(s) |gepra| J

@ Match All L Match Any

@ 'Project(s) [N Lo

Search in Sub-Projects @
Show My Projects | Manage My Projects

@ Submitter 'Enter value to find here Find

v]

@ Active/Inactive ® (Both) O Active O Inactive

Search II
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2. You should see the Check Out “parent” record displayed in the search results. Click
on the “Request ID” number to open the Check Out “parent” record.

Request Records Check In Records CheckOut Records Person Records Request ltems

AddaRecord Home Page Report Reports SearchRecords SearchbyRecordlD:| =
Search Results
(=] Backto Search

MNow showing CICO Check Out Records 1 -1 of 1 Sorted by: Project (Hierarchy)

Base Project > Check Out Records

Request Id (CO) Person Type : First Name Middle Name Last Name : State
O %) |000263 (CQ) Federal Civil Servant : Debra Watson : Awaiting Requests Completion
Check All | Uncheck All Requery
(Keywords(All) = debra)
[ Create Linkin-—> || v‘

4. Display of the Check Out “parent” record
Request Records Check In Records CheckOut Records Person Records Request items
Add aRecord Home Page Report Reports SearchRecords —SearchbyRecordiD:| | »
[2{ Back to Results
Check Out Records CICO Check Out Record 000263: (CO) Federal Civil Servant : Debra Watson : Awaiting Requests Completion
[ Add a Requestto the Check Out Record ] [ Update Record ][ Cancel CheckOut |

Settings for Home Page w

Actions: | (selectone)
[ State Change History @

Direct Check Out Check Out Initiated  Generate Verfication Emails | Readyto Create Check Out Requests ~ Start Check Out | Awaiting Requests Completion
9/12/2007 1:31:09 PM

91122007 1:32:39 PM e 911212007 1:32:54 PM
by Jenne, Stephen | Owmer : Jenne, Stephen by Jenne, Stephen Owner : Jenne, Stephen by Jenne, Stephen Owner : Jenne, Stephen

[ Standard Fields
NOTE:

Your actions are complete for this part of the workflow. Individual Request Records have been created, and processing will continue when they have all been closed.
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4. Scroll to the bottom of the display and locate the “Expand All" link. When selected it
will expand to show all request records linked to the Check Out record.

=l System Fields

@ Owner: Jenne, Stephen =

@ Submitter: Jenne, Stephen = @ Submit Date: 911212007 1:31:09 PM

@ Last Modifier: Benning, Rhonda K = @ Last Modified Date: 91952007 12:37:31 PM

@ Last State Changer: Jenne, Stephen = @ Last State Change Date: 9/12/2007 1:32:54 PM

@ Project: Check Out Records @ State: Awaiting Requests Completion

@ Secondary Owner: Jenne, Stephen
Masters, Kimberly M
OPOC1
Shovely, Michelle

=l Subtasks

Show Suhtasks
|ExpandA|I |

=l Change History

9/19/2007 12:37:31 PM, "Update Record (HR Fields)' by Benning, Rhonda K
9172007 8:42:44 AM, "Update Record (HR Fields)' by Jackson, Sheila M

[+ 9/14:2007 11:50:06 AM, 'Update Record (Security Fields)’ by Ford-Miller, Antoinette
9/13:2007 9:11:51 AM. "Update Record (Admin Fields)' by Butler, Rose T

9/12/2007 1:32:54 PM, "Start Check Out’ by Jenne, Stephen

[+ 9/12:2007 1:32:39 PM, "Generate Verfication Emails’ by Jenne, Stephen

9/12:2007 1:31:09 PM, 'Direct Check Out’ by Jenne, Stephen

5. Scroll to the bottom of the display and locate the “Expand All" link. When selected it
will expand to show all request records linked to the Check Out record as displayed below.
Note the “(Cl)” displayed to the right of each of the entries, this is an indicator that the
requests were created as part of a Check Out. To view one of the requests, click on the blue
link of the request record

= Subtasks

B Hide Subtasks

® 008682: (RQ) Debra Watson :
L2l 008683: (RQ) Debra Watson :
« 008684: (RQ) Debra Watson :
¥ 0s6ss: (RQ) Debra ¥Watson :
% pos6es: (RQ) Debra ¥Watson :
¥ 008687 (RQ) Debra Watson :
¥ 008688; (RQ) Debra Watson :
« 008689: (RQ) Debra Watson : 00037: Token : Dial In Account with Token : Remove f Retrieve : Awaiting Fulfillment : (CO)
« 008690: (RQ) Debra Watson :
:00333: General IT and C Request : All Standard Accounts : Delete : Awaiting Fulfillment : {CO)
« 008692: (RQ) Debra Watson : 00334: General IT and C Request : All Other Accesses : Deactivate : Awaiting Fulfillment : (CO)
:00334: General IT and C Request : All Other Accesses : Delete : Awaiting Fulfillment : (CO)

€ 003694: (RQ) Debra ¥Watson :
¥l 08695 (RQ) Debra YWatson :
¥ 008696 (RQ) Debra Watson :

« 008691: (RQ) Debra Watson

% 003693: (RQ) Debra Watson

¥ 008697: (RQ) Debra Watson :
¥ 002698: (RQ) Debra Watson :
02 008699: (RQ) Debra Watson :
2] 008700: (RQ) Debra Watson :
« 008701: (RQ) Debra Watson :
% pos701: (RQ) Debra ¥atson :

00040: Workspace / Office / Room : nfa (Workspace) : Remove f Retrieve : Awaiting Fulfillment : (CO)
00014: Credit Card : Travel : Remove / Retrieve : Request Closed : (CO) (Inactive)

00013: Credit Card : Purchase : Remove J Retrieve : Awaiting Fulfillment : (CO)

00021: Government Passport : nfa (Passport) : Remove f Retrieve : Reguest Closed : (CO) (Inactive)
00018: Parking or Fare Subsidy : Fare Subsidy : Remove f Retrieve : Awaiting Fulfillment : (CO)

00210: Parking or Fare Subsidy : Parking Subsidy : Remove J Retrieve : Request Closed : (CO) (Inactive)
00029: Seat- Phone Desk Phone : PH2 Desk Phone : Remove / Retrieve : Request Closed : (CO) (Inactive)

00333: General IT and C Request : All Standard Accounts : Deactivate : Awaiting Fulfillment : (CO)

00446: Seat- Cell Phone : Cell (Voice Only) (Inactive) : Remove / Retrieve : Request Closed : (CO) (Inactive)

00008: Calling Card : nfa (Calling Card) : Remove / Retrieve : Request Closed : (CO) (Inactive)

00307: Cypher Lock/ Safe Access : nfa (Cypher Lock/ Safe) : Remove / Retrieve : Reguest Closed : (CO) (Inactive)

00025: Office Keys : nia (Office Keys) : Remaove / Retrieve : Request Closed : (CO) (Inactive)

00317: Security Clearance Debriefing : nfa (Dehbriefing) : Conduct : Reguest Closed : (CO) {Inactive)

00336: General Security Request : All Special Accesses : Remove / Retrieve : Request Closed : {CO) (Inactive)

00007: Badge : nfa (Badge) : Remove / Retrieve : Request Closed : (CO) (Inactive)

00448: General IT and C ODIN Request {Inactive) : All ODIN Assets for a Seat {Inactive) : Remove f Retrieve : Awaiting Fulfillment : (CO)
00448: General IT and C ODIN Request (Inactive) : All ODIN Assets for a Seat (Inactive) : Remove / Retrieve : Awaiting Fulfillment : (CO)

= Change History

9/19:2007 12:37:31 PM, "Update Record (HR Fields)' by Benning, Rhonda K
9/17:2007 8:42:44 AM, "Update Record (HR Fields)’ by Jackson, Sheila M
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6.12 Monitoring the Status of Check Out Related Requests

The OPOC or COTR can monitor all of the request records related to a Check Out record by
either running a report or examining the "Subtask™ section of the Check Out Record (as seen
below). The current state of each request is displayed along with the Request 1D, the Request
Category and Request Item. The (COI) indicates that the request was generated as part of a
Check Out.

[2{ Back to Results
Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : Awaiting Requests Completion

[___Complete Checkout | [ Add a Request to the Check Out Record 1 Actions: | (select one) }J HoHe
[ UpdateRecord ][ Cancel CheckOut |
=l Subtasks |~

B Hide Subtasks

® 004711: (RQ) Margaret P Smith : 00040: Workspace / Office / Room : n/a (Workspace) : Remove / Retrieva
4 004712: (RQ) Margaret P Smith : 00014: Credit Card : Travel : Remove / Retrieve : Request Closed.,
® 004713: (RQ) Margaret P Smith : 00013: Credit Card : Purchase : Remove / Retrieve

waiting Fulfillment : (None) (COJ
ompleted (CO) (Inactivel

yaiting Fulfillment : (None) (CO)

6.13 Updating a Check Out Record While Awaiting Request
Approvals

Updating the record at this point will allow you to add comments that can be read by the
various departments who are involved in the recovery of assets and removal of services.

6.14 Completing the Check Out

Once all of the Check Out related request records have been completed and the results have
been reviewed, for contractors the OPOC or COTR can then click on the "Complete Check
Out" button to close the Check Out record. For Civil Servants, the close out is only to be
performed by persons having the HR role.

[2] Back to Results
Check Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : Awaiting Requests Completion

qC_ Complete CheckOut D Add a Request to the Check Out Record ] [ Update Record ][ Cancel CheckOut |

Clicking on the "Complete Check Out” button will allow you to add closing comments to
the Check Out record.
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6.15 Canceling the Check Out

If, for example, the person being checked out decides not to leave NASA HQ, then the Check
Out record should be canceled. However, all related "open" request records will need to be

canceled as well. Also, any completed requests will need to be reversed by submitting add /
assign requests.

[ ok

>
Cancel Check Out.Zheck Out Records CICO Check Out Record 000145: (CO) Federal Civil Servant : Margaret P Smith : (Auto)

| [[Cancel | [ ResetForm |32 A,diong;:(seledonej:

v| He

Departure Date: 1/22/2007
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The following appendices are contained in this section:

Appendix A - Roles
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Appendix A

Roles

* Organizational Point of Contact (OPOC) or Contracting Office Technical
Representative (COTR)

0 The OPOC or COTR is responsible for creating Check In records for new
employees (ensuring that the new employee is assigned a UUPIC) and
reviewing, submitting requests initiated by persons in their NASA HQ
organization or that are part of their contract. For Checking Out, the
OPOC/COTR is responsible for initiating and submitting the check out
request. When a Check Out record is initiated a series of e-mail messages are
sent to the service providers to request a check be performed by them to
determine if the employee has any assets and services that need to be
recovered. The OPOC/COTR is responsible for monitoring the check-out
process and in some cases collecting some of the physical assets. For Civil
Servants, the final close-out of the check out record is performed by staff
within the Human Resources Management Division. For contractors, the final
close-out of the check out record is performed by the OPOC or COTR.

* The Approver / Fulfiller

o The Approver/Fulfiller is responsible for approving and/or fulfilling individual
requests for items or services that they manage. Upon Check Out they are
responsible for validating what items and services an employee has and
recovering or disabling access.

* Information Technology and Communications (IT & C)

0 The IT&C Division have duties related to approving and / or fulfilling requests
for items such as Computer Seats, Hand Held Devices, Above-Core Software,
and access to Standard Accounts, Applications, Web Sites, and Folders. On
Check Out, the IT&C Role is responsible for verifying whether an employee
has items such as a cell phone, a calling card or a token. This information will
be recorded on the Check Out record and followed by request records for
retrieving and removing verified assets and disabling access to services.

* IT Security

0 The IT Security Role is responsible for ensuring that a Universal Uniform
Personal Identification Code (UUPIC) has been assigned to the employee
being Checked In. When required they validate that items and services
requested are appropriate for the person based on their organization, position,
security level, and citizenship status. The IT Security Role may also have
additional duties related to approving and / or fulfilling individual requests.

¢  The Human Resources
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o0 The Human Resource role is responsible for verifying any special
accommaodations that may be needed for incoming personnel. For ensuring
proper orientation activities are scheduled and performed. On Check Out, the
HR Role is responsible for verifying if there is any outstanding debt owed to
NASA such as training and development debt and/or debt associated with the
Student Loan Repayment Program. The HR role is responsible for ensuring
the Standard Form (SF 278); Executive Branch Financial Disclosure Form is
submitted to the Office of the General Counsel. In addition, the HR role is
responsible for collecting and forwarding address information to the NASA
Alumni Association. A major Check Out function is to review and close out
the final check out record. This involves reviewing the status of all check out
requests to verify that all services and assets were collected and/or an
explanation provided for items that may not have been recovered. It should be
noted that HR only performs the final close out for Civil Servants only. The
HR Role may also have additional duties related to approving and / or fulfilling
individual requests.

* The Security Role (Office of Security and Program Protection)

0 The Security role is responsible for issuing a UUPIC, a badge, verifying the
required security investigations, and approving special building or safe access.
They also are responsible for recording information related to any clearances
for the employee. On Check Out they are responsible for badge retrieval,
security debriefing, clearance status update, and disabling special accesses to
items and services. The Security Role may also have additional duties related
to approving and / or fulfilling individual requests.

¢ The Facilities

o0 The Facilities role is responsible for ensuring that the workspace designated for
a new person is appropriate based on the person’s position and grade level.
Also validates that the request for workspace is within the organization’s
Institutional Requirements Review (IRR) ceiling. This applies to civil servants
and contractors. On Check Out they are responsible for verifying the recovery
of workspace and update the corresponding record(s) and building floor plan.
The Facilities Role may also have additional duties related to approving and /
or fulfilling individual requests.

e The Administrative Services Role

0 The Administrative Services role has duties related to approving and / or
fulfilling requests for items such as Parking or Fare Subsidies, Government
Passports, and Credit Cards. On Check Out they are responsible for verifying
whether the employee checking out has any Parking or Fare Subsidies,
Government Passports, Library Books, and Credit Cards. They are also
responsible for verifying the completion of Form 296, Exit Clearance Process
Statement for Records Management. All of this information is recorded on the
Check Out record and followed by request records for retrieving and removing
assets and services.
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General Users

o0 This role allows a user to make requests for assets, services and view the
progress of any requests that are submitted. Make requests for themselves or
for other employee’s. Any person having a NASA domain user account is
considered a General User.

Request Approvers

o This role allows the User to approve requests for assets and services that they
control. To be a Request Approver you must be specifically designated as the
approver for an asset or service.

Request Fulfillers

o This role allows the User to indicate that a request for an asset or service has
been fulfilled. They will only be able to indicate fulfillment for a request when
they are assigned as the fulfiller for a request record.

Account Administration

o This role allows the User to add new user accounts, provide access to WEB
based resources, organization and group folders, updating auxiliary tables,
checking daily external interface loads, maintaining Request Categories,
Request Items, and Request Types, and monitoring the Delinquent Items
Report. Account Administration personnel may have additional duties related
to approving and / or fulfilling individual requests. The Account
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