Personal Digital Assistant (PDA)

Security Settings Policy

July 17, 2007

Purpose and Scope:

Purpose:  The purpose of this policy is to ensure that all users of BlackBerry and Treo wireless PDA devices on the NOMAD service are operating in an approved secure manner with devices and services that are configured to comply with agency security policies.

Scope:  This document details the specific security settings that will be enabled against all BlackBerry and Treo devices that utilize the NOMAD service.  These settings will be universally applied via Policy Group settings that will be configured on the appropriate BlackBerry Enterprise servers and Goodlink servers.

Objectives:

1. Increase understanding and implementation of security settings on wireless devices used in official NASA support settings
2. Reduce agency exposure to lost/unsecured data

3. Ensure compliance with federal and agency information security requirements
Security Settings:

BlackBerry Device via BlackBerry Enterprise Server

1. Banner displayed whenever trying to unlock device. “US Gov’t Property.  Unauthorized use is subject to prosecution.  Use is subject to monitoring. If found call 1-866-880-2939.

2. Require a password to access/unlock device.  Password minimum of 4 characters, with no required complexity.  Password reset every 365 days. 

3. User cannot turn off password requirement.

4. New passwords checked against the previous 10 passwords.  

5. 10 attempts allowed to enter correct password.  After 10th unsuccessful attempt, device erases all data and becomes unavailable. Must be re-enterprise activated.

6. Device automatically locks after 15 minutes of inactivity.

7. User cannot change timeout/inactivity settings.

Treo Device via Goodlink Server

1. Require a password to access/unlock device.  Password is minimum of 4 characters, with no required complexity. Password reset every 365 days.
2. User cannot turn off password requirement.

3. New passwords checked against the previous 8 passwords.

4. 10 attempts allowed attempting to enter correct password.  After 10th unsuccessful attempt, device locks and must be re-enterprise activated. User settings and local information will be lost.

5. Device automatically locks after 15 minutes of inactivity.

6. User cannot change timeout/inactivity settings.

