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The following provides instructions for Macintosh OS X users to connect to and use the NASA HQ Virtual Private Network (VPN).  You will have access to the HQ private network and the Internet using TCP/IP. 

Note: AppleTalk is not supported on VPN; network servers and printers that use AppleTalk will be inaccessible.  Refer to “Accessing Your Network Files” for instructions.  You can immediately begin to use internal Web sites and applications such as NASA search pages, employee directories.
Using Cisco VPN for Mac OS X

1. Launch the “VPN Client” by clicking the “VPN” icon in the Dock.
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2. If the “VPN Client” icon does not appear in the Dock, launch it from the “Applications” folder.
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3. Ctrl+click on the “VPN” icon in the Dock, and select “Keep in Dock” so the 
application can be launched from there.
4. The “VPN Client” window will open.  Select the desired connection from the “Connection Entry” field.
5. Click “Connect.”  
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6. The “VPN Client | User Authentication for “NASAHQ” will display.
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7. Enter your username in the appropriate field.
8. In the “Passcode:” field, enter the SecurID PIN+the 6-digit number on the token.
9. Click “OK.”
Note: A “VPN Client” error message will display if you exceed the one minute time limit to enter your login credentials.
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10. If successful, the “VPN Client | Banner” will display.  Click “Continue”.
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Accessing Your Network Files

1. From the “Go” menu, select “Connect to Server”.  Note: To access network files requires knowing the name of the HQ server where they are stored.  
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2. The “Server Address” window will display.  Enter the address to the server using this syntax: smb://servername.hq.nasa.gov (servername is the name of the server.).
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3. Click “Connect.”
4. Select the share name to be mounted. 
5. Click “Mount.”
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6. After selecting a share, an icon will appear on the desktop.
7. Double-click on an icon to access files and folders.
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Note: If your Mac enters sleep mode, or is disconnected from the network, your VPN session will be terminated and an error message will display.  Click “Disconnect.”
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Note: To avoid being disconnected and losing unsaved work, eject the network shares before closing your screen, leaving your computer, or moving to a different location.  

Quit all applications and click the “Eject” button [image: image12.wmf] in a Finder window.

If you attempt to shut down or log off your Mac, a “VPN Client” message will display.

If the network shares have been ejected, it is safe to select “Disconnect and exit.”
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Disconnecting from the VPN Client
To disconnect manually, click the “VPN” icon in the Dock.
Click “Disconnect” after ejecting network shares, as described above.
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The previous connection to the public Internet should be restored.  If not, restart the computer.

Known Issues with the VPN Method of Accessing HQ

Note: These comments apply to either Windows or Mac OS computers.  When connecting your NASA-issued laptop to DSL modems, you may encounter problems obtaining any high-speed Internet connection and will be unable to use Outlook Web Access (OWA), Secure Nomadic Access (SNA), or Virtual Private Network (VPN).  


NASA’s VPN service requires Dynamic Host Configuration Protocol (DHCP) to assign IP addresses or a known static IP address.  Some modems that have been issued over the past few years have varied in type and quality, and a significant proportion of them are not DHCP enabled.  While workarounds are often possible, each of the different types of modems requires a different solution.  To obtain the correct instructions for your modem, contact your Internet Service Provider (ISP).

If the modem is too difficult to work with, you may invest in an “air card,” available for purchase via PCMall.  Air cards are small devices that plug into a computer.  They utilize cell phone technology rather than wireless access points and provide a fast, more reliable signal in most urban areas.  An air card would make your laptop Internet-ready in any location where cell phones function.
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