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In my capacity as the NASA Headquarters Chief imi@tion Officer (CIO), | am transmitting the
updated policy on appropriate use of NASA Headguaiinformation Technology (IT) resources
by way of the enclosure. It is in accordance \lign guidance on appropriate use of IT resources
provided in NPR 2810.1a and NPD 2540.1F as welhasecommended guidance developed by
the Federal CIO Council. However, it also providdsitional guidance and tailoring for the
NASA Headquarters environment.

The enclosed policy is applicable to all NASA Heaalders Civil Service and contractor
employees and all other individuals authorizedse NASA Headquarters IT resources.

If you need additional information regarding theadquarters IT usage policy, please contact me at
358-7220. To obtain assistance with related legaktions, consult the Headquarters Office of the

General Counsel. For matters regarding IT Secuwigsult the Headquarters IT Security Manager
at 358-2218.

Victor L. Thompson

Enclosure
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Appropriate Use of NASA Headquarters Information Technology Resources

1. POLICY

This document establishes NASA Headquarters (HQ¢ypand responsibilities for employee
appropriate use of NASA HQ Information Technolotfy) fesources. NASA HQ IT resources
are essential tools for communications, researdhaaalysis, collaboration, ongoing operations,
and other work performed at NASA HQ. Employeesareouraged to develop their expertise
and make full use of these valuable Governmentasseffectively accomplish their official
duties. Because modern information technology plesinew opportunities for people
everywhere to live their lives more efficiently, ISA HQ employees are allowed limited
personal use of government provided IT resourdéss is in accordance with the trust
relationship between NASA HQ and its employeestaedNASA goal of providing a modern,
productive, and supportive work environment.

NASA HQ IT resources are primarily for official bness and other authorized activities. A
limited amount of personal use of NASA HQ IT resms is permitted provided it meets the
following requirements:

® Does not interfere with NASA missions or operations
®= Does not affect employee productivity

® Does not incur any additional expense to the Gawennt.
® |s not illegal or inappropriate.

= Does not violate the Standards of Ethical CondoicEimployees of the Executive Branch
(5 CFR 2635).

NASA HQ IT users need to be aware of the fact thahere is no expectation of privacy at
any time. Monitoring of systems may be conducted at amgtio ensure the integrity,
availability, and confidentiality of the systemsdahe data they contain.

2. APPLICABILITY

This policy sets forth NASA HQ policy and resporildiles for the appropriate use of NASA IT
resources. IT resources include computers, nesysdétware, peripheral equipment, Internet
services, electronic mail, facsimile machines, psgend personal digital assistants. This policy
does not address appropriate use of telephondsotoqopiers. See NASA Program Directive
(NPD) 2540.1F, Personal Use of Government Officaeiggent including IT and NASA

Program Requirement (NPR) 1490.1G, NASA Printingplixating, and Copying Management
for information on these devices.

This policy is applicable to all NASA HQ governmamhployees, contractors, consultants, and
all other individuals authorized to use NASA HQrésources. All of the privileges and
prohibitions herein apply to both onsite and off§#.g., at home or on travel) usage of HQ IT
resources.
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3. AUTHORITY

NPR 2810.1A, Security of IT, May 16, 2006, graits Center Chief Information Officer (CIO)
the authority to establish Center policies and gdoces to ensure the secure operation of Center
systems and the protection of Center data andnrebon.

4. REFERENCES

a. NPR 2810.1ASecurity of Information Technology, May 16, 2006

b. NPD 2540.1RPersonal Use of Gover nment Office Equipment Including Information
Technology, May 25, 2005

c. NPR 1490.1GNASA Printing, Duplicating, and Copying Management, January 12, 2006
d. 5 CFR 2635Sandards of Ethical Conduct for Employees of the Executive Branch

e. Office of Management and Budget (OMB) Memorand4-26,Personal Use Poalicies and
File Sharing Technology, September 8, 2004

f. General Services Administration (GSA) Office@bvernment-wide Policy Memorandum,
Model "Limited Personal Use Policy" of Government Equipment, June 7, 1999

g. NPR 1450.10DNASA Correspondence Management & Communications Standards and Style,
March 24, 2006

h. NPR 1441.1DNASA Records Retention Schedules (w/Change 4, 1/31/2008), February 24,
2003

5. RESPONSIBILITY
The HQ ITSM shall

* Ensure that all NASA HQ IT Resource users are familith their responsibilities to
utilize those resources appropriately.

» Ensure that NASA HQ IT resources are appropriateyitored to detect inappropriate
activities.

* Lead the investigation of inappropriate activitrdsen detected.
» Coordinate with Office of the Inspector General @omer Crimes Division, HQ Human

Resources Management, and the Office of SecurdyPangram Protection, as
appropriate, when inappropriate activities are et
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All HQ IT Resource Users shall:
* Only use NASA HQ IT resources for official businesal other authorized purposes.
» Be aware that there is no expectation of priva@gngttime on NASA IT systems.
* Ensure they are familiar with IT resource prohithipractices.

* Avoid any action that could compromise the secwftiNASA HQ IT resources as well
as the information or data that they may contain.

* Encrypt all sensitive information, using NASA apyed encryption software, when
transmitting it or when storing it on portable dmas or storage media.

6. DELEGATION OF AUTHORITY
None

7. MEASUREMENTS

None

8. CANCELLATION

This document supersedes and cand&ISA Headquarters Appropriate Use of Information
Technology Resources Policy, May 26, 2000.

Victor L. Thompson Date
NASA Headquarters Acting Chief Information Officer
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APPENDIX A - REQUIREMENTS
A. Official Business and other Authorized Activities

Official business can broadly be defined as anyoi$®ASA HQ IT resources that is
required to be performed as part of an employeas#tipn at NASA HQ. This includes, but
is not limited to the following:

=  Work-related duties in position descriptions andgrenance plans.
=  Work involved in special assignments.

= NASA-sponsored professional training and class work

= Tasks directed via NASA contracts.

= HQ-authorized activities.

Certain other activities are also considered twibkein the scope of official business. For
example electronic mail (E-mail) used to distribut®rmation about the following:

=  Work-related events such as technical symposideoemces, and presentations.

= HQ sponsored initiatives such as multicultural ésecarpools, and Exchange
Council activities.

= HQ Office specific initiatives such as Small Busiawards and Office of Space
Operations Space Flights Awards.

= HQ supported activities such as blatri/es, sports events, associations, and
organizations.

Employees should direct questions concerning wizat Ioe considered official business,
regarding NASA HQ IT resources, to their supervisdpon supervisor request, the Office
of Headquarters Operations will provide furtherdguice as required.

B. Personal Use

This policy continues allowance ofimited amount of personal use of IT resources by HQ
employees. Such personal use must be kept toienomm It must not interfere with official
business and/or accomplishment of Agency missionsnay it incur more then minimal
additional expense to the government. Personainust not affect the employee's
productivity. Personal use shall occur on the eyges own time; such as before and after
work, during the lunch period, or at other timeslagermined by NASA Management.
Employee use of NASA IT resources, whether officiapersonal, shall not violate the
Standards of Ethical Conduct for Employees of thedttive Branch (5 CFR 2635).
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Authorized personal use of HQ IT resources inclumtesf, occasional use of electronic mail,
instant messaging, and Internet services, as weltlger IT resources specified herein. For
example, employees may:

= Exchange brief E-mail or instant messages — Empkoyeay occasionally send brief
personal e-mails or instant messages provideddbet violate the standards of
conduct. Allowable examples include replying tgraeting from a colleague or
checking on a home or auto repair.

= Make limited use of Internet services — Employeay browse the Internet provided
doing so does not violate standards of conduat@arriany additional expense to the
Government. Allowable examples include checkiregggtatus of their personal
investments (but not buying and selling of secesiti seeking other employment,
communicating with a volunteer charity organizationreading news headlines.

= Use office software such as a word processinglendaring package — Allowable
examples include writing a brief note or enteringeasonal medical appointment on
your calendar.

= Send or receive a short fax — Transmission of & glesonal fax message is
permitted provided doing so will not incur longtdisce charges.

= Use a computer printer to print out a few pagfesiaterial — Employees may print a
copy of an article of purely personal interest.

= Occasionally use pagers or Personal Digital AssiglRDA) — Employees may
occasionally use their Government issued pagelPéy's to notify a family member
or colleague upon short notice that a personaliappent must be cancelled.

Employees' personal use of HQ IT resources isdinio those situations where (1) NASA is
already providing equipment or services; and ()dmployee's use of such equipment or
services will not result in any additional expets®ASA beyond normal wear and tear or
the use of small amounts of electricity, ink, tqraerpaper. NASA HQ will not install or
allow installation of additional hardware or softe@atrictly for personal use.

NASA HQ is continuing the opportunity for its empées to use IT resources for personal
use in an effort to maintain a supportive work emwiment. However, this policy does not
create the right to use government IT resourcesdargovernment purposes. Thus, this
privilege may be revoked or limited at any timeNSA HQ Officials.

C. Inappropriate Use

Employees are expected to conduct themselves profesly in the workplace and to refrain
from using Government IT resources for activitiegttare inappropriate. Employees should
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direct specific questions regarding the appropuge of HQ IT resources to their supervisor.
HQ employees are specifically prohibited from udi@ IT resources for the following:

= Any personal use that could cause congestion, detajisruption of service to any
Government system or equipment.

®= Any personal use that could result in more thanmmhadditional expense to the
Government or that interferes with the employe@skver the work of others.

= Any activity or exchange which would violate fedesdate, or local laws,
regulations, or policies.

®  QOperating a private business, consulting, or thangeof goods and services.
Employees are prohibited from using a governmentprder and Internet connection
to run a private enterprise (such as a travel legsinnvestment service), do
consulting work for another employer, or for salipersonal items on e-Bay or
similar services. This prohibition also includesptoyees using such resources to
assist relatives, friends, or other persons in sutivities.

®" Engaging in any outside fund-raising activity, ersitog any product or service,
participating in any lobbying activity, or engagimgany prohibited partisan political
activity.

" The creation, downloading, viewing, storage, cogynr transmission of sexually
explicit materials.

" The creation, downloading, viewing, storage, cogyor transmission of materials
related to illegal gambling, illegal weapons, teisbactivities, controlled substances,
and any other illegal activities or activities athiese prohibited. This includes using
Government IT resources for playing or participgiim on-line gambling or lotteries.

® The creation, copying, transmission, or retransimmssf chain letters or other
unauthorized mass mailings regardless of the subjatter.

= Activities that are in any way inappropriate or gliegal, unethical or offensive to
fellow employees or the public. Such activitieslugle, but are not limited to hate
speech or material that ridicules or disparagesrsthased on race, national origin,
gender, sexual orientation, age, disability, aigreh.

®=  Circumventing IT security measures by actions sagchemoving or disabling virus
detection software or attempts to deprive authdrizsers access to a resource. This
also includes attempts to prevent or interfere @Watvnloads, pushes, or updates to
software products.



December 23, 2008

lllegal or unauthorized entry into or modificatiaiestruction, manipulation, or denial
of access to information residing on ANY informatisystem.

Downloading, installing, or running security progrsor utilities that may expose or
exploit any weaknesses in system security, withoiten permission of the HQ IT
and Communications Division. Prohibited prograndude, but are not limited to
sniffers, scanners, and password cracker programs.

Posting Agency or any other Official or Proprietarformation to external
newsgroups, bulletin boards or other public foramtiout authority. This includes
any use that could create the perception thataherwnication was made in one's
official capacity as a Federal Government employe&ess appropriate NASA
approval has been obtained. It also includes amyatiodds with NASA's mission or
positions. Employees should be aware that whergukie Internet, an electronic
“footprint” (the suffix “nasa.gov”) is left behinmhdicating that a NASA employee
was there. The “nasa.gov” Internet address ipeesentation of the Agency,
analogous to the use of NASA letterhead, in whinghdpinions expressed reflect on
NASA. Adding a disclosure statement that the viewgressed do not represent
those of the Agency or the Federal Governmentisanacceptable alternative.

The use of a NASA computer system in any way thghtrbe interpreted as an
attempt to influence a Member of Congress to fazdopt, or oppose, by vote or
otherwise, any legislation, law, policy, or appiapon of Congress. This does not
prevent employees from communicating with the Cesgjional Branch, through
proper official communication channels, for theaént conduct of official public
business. Similarly, it does not prevent employeas responding to an official
request for information by a Member of Congrestheir staff.

The installation of hardware or software, to inédudoves, additions, alterations,
deletions, or replacement of Any HQ computers, &gldnt, or any other IT resource,
unless specifically authorized by the HQ IT and Gmmications Division.

The unauthorized acquisition, use, reproducti@ngmission, or distribution of any
controlled information or software. Controlledonfation includes, but is not
limited to Sensitive but Unclassified (SBU) infortiwa, Privacy Act information,
Personally Identifiable Information (PII), copyrighr trademark material, Proprietary
Information, Scientific and Technical Informatio®T(), Export Controlled
Information as defined by the International TrafficArms Regulation (ITAR) or the
Export Administration Regulation (EAR), or any ethmaterial or information with
intellectual property rights (beyond fair use).

The use of “Push” technology to send non-officibrmation to others. This is an
Internet technology that allows information to keivkered or "pushed" directly to a
user who subscribes to it, rather than the usenfawe go look for the information on
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an Internet site. The receipt of pushed infornmgtsuch as school closings or severe
weather alerts, is permissible provided no indialteof special software is required.

®" The unauthorized acquisition, installation, uspreduction, transmission, or
distribution of peer-to-peer (P2P) file sharing laggiions such as, but not limited to
KaZaA, Gnutella, Morpheus, and LimeWire.

D. Protecting IT Resources

Employees must protect NASA HQ IT resources. Pasgsvmust be safeguarded from any
form of disclosure. Employees must also avoidastion that could compromise the
security of NASA HQ computer systems or networksvall as the information and data they
contain.

Employees should safeguard sensitive NASA inforamally only storing such data on
systems specifically approved for that purpose.plBgees must also ensure that sensitive
information is properly encrypted, using NASA apyd data encryption software, when
stored on portable devices or storage media, onwlextronically transmitted through the
public domain. Sensitive information includes SBU, STI, ITAR/EAR information, or

any other information that has not been approvegublic release. Sensitive information
must also be properly encrypted when stored oraplartdevices (laptops, PDA’s, or Portable
Hard Drives) or storage media (memory sticks, COMRE) DVD'’s etc).

Employees should report IT security weaknessegjents of possible misuse, or suspected
security violations to the IT Help Desk. This damaccomplished by submitting a ticket at
https://www.odin.Imit.com/ha/hghelpdesk.htndending an e-mail teervice@hqg.nasa.gqv
or phoning 202-358-HELP or 866-462-7247 (toll free)

Laptop computer users need to ensure that theiwans software is kept current. Laptop
computer users with wireless capability need tausnthat simultaneous use of wireless
communications and NASA HQ wired network on the salavice does not occur. Laptop
computer users should always utilize Virtual Prvisietwork (VPN) software when remotely
accessing HQ resources. Contact the ODIN Help Beskore information on these
services at (202) 358-HELP or 866-462-7247 (taejr

Full NASA guidance on IT Security is contained iRRI2810.1A, Security of IT, May 16,
2006. This document can be found on the NASA QrelDirective Information System
(NODIS) at:http://nodis-
dms.gsfc.nasa.gov/restricted_directives/displagbir?Internal_ID=N_PR_2810 001A_&pa
ge_name=main

Employees should contact the HQ IT Security Man#2@2-358-2218 or 202-358-0654)
regarding any questions or uncertainties pertaitongQ IT Security policy.
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E. Authorized At Home Use of NASA IT Resources

NASA HQ provides software exclusively for use bypoyees in performance of their
official duties. However, the license agreemefmitsoone NASA HQ software may allow it to
be provided to federal employees for use on th@mindncomputer. That is, a copy may be
legally taken home by employees for their persoisalon their home computer. When this
is done, the following conditions must be met:

= |nstallations of such copies are made in accordaiiteall applicable software
licensing laws and agreements with the softwareloefe.g., a copy can be installed
on only one home computer).

= The employee adheres to established rules, proegdamd guidelines for handling
the software transfer media (e.g., compact disc).

= All such installed copies must be removed if thekyee terminates his or her
employment with NASA HQ.

Complete information on Software for Home Use caridund at
http://www.hqg.nasa.gov/itcd/software home-use.html

F. Proper Representation

It is the responsibility of employees to ensuré thay are not giving the false impression
that they are acting in an official capacity wheeytare using HQ IT resources for personal
use. The Standards of Ethical Conduct for Empleyd#éhe Executive Branch (5 CFR
2635.702(b)) states:

"...an employee shall not use or permit the udasoGovernment position or title or any
authority associated with his public office in at€mar that could reasonably be construed
to imply that his agency or the Government sanstmmendorses his personal
activities...".

= |f there is an expectation that such a personatastl be interpreted as occurring on
behalf of NASA, then an adequate disclaimer mustlearly stated. One acceptable
disclaimer is:

"The contents of this message are mine personadlyda not reflect any position
of the U.S. Government or NASA."

Employees wishing to express personal opiniongmnilict with official Agency
policy, missions, or positions shall not utilizev@onment IT resources to do so. The
inclusion of a disclaimer does not change thistposi
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= Proper representation also extends to the offisalof HQ IT resources. Employees
must exercise prudent judgment when tailoring H@elJources to include personal
preferences. NPR 1450.10D, NASA Correspondencealyiment &
Communications Standards & Style, states that pafis@d signature blocks in
electronic communications should only reflect affidusiness information such as
name, title, organization, telephone number, ardhtanber. Other information
included with one's electronic mail signature is aygpropriate for NASA business
correspondence.

= Employees must also exercise extreme care to @veidppearance of a relationship
between NASA official business and personal adtisitvhere government IT
resources are used. For example, establishimik &rbm an official NASA web site
to an employee's personal web site is inappropaiatieprohibited.

G. Privacy Expectations

Since NASA HQ IT resources are provided to supfhertwork and missions of NASA,
employees do not have a right, nor should they have an expectation, of privacy at any time
while using Government IT. This includes while accessing the Internet angue-mail. HQ
employees should avoid using HQ IT resources fosqgreal purposes to the extent that they
wish their private activities to remain privatey &sing HQ IT resources, employees grant
their consent to disclosing the contents of amsfdr information maintained or
passed-through HQ IT resources. By using HQ lIdueses, HQ employees consent to
monitoring and recording of their activities.

HQ system managers and the HQ IT Security Teanneytemploy monitoring tools to
track system performance and to detect impropepots) IT resources. HQ Officials (i.e.,
line managers, designated representatives of th€ KQor IT and Communications
Division, Human Resources Division, Office of Setguand Program Protection, Office of
the General Counsel, and the Office of Inspectare®sd) may initiate additional monitoring
any time evidence of apparent misuse or possibt@ral activity has been reported or
detected. This monitoring may include traffic ais& (i.e., source and destination of
electronic communications to and from an employeeikstation), keystroke monitoring,
examination of log files, and examination of anabffiles (including e-mail) on HQ servers
or workstations to the maximum extent permittedavy and NASA directives. HQ Officials
may access and examine files in an employee's atwithout prior consent or notification
of the individual. Employees should be aware H@tOfficials may also be required, under
certain circumstances, to provide electronicalbyedd information to outside parties such as
law enforcement officials.

H. Sanctions for Misuse

Unauthorized or improper use of NASA HQ IT resosrdey employees or contractors, could
result in any or all of the following actions:

10
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Loss of use and/or limitations on use of NASA ISoerces.

Disciplinary or adverse actions, including dismissa

Criminal penalties.

Employees/contractors being held financially lialolethe cost of improper use.

11
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APPENDIX B — QUESTIONS & ANSWERS
1. Is appropriate use of NASA HQ telephones and mitocopiers covered under this policy?

Telephone and photocopier usage must be treatiededifly because of the potential for
long-distance and cost per copy charges. Theypfarcthe use of NASA HQ telephones is
contained in 2540.1F, Personal Use of GovernmeitEquipment including IT. The policy
for the use of NASA HQ photocopiers is containe®iPR 1490.1G, NASA Printing,
Duplicating, and Copying Management. Copies o$¢hegulations may be obtained from the
NASA Online Directives Information System (NODIS) a
http://nodis3.gsfc.nasa.gov/main_lib.html

2. Does this policy also pertain to HQ IT resourcethat have been outsourced, for example
the Outsourcing Desktop Initiative for NASA (ODIN) software and equipment?

The policy contained herein applies to any HQ Horece, whether Government-owned or
simply Government provided.

3. May | make personal use of the computer or Intmet for extended periods if | do it
before or after work hours?

This policy is intended to permit the occasiona a6HQ IT resources. It is not intended that
HQ employees treat these resources as a substitutesir own equipment or Internet services.

4. May | use E-mail to advertise club meetings, @fessional associations, community
activities, charity events or other worthy causedhiat are not sponsored by NASA?

While communication with a volunteer charity orgaation is allowed, the creation and
transmission of mass mailings (regardless of stibpatter) is not. A maximum number of
recipients for a single message are not hereinfgggec However, reasonable care and judgment
must be exercised. The distribution list shouldegally not exceed more than a few recipients
to avoid impacting the throughput and delivery &3 HQ E-mail systems. For example,
sending a personal message to a charitable org@amzes the single recipient would be
acceptable. Sending out a mailing to its entisgridhiution list of several dozen members would
not be acceptable.

5. Can E-mail be used in place of a written docunme to conduct official NASA business?

E-mail is extremely useful as an informal commuti@amechanism to facilitate the conduct of
NASA business. However, its limitations may premMéfrom being used, in all situations, to
replace a written document. For instance, E-may mot be used to commit Government funds
or effect a Government contract. In those instandeere it is permissible to use E-mail in place
of a written document for official NASA businesemrember that such electronic mail
constitutes an official Agency record subject toRNP441.1D - NASA Records Retention

12
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Schedules (w/Change 4, 1/31/08). When in doubtudis specific questions with your
supervisor.

6. May I install a screen saver on my computer?

You may not install any unauthorized executablgmms on your workstation. Only the
executable screen saver programs that are instaited/our computer may be used. You may
set the parameters on these to customize youfanter You may also add pictures to be used in
the display via the installed screen savers. Hewewu must use the same professional
discretion in selecting words and images as youdvimr any item hanging on your wall or
otherwise situated in your office environment.atidition to the screen savers, you are also
permitted to customize the desktop background paakr) utilizing the computer's standard
operating system features. Once again, the céweptofessional discretion applies.

7. May | change the background display on my comgar, i.e. constantly display
information updates from an outside source? An exaple of this is a news or stock ticker
service.

It is permissible to use your standard browseligpldy information that is fed to the background
display of your desktop from an outside sourceyigled the Internet service does not require
you to install executable software programs on yaumputer. You must also exercise
professional discretion in the subject matter yloat choose to display.

8. May I listen to Internet based radio or watch hternet based video using the standard
tools that were installed with my computer?

It is permissible to play internet based audio @déo provided you utilize the standard software
tools installed on your workstation. However, youst be courteous in terms of volume and you
must use professional discretion in the frequemcysaibject matter of the selections you choose
to play or view.

9. May | use my computer's CD player to play musie

It is permissible to play music CD’s or DVD’s onwracomputer. However, you must be
courteous in terms of volume and you must use psad@al discretion in the subject matter of
the selections you choose to play.

10. May | use my personal computer at home to acgethe Internet via NASA HQ Dial-in
service or Virtual Private Network (VPN)?

NASA IT resources and services are primarily fa& tonduct of official business. They are not

a substitute for a private Internet Service Prav{tfeP). However, the occasional, limited
personal use guidelines apply. Employees mustmdraethat accessing web pages and other
Internet facilities leaves a trail that will recditht you are originating from a Government access

13
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point. Thus, while on the Internet from a NASAwetk it will appear that you are representing
the Agency.

11. Once I retire can | retain my HQ E-mail accounand also my HQ dial-in account to
access the Internet?

NASA HQ electronic mail and dial-in accounts araitable only for current HQ employees and
are not to be used as a substitute for a privdRe KBowever NASA HQ will forward your E-mail
for up to 30 days if a request is made prior toryetirement.

12. 1 would like to develop a HQ web site for anfticial NASA project. | know that this
web site must be official and in good taste sincewill represent NASA. Where can | get
information about creating and maintaining a "web ste"?

There are a number of important things to consiesn developing a NASA home page or
placing NASA information on a web site. Any NASAelwsite is required to be in compliance
with section 11.3.9 of NPR 2810.1A, Security of May 16, 2006. A copy of this document
may be found atttp://nodis-

dms.gsfc.nasa.gov/restricted_directives/displagbin?Internal ID=N_PR_2810 001A &page
name=main Any questions may be addressed to the HQ Wetem&#Q IT and
Communications Division, at 202-358-1767 or E-nthiiewebmaster@hqg.nasa.gov

13. Can | send personal instant messages or condlpersonal chat sessions on HQ
computers or workstations?

NASA HQ recognizes that instant messaging offaralaable real-time communication channel
for collaboration and communication. Currently, H&s approved and deployed Windows
Messenger for PC’s and Ichat for Macintosh clieffieese products may be used to send brief
personal messages, such as checking on childdettiog a spouse know you are running late,
provided they do not violate the standards of cehdihe installation, Internet access, or use of
other instant messaging products from HQ workstatiportable devices, or networks is
prohibited.

14. Where can | get more information about HQ IT esources?

If you have questions concerning the use of HQeBources, contact your organization’s IT
Point of Contactlttp://www.hqg.nasa.gov/itcd/documents/IT_Contads$s)or the HQ IT and
Communications Division. Additional informationrcalso be obtained at the following web
site: http://www.hqg.nasa.gov/itcd
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CD
CD-ROM
CFR

CIO

DVD

E-mail
EAR

Fax

GSA

HQ

ISP
IT
ITAR

NASA
NODIS
NPD
NPR

ODIN
OMB

P2P
PDA
Pl

SBU
STI

VPN

APPENDIX C - ABBREVIATIONS
Compact Disk
Compact Disk Read Only Memory
Code of Federal Regulations
Chief Information Officer
Digital Video Disk

Electronic Mail
Export Administration Regulation

Facsimile

General Services Administration
Headquarters

Internet Service Provider

Information Technology

International Traffic in Arms Regulation
National Aeronautics and Space Administratio
NASA Online Directives Information System
NASA Program Directive

NASA Program Requirement

Outsourcing Desktop Initiative for NASA
Office of Management and Budget

Peer to Peer
Personal Digital Assistant
Personally Identifiable Information

Sensitive but Unclassified
Scientific and Technical Information

Virtual Private Network
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