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What is CICO used for?

The new Check In Check Out (CICO) system is a replacement to the HONURS system.  All items/services that could be performed in HONURS can now be performed in CICO.  CICO consolidates the various permissions and service requests necessary to get a new employee settled with a computer, phone, and access to the network and IT systems.  It includes space allocation and other administrative items such as Government passports and issuance of Government credit cards.  CICO streamlines the processing for incoming employees and will help improve and simplify the out-processing of employees.  

How do I log into CICO?

Access the Check In Check Out (CICO) login page at https://hqteamtrack.hq.nasa.gov/tmtrack/tmtrack.dll. Enter your user name and password.  Your user name and password is the same user name and password you use for your login to the Headquarters network each day, but you must prefix it with “HQ\”

a. Enter Username:  hq\jsmith

b. Enter Password:  your network password

Who has access to CICO?

Anyone who has an HQ domain network account has access to CICO as a General User. This will allow you to submit requests through CICO. Other users such as owners of applications, Web sites, functional e-mail accounts, Contracting Officer’s Technical Representative (COTRs), and Organizational POC’s (OPOCs) can request approval roles in CICO by submitting a request within CICO.
How do I request access to CICO?

General Users automatically have access to CICO to submit requests.  It is a Web-based application, accessible from the CICO@HQ Web page: 
What are the CICO roles and how do I know if I have one?
There are three roles within CICO:

1. OPOC/COTR Role:  OPOC/COTR is the role performed within an organization that helps to in-process a new employee or contractor, process requests for employees within their organization, and out-process employees and contractors.  The acronym OPOC stands for Organizational Point-of-Contact.  Typically, the OPOCs are Move Coordinators, Administrative Officers, and IT-POC’s.  Each organization has at least two people designated to perform the OPOC/COTR function.  The COTR role can be performed by the actual COTR of a contract or it can be delegated and performed by the OPOC.  

The OPOC/COTR serves as the gate-keeper for requests that get processed through CICO.  Before a request from a General User can move forward for fulfillment, the OPOC/COTR must validate that the request is valid and the organization supports the request that is being made.

2. Approver Role:  The approver role is performed by those individuals who own a service or asset that can be requested through CICO.  For example, every HQ application has someone who is designated as the application owner.  Before access can be granted to an application, the application owner or approver must authorize access.  There are a number of Request Items that can be asked for in CICO.  This list is included in a subsequent FAQ.    

3. Service Provider/Fulfiller Role:  The service provider/fulfiller role is performed by those individuals who fulfill the request by providing the requested asset or service.  Within CICO, the fulfillers are staff from within the following organizations:  Human Resources Management Division, Information Technology and Communications Division, Facilities and Administrative Services Division, and Office of Safeguards and Protection Program.
What items/services can be requested through CICO?

The following is the list of items/services that can be requested through CICO:

Access to applications



Auxiliary Duty

Badge





Calling Card

Code/Group Folders



Credit Card (Purchase and Travel)

Cypher Lock/Safe Access


Employee Orientation

Functional Accounts



General Admin Request

General Counsel Briefing


General HR Request

General Security Request 


General IT&C Request

Government Passport



IT Orientation

Library Items (check out)


Move Equipment

Office Keys




Parking and Fare Subsidy

Seat – Beeper/Pager



Seat – Cell Phone

Seat – Computer



Seat – Fax

Seat – Network Printer


Seat – Desk Phone

Seat – Satellite Phone

Seat – Video Conferencing


Seat – Wireless Handheld Devices (PDA’s)

Security Clearance – Debriefing

Security Clearance – Investigations

Share point Folders



Special Access (Combination Safe)

Special Access (Cypher Locked Rooms)
Special Access (Other)

Standard Accounts



Token

Transfer Accounts



Website Access

Workspace/Office/Room

Do I need to file a NHQ Form 224?

Effective October 29, 2007, NASA employees and contractors with an existing HQ network domain account may request account access through Check-In Check-Out (CICO) without any need to also sign and submit NHQ Form 224, the NASA Headquarters Automated Systems Standard Access Request.  The only people who still utilize the NHQ Form 224 are external users who do not have access to CICO.
External Users

External users, such as contractors who only access HQ systems remotely, will continue to use the paper NHQ Form 224.  In such cases, a civil servant Point of Contact (POC) must obtain the individual’s signature on the NHQ Form 224, sign the form him or herself, and then deliver it to the 224 processing station on the 4th floor, in Room 4A35.  The Account Administration staff will retrieve the NHQ Form 224 from the 4th floor and will take action to create the account(s).  

What is the process for checking out employees (civil servants, contractors, OIG personnel)?
All Headquarters employees and contractors must be Out Processed through Check In Check Out (CICO).  The Organization Point of Contact (OPOC) or COTR of the organization that is losing the employee is responsible for initiating the check out process.  It is recommended that the check out be initiated 2 weeks prior to the employees last day.  The OPOC/COTR will need to work closely with the departing employee to ensure all steps in the check out process are performed.  A check out checklist is available that will guide the OPOC/COTR and departing employee in the check out process.  Three checklists exist:  Checklist for Civil Servants; Checklist for Contractors; Checklist for OIG Personnel.  All three of these checklists are available under the CICO Help Button.  The CICO system and the use of the check out checklist replace the use of the NHQ Form 60, Employee Check Out Form.

Within CICO, there are six steps to the Check Out process.  (1) Initiate Check Out; (2) Generate Verification E-mails; (3) Check to see if Employee has Assets and Mark Indicator’s within CICO to Y, N or Unconfirmed; (4) Start the Check Out-Generate the Request Records; (5)  Update the Check Out Request Record and (6) Close the Check Out.  The purpose of the Check Out process is to identify what assets a person might have, validate that the person does or does not have the asset, retrieve the asset, and verify that it has been retrieved.  The following is an overview of each step and who is responsible for performing it.

Step 1:  Initiate Check Out:  This step is performed by the OPOC within the losing organization and should be performed approximately 10 business days before their departure date. Under those circumstances where a 2-week notice is not provided, a Check Out should be initiated as soon as it is known an employee is leaving.  

After you enter the person’s name and departure date, a generic list of possible assets that may need to be terminated or retrieved will be presented.  They include items such as a Government Passport, Badge, Standard IT Accounts, Cell Phone, Office Space, Keys, Government Credit Cards, etc.  In addition, it also includes the list of ODIN seats that are assigned to this person.  The OPOC initiating the Check Out should attempt to identify what assets an employee might have; however, it is not the OPOCs responsibility to know this information definitively.  If, however, the person checking out is a contractor, they will not have assets that only Civil Servants can get such as a Government Passport or Government Credit Cards.  In addition, if the contractor sits off-site, they do not have office space to recover.  If you know the employee does not have some of the assets, you should mark the CICO indicator to No.  This will prevent unnecessary e-mails from being sent to the Organizations who manage the assets.  If you are unsure of the person’s assets, it is best to leave it marked as Unconfirmed.  

In addition to initiating the Check Out through CICO, the OPOC must also provide a copy of the Check Out Checklist to the departing employee.  This Checklist can be found on the Help Tab within CICO.  The Checklist is a tool to guide the departing employee through the Check Out process.  This Checklist takes the place of the NHQ Form 60 that was previously used.    

Step 2:  Generate Verification Emails:  This step is performed by the OPOC and should be performed immediately following Step 1.  The purpose of this step is to generate e-mails to the Functional Organizations who manage the assets that may need to be retrieved.  

Step 3:  Check to see if Employee has Assets and Mark Indicator’s within CICO to Y, N, or Unconfirmed:  This step is performed by the Functional Organization and should be performed within 2 days after receiving the verification e-mail message.  At this point in the process, an e-mail message is sent to staff within the Facilities, Administrative Services, Information Technology and Communications, and Security offices.  It is the responsibility of these organizations to determine if the employee has an asset that needs to be recovered.  After the Functional Organization determines if the asset exists, they must go into CICO and change the CICO Indicator to either a Yes or No.  An Indicator button that remains in the Unconfirmed state means that the Functional Organization either does not know or has not made an attempt to confirm the item.  

Step 4:  Start the Check Out-Generate the Request Records:  This step is performed by the OPOC and should be performed within 3-5 business days before the employee’s departure date.   DO NOT EXECUTE THIS STEP UNTIL YOU HAVE GIVEN STEP 3 48 HOURS FOR THE FUNCTIONAL ORGANIZATIONS TO DETERMINE IF ASSETS EXIST.   This step is going to create Request Records for all the items that have been marked as either Yes or Unconfirmed in Step 3 above.  A Request Record is a work order to the Functional Organization to recover/terminate the asset or service.   At this point in the process, the departing employee should have a copy of the Check Out Checklist and should begin completing the actions on that checklist.

Step 5:  Update the Check Out Request Record:  This step is performed by the Functional Organizations who have assets or services that need to be retrieved or terminated.  The Functional Organization has the action to log into CICO and indicate the recovery status of the item or service.  For example, if the employee has a Government parking space in the garage, the employee would return the parking permit to Administrative Services and Administrative Services would make note of this in CICO.  In some cases, the item cannot be retrieved but notes for the record need to be entered.  An example of an asset that may not be able to be easily retrieved is if the employee owes the Government some training debt.  Appropriate notes need to be entered in CICO so the Human Resources (HR) Management Division can determine how to handle situations like this. 

Ideally, Step 5 should be completed no later than 2 p.m. on the employee’s last day.  Having this data updated in a timely manner within CICO will help the people responsible for Step 6 feel confident that the departing employee has returned all their assets prior to departing HQ.

Step 6:  Final Check Out:  This step is performed by the departing employee, staff within the Human Resources Division (for civil servants) and the OPOC (for contractors).  This step must be completed by 2 p.m. on the departing employee’s last day.  At this point in the process the departing employee delivers the Check Out Checklist to either HR for civil servants or the OPOC for contractors.  The HR staff or the OPOC reviews the Check Out Checklist to determine if the employee completed all the actions.  In addition, the HR staff member or OPOC logs into the CICO Check Out record to determine the status of all check out records.  If any anomaly was noted, the HR staff member or OPOC would discuss this with the departing employee or bring it to the attention of their management for resolution.  

It is the responsibility of the HR staff or OPOC to do the final close out of the CICO Check Out record.  Depending on the timeliness of the Functional Organizations in performing Step 5 will determine when the final close out can be completed.  The goal should be to be able to close the Final Check Out Record on the employee’s departure date but if this is not possible it should be completed within a day or two after the employee has departed.     

How do I order a computer seat and accounts for a new employee?

All new employees and contractors must be in-processed through Check In Check Out (CICO).  The only people who can initiate a new employee check in are individuals who have Organizational Point of Contact (OPOC)/COTR privileges.  After basic information about the new employee such as name, start date, organization, contract, etc. is entered, a standard set of items that a new person might need is presented through the Check In screen.  This list includes the following items:  Badge, Workspace, Phone, Computer Seat, Standard Accounts, Dial-in Account with Token, Security Investigations, Special Accommodations, Auxiliary Duties, and Information Technology (IT) Orientation.  CICO has defaulted to the yes/no indicators based on the normal set of items that an employee would need.  The OPOC needs to pay attention to these yes/no indicators and make any changes required to ensure the person gets the items they need.  For example, the computer seat type is defaulted to a PC Laptop Entry Level.  After the OPOC/COTR submits the Check In record, request records are created and sent to the appropriate approvers and fulfillers for action.  

Detailed step-by-step instructions for how to check in a new employee can be found in Section 4 of the Check In Process of the CICO Users Guide.  This guide can be accessed from the Help Tab within CICO.  

Who is responsible for entering the UUPIC and when does this information get entered into CICO?

The Office of Security and Program Protection (OSPP) is the only organization that can assign a new employee a UUPIC number.  The UUPIC is assigned by OSPP when the new employee comes to NASA Headquarters to be badged.  It is strongly recommended that new employees/contractors come in for their badge 1-2 weeks before their start date.  This is important because the Information Technology and Communications Division cannot deploy computer seats and provide network access until a UUPIC is provided.  If an employee waits until their start date to be badged, they will not have a computer, IT access and a phone for up to a week after their start date.   

If a Check In Record exists in CICO when the new employee arrives in OSPP to be badged then the Badging Officer will enter the UUPIC number in CICO.  If, however, a Check In Record does not exist for the new employee when they are badged, it is the responsibility of the OPOC to enter this number.  Important Note:  The Information Technology and Communications Division cannot approve any computer seat or account requests until the UUPIC is entered.  Also note that contractually the ODIN vendor has 3 business days to deliver the computer from date of approval by the Information Technology and Communications Division.   
How do I order a new seat for an existing employee?

A new seat for an existing employee can be ordered by any General User or the Organizational Point of Contact (OPOC)/COTR.  If a General User orders a new seat, it will get routed to the OPOC first so they can validate the need.  When ordering a new seat, the same rules apply with respect to charges for an early refresh and data transfer.  To order a new seat in CICO, do an Add a Record from Request Records.  Use the Request Category of “Seat-Computer.”  Select Request Item from the list of computer seat types.  Request Type would be “Add/Assign.”   In addition to ordering the new seat, a separate request must be put in to remove or de-subscribe the old seat.  The same steps would be followed but you would select the Request Type of “Remove.”

How do I order new accounts for an existing employee?

New accounts for an existing employee can be ordered by any General User or the Organizational Point of Contact (OPOC)/COTR.  If a General User orders a new account, it gets routed to the OPOC first so they can verify there is a valid need.  To order new accounts, do an Add a Record from Request Records.  Use the Request Category of “Applications.”  Select Request Item from the list of Applications.  Request Type would be “Add/Assign.”

How do I submit a request to extend someone’s accounts that are about to expire?

To extend accounts submit the request as follows:
· Click on “Request Records”

· Click on "Add a Record” 
· Enter the persons first or last name in the Persons field and select the “Find” button

· Click on the down arrow to select the correct person from the list

· Click on the down arrow beside Request Category and select “Auxiliary Duty”

· Click on the down arrow beside Request and select “00453:Auxilary Duty: Extend Accounts, Add/Assign” 
· Enter the new account expiration date in the Comments field
· Scroll down to the “Justification” field and enter a justification
· Click OK at the top of the screen to submit

How do I move an employee from one organization to another organization or from one office to another office?
NOTE – CICO does not support the mass moves of numerous people.  This process is coordinated with the Move Coordinator and Facilities “John Stumpf”

The move of a person requires two or three requests if the person is changing organizations.

The first request is for the move of the equipment, the second for the move of the phone, and the third if the person is changing organizations, or the transfer of the person’s accounts and accesses.
TIP: Once a justification is entered into the first of the three records, copy the justification text and paste it into the justification field for the two additional requests that are required.

Code the requests as follows:
Request #1 - To move the equipment:
· Click on “Request Records”

· Click on "Add a Record”

· Enter the persons first or last name in the Persons field and select the “Find” button

· Click on the down arrow to select the correct person from the list

· Click on the down arrow beside Request Category and select “Move Equipment”

· Click on the down arrow beside Request Item and select “Move Equipment” 

· Click on the down arrow beside Request Type and select “Move”

· Enter the “FROM” and “TO” building and room locations in the Request comments box along with the ECNs of all equipment involved.  Use the Special Remarks box for any additional information.

· Scroll down to the “Justification” field and enter a justification 
· Indicate if you are within your IRR ceilings if required for this move 

· Click OK at the top of the screen to submit
Request #2 - To move the Seat Desk Phone:
· Click on “Request Records”

· Click on "Add a Record”

· Enter the persons first or last name in the Persons field and select the “Find” button

· Click on the down arrow to select the correct person from the list

· Click on the down arrow beside Request Category and select “Seat - Phone Desk Phone”

· Click on the down arrow beside Request Item and select “Seat - Phone Desk Phone” 

· The are 2 choices, Desk Phone, and Secretarial Phone

· Click on the down arrow beside Request Type and select “Move”
· Enter the “FROM” and “TO” building and room locations in the Request comments box along with the ECNs of all equipment involved.  Use the Special Remarks box for any additional information.

· Scroll down to the “Justification” field and enter a justification 

· Scroll down to the “Justification” field and enter a justification 

· Click OK at the top of the screen to submit
Request #3 - To Transfer the Accounts (Required only when the person is changing Organizations):
· Click on “Request Records”

· Click on "Add a Record”

· Enter the persons first or last name in the Persons field and select the “Find” button

· Click on the down arrow to select the correct person from the list

· Click on the down arrow beside Request Category and select “Transfer Accounts”

· Click on the down arrow beside Request and select “Transfer Accounts” 

· Click on the down arrow beside Request Type and select “Transfer”

· Scroll down to the “Justification” field and enter a justification 

· Click OK at the top of the screen to submit

In addition, if an employee is moving to another organization or a new job and no longer needs access to an Application, a Request Record must be opened to remove the user account.  This would be done by Selecting Request Category “Application,” choosing the Application Name from the Application List and select the Request Type of “Remove/Retrieve.”

When a person moves from one organization to another, does their X.500 record get updated to reflect their new organization?

Check In Check Out (CICO) does not update a person’s X.500 record.  It is the responsibility of the organization and/or the employee to keep their X.500 record current.  CICO gets a nightly feed from X.500 for all employee data.  If an employee’s X.500 record does not accurately reflect the organization they report to, CICO will not route the request records to the correct organization.  If you are working in CICO and see that someone in your organization has an incorrect organization ID, please take immediate action by sending an update to update@hq.nasa.gov.
How do I search for new and existing employees by name, request type, request number?
Search for new and existing employees by name:

· Select the “Persons Records” TAB 

· Select “Search Records” from the bar with the “gray” background

· Place the name of the person (first or last name contiguous string of characters in the “Keyword(s)” field

· Hit Enter

Search by request type:

· Run the report named “Search by Request Type”  

· To locate the report, select “reports” from the tool bar with the “gray” background.  

· Populate the “Search by Title:” field with the name of the report, “Search by Request Type”  

· Select the report name to run the report

Search by request number:

· Select the Process TAB for the request number you are searching (Check In Records, Check Out Records, Request Records)  

· Place the number of the Record ID in the “Search by Record ID:” box on the tool bar with the “gray” background.  

· Click on “>>” to the right to locate the record.

How do I look up a contract expiration date and COTR information?
Run the report named “Contracts:”  

· To locate the report, select “reports” from the tool bar with the “gray” background.  

· Populate the “Search by Title:” field with the name of the report, “Contracts” 

· Select the report name to run the report.
Do I need to use CICO for in and out processing of contractor employees?

All contractors who require a NASA badge need to be checked into CICO.  The Office of Security and Program Protection will not badge contractors unless a Check In Record exists.  When Checking In a new contractor they must be associated with a valid contract and that contract must be in the CICO contract table and have a COTR associated with it.  All CICO Requests for that contractor will be routed through the COTR for approval.   In addition to using CICO to in-process contractors, CICO must also be used to out-process contractors.  This is important to ensure the NASA badge is returned and IT access is disabled.  It is the responsibility of the COTR and OPOC to ensure contractors are checked out.
How do I enter a CICO request for a contractor who only requires a NASA badge?

For new contractors who only need a NASA badge you would initiate a Check In as you would for a civil servant but you would choose employee type “Contractor.”   To check in a contractor who only needs a NASA badge you will need to uncheck all Request Items with the exception of the following:
1. Badge

2. NACI Investigation
3. NCIC Investigation
4. x.500 entry (this can be found under standard accounts).  If they do not need access to the NASA domain and e-mail make sure you uncheck all other standard accounts.

How do I enter a new contract into the Contract Table?

To enter a new contract into the Contract Table perform the following steps:
· Click on “Request Records”

· Click on "Add a Record” 
· Enter the person’s last name in the Persons field and select the “Find” button.  It is recommended that the request be submitted in the COTRs name
· Click on the down arrow to select the correct person from the list

· Click on the down arrow beside Request Category and select “Auxiliary Duty”

· Click on the down arrow beside Request and select “00052:Auxilary Duty: Add/Change Contract, Add/Assign” 
· Enter the contract name, number, company address, contract period of performance and COTR in the Comments field
· Scroll down to the “Justification” field and enter a justification 

· Click OK at the top of the screen to submit
How do I designate a new COTR?

· Click on “Request Records”

· Click on "Add a Record” 
· Enter the persons last name in the Persons field and select the “Find” button

· Click on the down arrow to select the correct person from the list

· Click on the down arrow beside Request Category and select “Auxiliary Duty”

· Click on the down arrow beside Request and select “00006:Auxilary Duty: Add/Change to COTR, Add/Assign” 
· Enter the contract name, number, and COTR in the Comments field
· Scroll down to the “Justification” field and enter a justification
· Click OK at the top of the screen to submit
My CICO request says “Owner: (None)” What does this mean?

“Owner: (None)” is misleading and displays as such due to a limitation in the COTS tool used to develop Check In Check Out (CICO).  “None” is displayed if there is more than one person assigned ownership of a request at any given state in the request workflow. 

For example, a CICO request with the request category “move equipment.”  Once the request reaches the state of “awaiting fulfillment,” the “State Change History” (large light gray boxes located toward the top of the request record display) indicate “Owner: (None).”  In actuality there are 5 owners.  The 5 names are also displayed on the request record, approximately 15 lines below the State Change History.  The row heading is “Request Fulfiller(s):” and to the right “Request Fulfiller Backup(s):” The names listed under each of these row headings are the owners of the request for the “awaiting fulfillment” state.   

In the prior step in the workflow “Awaiting Approval(s)” you will see John Stumpf’s name listed in the State Change History.  John’s name is displayed instead of “None” because he is the only person assigned ownership of the request at that point in the workflow. 

How do I request access to an application?


A request to access an application in Check In Check Out (CICO) can be entered by any General User or the Organizational Point of Contact (OPOC)/COTR.  If a General User submits a CICO request, it will get routed to the OPOC/COTR first to validate the request.

· Login to CICO

· Select the “Request Records” workflow tab

· Select “Add a Record”  

· In the “Persons” field enter either the first or last name of the person who is requesting the addition of the new application.  NOTE: spaces are not recognized; do not enter both the first and last name, enter a contiguous string of alphabetic text.

· In the field named Request Category, select “Application”  

· In the field named Request Item, locate and select the application you want to access from the pull down list.  NOTE: the names of the applications are not necessarily sorted alphabetically in the pull down list.  Newer applications will be found towards the bottom of the list.

· In the field named Request Type, select “Add/Assign” 

· In the free form text field named Justification, enter your reason for requesting access to the application

· Click the OK button at the top of the screen to submit your request.

Once submitted, the screen will refresh and provide the request record ID number assigned to your request.

How do I have a new application added to CICO?


A request to add a new application into Check In Check Out (CICO) can be entered by any General User or the Organizational Point of Contact (OPOC)/COTR.
· Login to CICO

· Select the “Request Records” workflow tab

· Select “Add a Record”  

· In the “Persons” field, enter either the first or last name of the person who is requesting the addition of the new application.  NOTE: spaces are not recognized; do not enter both the first and last name, enter a contiguous string of alphabetic text.  

· In the field named Request Category, select “Auxilary Duty”  

· In the field named Request Item, select “Application Owner – Primary” 

· In the field named Request Type, select “Add/Assign” 

· In the free form text field named Justification, enter the following information:

· The name of the new application

· The acronym assigned for the application 

· The name of the primary approver and if known, the secondary approver, this persons or persons are most likely the NASA, civil servant application owner.

· Copy the above to the Request comments field
· Click the OK button at the top of the screen to submit your request

Once submitted the screen will refresh and provide the request record ID number assigned to your request.
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