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What is FDCC and why do I have to comply?

The Federal Desktop Core Configuration (FDCC), a U.S. Office of Management and Budget (OMB) mandate, requires that all Federal Agencies standardize the configuration of approximately 300 settings on all general purpose computers using Microsoft Windows XP or Vista. The reason for this standardization is to strengthen Federal IT security by reducing opportunities for hackers to access and exploit government computer systems.

Who determines the exact changes required by FDCC?

System configuration settings required for FDCC compliance are regularly updated by the National Institute of Standards and Technology (NIST).  Agencies such as NASA negotiate at an agency level with OMB for specific required deviations from FDCC standards, which can only be applied to the agency as a whole.  

What is the timeframe for FDCC implementation?

NASA Windows XP general purpose computers and user accounts are required to comply by July 31, 2008, unless an extension is required to resolve application compatibility issues.  You will be notified of the exact deployment date by IT Notice.

What computer systems, defined as "general purpose," are required to comply with FDCC?

General-purpose systems are defined by NASA-STD-2804 to be those systems which perform any of the following interoperability functions: office automation word processing, spreadsheet, presentation graphics, Internet Web browsing, or electronic mail.

Are Windows XP laptops with local accounts only (not in the HQ domain), part of the FDCC requirement?

FDCC applies to ALL computers running Windows XP and Vista, with very few exceptions. Deployment to non-domain machines will be accomplished manually.

What computer systems are not required to comply with FDCC?

On the Windows platform, only specialized computers, not using Office Automation software, such as certain dedicated engineering systems or computers used to control laboratory equipment are not required to conform to the FDCC mandate.  Macintosh computers and Unix workstations are not currently subject to the FDCC mandate, but will be included at a later date.  Server computers are subject to other specialized security requirements.

What has NASA done at an agency level to make sure FDCC will not interfere with employees' ability to get work done?

The NASA CIO and the IT Management Board (ITMB), has developed an FDCC strategy that relaxes certain system configuration settings based input from testing done to date.   The primary goal is to get all NASA FDCC systems to a less extreme, but common security baseline using the XP operating system.  NASA will work toward full FDCC compliance by adjustment of the NASA FDCC Baseline, as agency applications and infrastructures can accept the additional controls, and/or as Vista is deployed in the January 2009 time frame.

Why are my administrative rights being removed?

Being logged on as an administrator makes your computer much more vulnerable to cyber attack.  For example, malicious code unknowingly executed on a Windows machine will run with the privileges of the logged on user, and if the user does not have administrative rights, it is much less likely to inflict serious damage on the machine.

What are the immediate changes I am likely to notice as a result of FDCC implementation?

You may notice a modest reduction in your ability to customize your desktop environment and browser settings, but you will still be able to change settings such as your desktop wallpaper and select the screen saver of your choice.

What other changes might I notice?

Passwords will now expire in 60 rather than 90 days, so if your HQ domain password is over 60 days old, it will expire when FDCC is implemented.  New passwords will be required to be at least 12 characters long.

Is the screen saver timeout going to change AGAIN?

No.  The period of inactivity before your screen saver activates (when you are required to enter your password to unlock your computer) will remain set to 15 minutes.

Am I going to have problems with the specially ordered software which is required to perform my official duties?

NASA HQ IT personnel are testing all approved above-core software applications, so that problems can be discovered and addressed.  FDCC has also been tested by many early adopters to root out these problems in advance.  If you have a critical requirement to use software with known FDCC incompatibilities, or you report a problem which cannot be quickly solved, your system may be temporarily exempted from FDCC enforcement until the problem is fully resolved.

What should I do if I am having any kind of computer problems after FDCC implementation?

Contact the IT Help Desk immediately at 358-HELP, 1-866-4NASAHQ, or service@hq.nasa.gov.  The NASA HQ IT team needs to hear about problems, so we can get them fixed ASAP.

Will I still be able to download and install software from the Internet?

You will still be able to perform downloads from the Internet, but the removal of your administrative rights will prevent you from installing software.  Only ODIN personnel are authorized to install software or hardware on NASA HQ computers.

Is FDCC going to affect my remote access from home or when I travel?

No.  You will still be able to connect to most networks and Internet Service Providers (ISP's), use SNA and VPN, and change your IP address if necessary.  You will no longer be able to install the software required by a few ISP's, such as PPP over Ethernet software required by some DSL providers if you plug directly into an inexpensive ISP-provided modem.

Will I be unable to use wireless networking, as some users at other agencies have reported?

NASA has gone to great effort to ensure that 802.11 "WiFi" networking will continue to work as before.  Bluetooth wireless networking will continue to be prohibited.

Does FDCC apply only to desktop systems?

No, FDCC applies to both desktop and laptop computers, if they use Microsoft Windows operating systems.

Will Internet Explorer version 6 be updated to version 7 as part of FDCC deployment?

Yes, Internet Explorer 7 (IE7) is more secure than Internet Explorer 6 (IE6), and is required for FDCC compliance.

What should I do if a Web site no longer works properly in Internet Explorer 7 under FDCC?

Contact the IT Help Desk immediately at 358-HELP, 1-866-4NASAHQ, or service@hq.nasa.gov.  You may be able to use the Firefox browser as a temporary workaround, but we need to know about the problem, so we can get it fixed ASAP.

Are Web sites that require installation of ActiveX controls going to work with FDCC settings as implemented now?

You should be very cautious when prompted to download ActiveX controls, but you will still be able to install them. Please notify the ODIN Help Desk if you encounter problems with other sites.

Are Microsoft Defender and/or other Malware scanning software included in the FDCC settings?

No.  Symantec AntiVirus is the only Malware detection software approved for general use at NASA HQ.  

Do I need to remove unsigned device drivers that are already installed on general purpose computing devices?

One of the FDCC settings does not allow the installation of unsigned device drivers.  However, NASA has adopted the setting to “Warn but Allow” the installation of unsigned drivers.  Device driver software which is already installed will not be affected.

When I browse to certain Web sites in IE7, I receive the message "There is a problem with this Web site's security certificate."  What should I do?

The reason you are receiving this message is because the security certificate presented by the Web site was not issued by a trusted certificate authority or the security certificate presented by the Web site was issued for a different Web site address.  You should contact the IT Help Desk to report the problem before proceeding.  If it is a known NASA system that you are connecting to, you may be told that it is OK to click the "Continue to this Web site (not recommended)" link.

What should I do if I have other questions or problems?

Call the IT Help Desk at 358-HELP (4357) or 1-866-4NASAHQ (462-7247), send an e-mail to  service@hq.nasa.gov, or complete the online service request form.
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