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The strategic vision for Information Technology Management and Planning is expressed in the Manage Strategically Crosscutting Processes section of the NASA Strategic Plan.   The Plan states that “This effort aims for optimal use of NASA’s IT resources to achieve Agency goals and objectives. NASA’s IT planning is built around four focus areas: Safety and Security (security and software management), Cost-effective Common Infrastructure and Services (services and solutions, architecture and standards), Innovative Technology and Practices (knowledge management, work force challenge, and IT research and pilots), and Emerging IT Areas (e-business and e-government).  NASA is undertaking an Agency-wide IT security effort encompassing: incident response and reporting, auditing and monitoring, penetration testing, risk assessments, security planning requirements, technology application, improved policy and procedures, and education and training.”  


Headquarters Information Technology 
Mission

The Headquarters Information Technology Management (ITM) mission is to provide, enhance, and expand the ability of Headquarters customers to communicate and collaborate effectively with their projects, programs, partners, and the public. Headquarters will provision products and services that meet our customer’s requirements and deliver the promise of our IT investment. 

Strategic Vision

The Headquarters ITM strategic plan takes the vision expressed in the NASA Strategic Plan and applies it to Headquarters IT systems and services.  While Headquarters has been successful in keeping pace with many innovations and technologies in the past, this Strategic Plan will give greater context and cohesion as we advance during the next five years. Our strategy is founded on the following focus areas:

· Safety and Security.

· Cost Effective Common Infrastructure and Services.

· Innovative Technology and Practices.

· Emerging IT Areas.

With these four areas as the basis NASA Headquarters has developed a strategy to improve and extend IT resources for the benefit of our community. 

Headquarters IT Strategic Goals at a Glance

	Focus Area
	Objectives
	Goals

	Safety and Security
	Improve security for IT resources.
	· Expand implementation standards for secure servers and applications.

· Implement processes and procedures to ensure compliance with security standards.

· 
· Improve internal network security.

· Enhance monitoring, response, and coordination procedures to minimize damage in the event of a breach.
· Reduce reliance on client protection and improve security at the Headquarters services level.
· Improve security awareness within the NASA Headquarters user and operations communities.

	
	Provide secure mechanisms for expanded user access.
	· Improve authentication and personal validation services and procedures.

· Migrate to “roles based” and away from “rules based” authentication for Headquarters customers.

	Cost Effective Common Infrastructure and Services
	Enhance infrastructure services.
	· Create a secured service infrastructure that enables access anytime, from anywhere to any of Headquarters resources.

· Comply with the Rehabilitation Act.

	
	Focus efforts on continuous improvement.
	· Reduce costly service architecture models.

· Improve outsourcing services.


	Innovative Technology and Practices
	Deliver system services that help employees do their job.
	· Continue development of video conferencing and data/knowledge sharing services.

· Evaluate applicability and impact of high-speed network services.

· Provide secured access to services for visitors and roaming Headquarters users.
· Improve outsourcing services.
· 
· 


	
	Improve outreach services.
	· Expand multimedia services.

· Improve Web management.

· Improve Web search capability. 

	Support Emerging IT Areas
	Improve ability of infrastructure to adapt to and adopt emerging technologies.
	· Simplify the Headquarters network architecture.

· Simplify the Headquarters service delivery architecture.

· Migrate away from designs that require organizational, platform, or network dependence.

· Tie common services and service infrastructures to specific user requirements.

· Improve integration and acceptance testing. 

	
	Integrate Headquarters architecture into NASA services.
	· Implement Integrated Financial Management (IFM) components.


Safety and Security

NASA has made safety and security a primary concern for the entire Agency.  Headquarters accepts the challenge to improve its services in these areas by including safety and security concerns in all of our IT products and services and making them a major focus of our IT strategy.

Objective: Improve security for IT resources.

Headquarters will remain steadfast in provisioning secure services to its users and the public.  We are strongly committed to improving security in the face of ever-increasing threats to our resources, and sharing lessons learned with the rest of the Agency to promote common approaches.  Headquarters will continue to implement Agency standards and industry best practices as part of our continued commitment to providing our users with secure, widely available services.

Goal: Expand implementation standards for secure servers and applications.

Headquarters has adopted NPG 2810 as our baseline standard for IT security.  We will expand on the basic provisions of 2810, strengthening them at our Center to cover all service delivery platforms.  

Goal: Implement processes and procedures to ensure compliance with security standards.

Development of standards isn’t enough – Headquarters must ensure that the standards are being implemented.  We need to expand the use of validation tools such as Penetration Testing, Security Scanning, Password Auditing, War Dialing, etc. to ensure compliance and to ensure that the standards do provide the level of security we need.




Goal: Improve internal network security.

While the Headquarters network security perimeter is strong, we recognize that there is no question that it will fail to stop all intruders; the question is not if it will be breached but when.  We must be prepared for this eventuality by hardening the interior networks through stronger authentication and interior firewalls protecting the most sensitive assets of our internal infrastructure. Internal firewalls will also serve to cordon off areas where testing occurs (e.g. the Systems Engineering Facility, the NASA Research & Education Network, etc.) to ensure that attacks on and from these development areas are unsuccessful.

Goal: Enhance monitoring, response and coordination procedures to minimize damage in the event of a breach.

Threats to our infrastructure and services will continue to increase in volume and in effectiveness. We must prepare for many unpleasant scenarios, from espionage to total loss of our computer facility. What kind of decisions must be made under a variety of situations? We will put in place processes to respond to potential threats and test them to ensure that we clearly understand escalation to the proper authorities and service personnel. The Who-What-Where kinds of decisions will have standard operating procedures and contingency plans associated with them. Our goal will always be to minimize any damage from a breach and to react quickly to effect return to service.

Goal: Reduce reliance on client protection and improve security at the Headquarters services level.

Currently, Headquarters strategy for implementing protective measures such as virus protection is focused almost exclusively at the client level. While updated client protection must remain a critical element for our overall defense, we need to reduce the reliance (and burden) on client updates alone. Headquarters will develop and implement mechanisms where additional defensive measures like virus protection are deployed at the service level without adverse impact to service delivery in order to improve our response time to new threats and decrease our risk. 

Goal: Improve security awareness within the NASA Headquarters user and operations communities.

No matter how many security mechanisms we implement as providers, new threats veiled as enticements can coax unwary customers into circumventing them.  We will continue to improve our user outreach programs to ensure that every user at NASA Headquarters is aware of and complies with all IT security procedures.
Objective: Provide secure mechanisms for expanded user access.

Headquarters users are being called upon to act in a cross-discipline environment that is no longer Center-focused.  These users need access to their data from many locations around the world, and as broadband access becomes more common dial-up is no longer an attractive option.  Headquarters must provide them access to their data no matter where they are sited or what kind of Internet connection they have; and it must be done securely.
Goal: Improve authentication and personal validation services and procedures.

Case study after case study has shown that authentication of users is one of the strongest keys to improving IT security.  Simple password authentication isn’t enough; sophisticated attackers are able to compute or sniff reusable passwords.  Headquarters will continue to eliminate the use of clear text and reusable passwords throughout its IT services.  We will continue to deploy non-reusable password services such as SecurID as well as explore new technologies such as biometrics and Public Key Infrastructure services. 

Goal: Migrate to “Roles based” and away from “Rules based” authentication for Headquarters customers.

Today, once a customer is strongly authenticated, they are often granted access to everything that is on a server or network instead of the specific files, databases, web pages, etc. that the user should be restricted to. This situation makes multiple data sets vulnerable to a compromise of a single account or a successful breach of our perimeter. Headquarters will focus on implementing information architecture strategies that associate individuals with the services and data they are authorized to use. 

Cost Effective Common Infrastructure and Services

As IT services become more and more a commodity item, cost and delivery efficiency can be gained only through the merging of disparate service offerings into a common infrastructure.  Headquarters is committed to reducing redundancy and service replication in our infrastructure while providing the stable, highly reliable services our users need.
Objective: Enhanced infrastructure services.

To consolidate infrastructure services we must first guarantee that the common infrastructure provides all of the services that the Headquarters community needs.  Our objective is to continually improve and re-align our infrastructure to provide all services that help our employees work efficiently and cost effectively.
Create a secured service infrastructure that enables access anytime, from anywhere to any of Headquarters resources.

Key services provided by the Headquarters infrastructure - E-mail, calendaring, internal Web pages, and user shared files - need to be available to users regardless of where they are located or what systems they have available.  Headquarters needs to implement a universally available secure access approach to allow its users access to at least these basic services.
Goal: Comply with the Rehabilitation Act.

The services and products used by Headquarters personnel and the public must be available to individuals with disabilities. The Rehabilitation Act mandates that all products and services produced be available to the disabled community.  On an ongoing basis, Headquarters is committed to insuring all of its IT services are Section 508 compliant.  

Objective: Focus efforts on continuous improvement. 

While remaining current with evolving technologies and Agency direction is fundamental to a successful IT organization, the focus must be on determining if improvements to current capabilities is cost effective and timely. Headquarters will methodically projectize our efforts to look inwards and apply IT knowledge to our infrastructure and services to determine when and where improvements will be the most effective.  

Goal: Reduce costly service architecture models.

The Headquarters computer room hosts dozens of file servers. Over two thirds of these systems are efficiently running a Unix operating system and services based on mature Internet standards. However the costs and effort to maintain and operate the remaining third of the file servers exceeds the total of all of the operating and maintenance costs of the Unix systems. Headquarters will develop strategies to reduce the costs of running services hosted on proprietary systems.

Goal: Improve outsourcing services.

Through its Outsourcing Desktops Initiative for NASA (ODIN) program NASA has moved its day-to-day desktop operations into a commodity-based paradigm.  Headquarters goal is to evaluate our own experience in the ODIN effort and recommend improvements in approach and execution. 
Innovative Technology and Practices

Headquarters employees need to participate in a world that is constantly evolving, and they require IT services that remain current with the Industry.  Headquarters is committed to constant study and, where appropriate, infusion of new technologies to improve our employees’ IT capabilities.

Objective: Deliver services that help individuals do their job.

New technologies are constantly being developed in the IT world.  Headquarters will evaluate these technologies against employees work processes to ensure that we only implement those technologies that can best help employees be more efficient in performing their jobs.

Goal: Continue development of video conferencing and data/knowledge sharing services.

Working with several of our customers’ Offices, Headquarters seeks to study the work practices of specific employees and apply technology to improve their efficiency and overall work experience.  Headquarters continues to support this effort through implementation of improved network infrastructures, multimedia facilities, interactive collaborative tools, etc. 

Goal: Evaluate applicability and impact of high-speed network services.

In FY 2000, The Office of Aerospace Technology provided NASA Headquarters with a network infrastructure designed to evaluate the bandwidth intensive applications such as interactive HDTV, information harvesting and data modeling that comprise the future of how NASA projects and programs will communicate with Headquarters. Currently referred to as The Office of Tomorrow, it is comprised of a high-speed connection to the NASA Research and Education Network and a gigabit Ethernet network isolated from the Headquarters institutional infrastructure. NASA Headquarters will participate with Agency and Enterprise efforts to evaluate candidate technologies and assess the appropriate and required mechanisms for adopting them as standard services.

Goal: 
Provide secured access to services for visitors and roaming Headquarters users.
Currently a visitor to Headquarters, whether from a NASA Center or a vendor demonstrating a product, is provided Internet service by either directly connecting to the Headquarters internal network or by submitting a service request to have a network drop activated. These guest connections to our internal network are a great security risk and the overhead for ad-hoc network activation is high. Headquarters will develop a capability that will distinguish between our resident customers and visitors. Our service will allow visitors to easily connect to our Internet service without putting them or us at risk and minimize the amount of provider involvement. This same capability will enable our resident customers to move equipment into conference and common areas and still maintain access to their services.

Goal: Create secured customer and guest wireless services for those users visiting or roaming at NASA Headquarters. 

More and more Headquarters employees and guests are using laptop computers that can be easily moved around the campus. Users need to have connectivity wherever they go.  Providing adequately wired drops anywhere a user might move would be cost prohibitive, complex, and possibly dangerous (trip hazards due to improperly run cables).  Today’s wireless solutions solve this problem.  Headquarters will aggressively pursue implementing a secure wireless facility for its users and general Internet access for our guests.
Objective: Improve outreach services.
Headquarters knows that our customer base is not only comprised of those employees on our campus, but also the rest of NASA and the American public at large.  As enabling technologies arise we must evaluate them against our infrastructure to ensure that we provide the best and most efficient outreach experience available.

Goal: Expand multimedia services.

Headquarters has been providing multimedia services over the Internet for some time.  We have produced dynamic CD-ROMs, Web audio- and video-casts, MBONE broadcasts, etc.  As the multimedia industry matures Headquarters needs to bring its services from experimental to production quality.  We also need to produce a standard mobile multimedia “kit” that can be used to bring these productions to Capitol Hill, conventions, and other event sites. 

Goal: Improve Web management and design.

Headquarters was an early adopter of World Wide Web technologies.  Many of our current Web pages are of this early vintage.  Headquarters needs to bring its Web face up to current standards, and to focus on accessibility standards as defined in the Rehabilitation Act.  Further our Web delivery servers were deployed before Web usage metric software and services were mature.  We need to add Web site usage metrics to our servers so that we can better understand how the public uses our services. We need to develop a more common look and feel to make it easier for our customers to navigate through the NASA information space - easier for the small businesses that are looking for opportunities to work with NASA; easier for teachers to build relevant curricula and for their students to learn and explore on their own; and easier for the public to find the one innovation, discovery or mission that inspires them. 
Goal: Improve Web search capability.

The Headquarters Web search capability was developed in the early years of the Web and has become outdated.  We need to bring our search capabilities up to current industry standards and broaden it to include all public information that can be delivered via the Web. The focus must be to make it easier for our users to find what they are looking for, while complying with emerging Agency standards for information protection. Bringing our search capabilities to current standards will not only improve service but will reduce duplication of data currently repeated on multiple pages.

Support Emerging IT Areas

The IT arena continues to rapidly expand with constant innovations in all areas of products and services.  Headquarters is often the showcase for how these new technologies are implemented and integrated into programs across the Agency.  Providing innovative support for emerging IT areas is crucial in our continuing efforts to help our user community to achieve success in their programs.

Objective: Improve ability of infrastructure to adapt and to adopt emerging technologies.
Headquarters hosts many program and project managers who need to have access to technologies developed, deployed, and/or used by their program counterparts.  The Headquarters network infrastructure must be able to act as a stable and adaptable foundation into which new technologies such as high-resolution conferencing, auto-stereoscopic displays, information landscapes, etc. can be integrated quickly and reliably.
Goal: Simplify the Headquarters network architecture.

The current Headquarters network architecture was largely developed in the early days of desktop networking. The print architecture in particular is based on a service model dating from before the advent of workstation-based spooling systems.  Similarly the file server system was designed to store data and cannot be adapted to a knowledge-based service.  Headquarters must re-think its service delivery from the ground up to ensure a single unified, adaptable, user-friendly platform on which to build tomorrow’s network applications.

Goal: Simplify the Headquarters service delivery architecture.

The service delivery model on which the Headquarters network services are built is the product of Headquarters’ early adoption of networked IT services.  Service delivery was often focused on a specific requirement or set of requirements, often at the Office level.  As a result, the delivery platform for a service was often developed independently for that service resulting in a proliferation of custom, often incompatible, platforms.  Headquarters needs to revisit this situation and develop a single, simplified, service delivery architecture to which all new applications will be built and where appropriate to which existing services will be migrated.

Goal: Migrate away from designs that require organizational, platform, or network dependence.

Much has been done at Headquarters to consolidate servers, however designs for services that run on those servers still focus on specific organizations or delivery platforms. Because many of the back-end services are slight variations of a finite set of applications, it seems some consolidation is possible and beneficial. To gain economies of scale Headquarters must focus on consolidating not only server platforms and desktops, but also the services offered on them.  Implementing cross-departmental requirements studies to consolidate applications, and their back-end support services, is important to providing cost-effective service support.

Goal: Tie common services and service infrastructures to specific user requirements.

Some of the current Headquarters service offerings implemented to meet a single requirement or an anticipated requirement that may no longer be valid or be may be met through other mechanisms.  Other services were designed when available solutions were in their infancy (e.g. our file architecture).  Headquarters needs to revalidate its services and service architectures to ensure that current user needs are being met, to minimize redundancy, and to eliminate “one of a kind” solutions where appropriate.

Goal: Improve integration and acceptance testing.

The primary place where new Headquarters services are tested is the Systems Engineering Facility (SEF).  The SEF needs to be a dynamic facility able to provide, host, and test candidate service solutions. Full integration testing in the SEF before deployment reduces the risks of implementing new services. Headquarters needs to focus attention on the SEF requirements to ensure it is able to support the activities mandated by this Strategic Plan.
Objective: Integrate Headquarters’ infrastructure into common Agency-wide services. 
There are a number of efforts that span the Agency for providing common services to reduce costs and improve efficiency.  Headquarters must prepare its infrastructure to support these and future efforts as they reach deployment.


Goal: Implement Integrated Financial Management components.

The design of the Integrated Financial Management (IFM) services imposes a special challenge to our infrastructure since they require integration of internal services into a NASA-Wide infrastructure.  We continue to work with the IFM management team to ensure that the IFM roll-out is not only successful, but also does not impose risks to or burdens on the Headquarters infrastructure.
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