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1 Introduction

The IT Tactical Plan for FY 2002 through FY 2004 will continue to build on the accomplishments of the previous years by adhering to the broader vision presented by the NASA Strategic Plan.  Through the selection of open standards technology to address the strategic areas of IT streamlining, leveraging IT resources, and supporting the NASA mission, the tactical plan will provide the intermediate steps to fulfill that vision. 

In this fiscal period, the challenges faced by NASA Headquarters represent both infrastructure upgrades and the introduction of new services.  The upgrades must be made with little disruption to user business routines.  The new developments must increase user capability, and in many cases, produce a synergy with the legacy applications.

Several projects have a very broad level of participation and agency attention.  For example, the introduction of new services such as Secure Nomadic Access (SNA) and the Enhanced Executive Video Conferencing (E2VC) systems have the attention of the NASA Administrator and the Enterprise Associate Administrators.  Consequently, particular attention will be paid to these systems and they will have priority over less notable systems enhancements.  Other technical areas of interest include: streaming media, IT Security enhancements, wireless technology, improved web management, IFM support, updating E-mail and calendaring services, designing a new storage metaphor to support knowledge management, simplifying the network architecture, and providing Hill support.  Together these projects and ongoing support tasks represent a quantum leap in performance and usher in the era of true high bandwidth services.  The assimilation of these technologies into the daily lives of NASA employees promises to increase versatility and productivity. 

This Tactical Plan is organized around the four major focus areas of the Strategic Plan.  Subsequent sections of this Plan presents the tactical agenda organized to reflect each of the Strategic Plan initiatives.  Each tactical plan item includes deliverables, manpower, and ODC cost estimates for each fiscal year.

2 Safety and Security

2.1 Improve security for IT resources

2.1.1 Implementation standards for secure services and applications

2.1.1.1 Improve the 224 process

The NASA Form 224 process provides a mechanism for NASA management personnel to authorize access to various Headquarters resources.  All access to IT services is authorized, managed, and tracked by the 224 process, therefore this process is vital to securing Headquarters facilities and services.  Unfortunately this process developed over time by combining and extending a number of other processes; the result has been complex, confusing, contradictory, and often inaccurate.  Specific issues with the process are:

· It is often not clear what access a user requires; thus users often ask for access that they do not need or do not ask for access that they need.

· It is not always clear when the 224 process itself is required for a specific type of access (e.g., there was recently confusion as to whether or not a Form 224 is required to create an E-mail mailing list).

· It is often unclear what signatures are required.

· The 224 data is stored in a number of different databases, making reporting and updates difficult.

· The check-out process for both civil servant and contractor personnel does not properly integrate with the 224 process, especially when authorizing personnel leave.

The problems with the process must be addressed from both policy and procedure perspectives.  

Deliverables

	Deliverable
	Date

	Revised 224 Policy
	August 2002

	Revised 224 Procedures
	September 2002

	224 Processing Support System
	August 2003

	User Documentation
	September 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Policy Development
	2.0
	
	
	
	
	

	Process Development
	0.5
	
	
	
	
	

	Process Implementation
	
	
	2.0
	
	
	

	224 Support System
	
	
	0.5
	$20K
	
	

	User documentation
	
	
	1.0
	
	
	

	Develop Authorization System
	
	
	
	
	1.0
	$25K

	Total
	2.5
	$0
	3.5
	$20K
	1.0
	$25K


2.1.1.2 Develop contingency plan

While NASA Headquarters has a number of disparate disaster recovery plans, there is no single plan that not only provides for disasters but also for various contingencies that might arise (such as the events of 9/11/2001).  This task integrates and expands the existing disaster recovery and contingency plans into a single authoritative plan.

Further, the task will implement a fail-over service for Headquarters’ most critical communications requirements (e.g., E-mail and web services).

Deliverables

	Deliverable
	Date

	Contingency plan outline
	September 2002

	Contingency plan draft
	September 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Outline development
	0.5
	$0K
	
	
	
	

	Integration plan
	0.5
	$0K
	
	
	
	

	Plan development
	
	
	1.0
	$0K
	
	

	Implement fail-over service
	
	
	
	
	1.0
	$100K

	Total
	1.0 
	$0K
	1.0 
	$0K
	1.0
	$100K


2.1.2 Processes and procedures to ensure compliance with security standards

2.1.2.1 Perform annual penetration tests

NASA headquarters must perform annual network penetration tests as a way to audit the veracity of its security configuration.  The results of the audit are used to find and rectify any potential weaknesses.  The mechanics of the test includes the monitoring of intentional penetration attempts to breach the NASA Headquarters network perimeter.  This provides a valuable training tool for members of the engineering staff, and also provides an essential review to validate the integrity of the current and future network perimeter defenses.

Deliverables

	Deliverable
	Date

	Develop Approach
	April 2002

	Annual Penetration Test
	May 2002

	Annual Penetration Test
	May 2003

	Annual Penetration Test
	May 2004


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Approach Development
	0.25
	$5K
	0.25
	$15K
	0.25
	$20K

	Conduct Test
	1.0
	$0K
	1.0
	$0K
	1.0
	$0K

	Total
	1.25
	$5K
	1.25
	$15K
	1.25
	$20K


2.1.2.2 Implement quarterly security scans

As an ongoing security support measure, NASA Headquarters will conduct quarterly security scans.  These scans are, in essence, the first step in an internal penetration test.  They provide a blueprint of accessible computers and services.  Each quarterly scan can act as a baseline for comparison to the subsequent scans, and contrasted against the known network configuration.  Any unexpected results will be investigated as security anomalies until they are proven otherwise.

Deliverables

	Deliverable
	Date

	Procure, install, and/or configure scanning tools
	May 2002

	Develop quarterly scan procedures
	May 2002

	Execute quarterly security scans
	ongoing


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Tool Acquisition
	0.1
	$20K
	0.1
	$10K
	0.1
	$10K

	Develop Procedures
	0.5
	$0K
	0.1
	$0K
	0.1
	$0K

	Conduct Scans
	0.25
	$0K
	0.25
	$0K
	0.25
	$0K

	Total
	1.75
	$20K
	0.45
	$10K
	0.45
	$10K


2.1.2.3 Implement quarterly password audits

Re-usable passwords represent a continuing security threat, because they can be shared with or guessed by an unauthorized person.  As such, they require ongoing monitoring to ensure that they are well chosen and that they are changed periodically.  NASA security standards (e.g., 2810) also require periodic reviews relating to password management.

Deliverables

	Deliverable
	Date

	Develop password audit procedure
	July 2002

	Procure commercial auditing tools, if required
	December 2002

	Quarterly password audits
	ongoing


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Develop Procedures
	0.5
	$0K
	0.1
	$0K
	0.1
	$0K

	Procure tools
	0.1
	$50K
	0.1
	$5K
	0.1
	$25K

	Conduct Audits
	0.25
	$0K
	0.25
	$0K
	0.25
	$0K

	Total
	0.85
	$50K
	0.45
	$5K
	0.45
	$25K


2.1.2.4 Implement monthly “War Dialing”

One of the greatest ongoing dangers to the network security infrastructure is the risk that someone will, intentionally or unintentionally bypass the firewall infrastructure by creating unmanaged out-of-band dial-in services with a modem and telephone line.  As an ongoing operational security measure, NASA Headquarters will scan all known telephone lines used by Headquarters and its subcontractors for unauthorized data and fax/data modems.  Any unexpected modem-based services connected to NASA Headquarters networks will be investigated and appropriate corrective action taken.

In subsequent years, when the Headquarters wireless LAN is in production, this task will be expanded to include scanning for unauthorized wireless LAN users.

Deliverables

	Deliverable
	Date

	Develop “War Dialing” procedure
	September 2002

	Procure Tools
	September 2002

	Conduct Audit
	ongoing


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Develop Procedures
	0.5
	$0K
	0.1
	$0K
	0.1
	$0K

	Procure Tools
	0.1
	$50K
	0.1
	$15K
	0.1
	$10K

	Conduct Audits
	0.25
	$0K
	0.25
	$0K
	0.25
	$0K

	Total
	0.85
	$50K
	0.45
	$15K
	0.45
	$10K


2.1.2.5 Implement Network Intrusion Detection on the Private Network

The objective of this activity is to enhance the capability to detect anomalous network activity within the NASA Headquarters private network.  The existing network intrusion detection systems have been deployed to monitor activity that traverses the network perimeter outside of the Headquarters border router. There is no active IDS monitoring of internal network traffic that does not cross the perimeter network. The deployment of internal IDS will provide the capability to detect and send alerts to network security personnel of anomalous activity that could potentially impact critical Headquarters internal services and workstations. 

Deliverables

	Deliverable
	Date

	Develop procedures
	August 2002

	Install Network Intrusion Detection devices
	September 2002

	Ongoing Monitoring
	ongoing


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Develop Procedures
	0.15
	$0K
	
	
	
	

	Install NIDs
	0.1
	$15K
	0.1
	$15K
	0.1
	$10K

	Ongoing Monitoring
	
	
	0.1
	$2K
	0.1
	$2K

	Total
	0.25
	$15K
	0.2
	$17K
	0.2
	$12K


2.1.2.6 Establish and maintain an ITS baseline 

NPG2810 mandates that each Center shall assemble and maintain a documented IT Security Baseline.  This should include all policies and procedures, and compliance documentation.  Headquarters does not have such a baseline.

Deliverables

	Deliverable
	Date

	Draft Development Plan for Baseline
	August 2002

	ITS Baseline Document
	May 2003

	Ongoing Refresh of ITS Baseline
	ongoing


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Draft Development Plan
	0.1
	$0K
	
	
	
	

	Write ITS Baseline
	
	
	1.0
	$0K
	
	

	Document Maintenance
	
	
	
	
	0.1
	$0K

	Total
	0.1
	$0K
	1.0
	$0K
	0.1
	$0K


2.1.3 Improve internal network security

2.1.3.1 Firewall for NOC, SEF, and Developer Network

This task improves internal security by providing controlled access between Headquarters Intranet assets and networks on which systems are being developed.  Not only are systems that are in development a risk because they are in the process of being built-out and have not been fully secured, but the development process itself can generate infrastructure anomalies that cause user outages.  In addition to isolating the development networks, this task also provides controlled access to Network Operations Center (NOC) assets.  The Headquarters NOC controls all aspects of Headquarters networks, including perimeter firewalls and thus must be carefully protected.

Deliverables

	Deliverable
	Date

	NOC Firewall
	January 2002

	Developer Network Management Plan
	May 2002

	Developer Network firewall operational
	July 2002

	SEF Network Management Plan
	June 2002

	SEF network firewall operational
	July 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Management plan development
	0.50
	$0K
	
	
	
	

	Firewalls
	0.25
	$60K
	0.3
	$25K
	0.3
	$25K

	Implementation effort
	0.50
	$0K
	
	
	
	

	Maintenance and Operation
	
	
	0.1
	$12K
	0.1
	$12K

	Total
	1.25
	$60K
	0.4
	$37K
	0.4
	$37K


2.2 Provide secure mechanisms for expanded user access

2.2.1 Improve authentication and personal validation services and procedures

Expand Use of SecurID-enabled Services

SecurID tokens have been successfully deployed at NASA Headquarters for over three years, and are used to secure access to the Headquarters dial-up service, major network components, and critical enterprise servers.  Due to the broad array of services and applications that support their use, SecurID tokens are a viable alternative to traditional reusable passwords for authenticating user access.  This task will identify services with re-usable clear-text passwords and other applications that can benefit from using SecurID tokens, and prioritize their implementation based on cost and level of effort to develop.  Particular emphasis will be placed on upgrading the ACE authentication service, cross-Center (e.g. cross-realm) authentication, and providing SecurID capabilities for inter-Center applications.

Deliverables

	Deliverable
	Date

	Upgraded ACE server
	July 2002

	Cross-Center Authentication MOU
	October 2002

	Cross-Center Authentication Service
	January 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Upgraded ACE server
	 1.0
	$20K
	
	$10K
	
	

	Cross-Center Authentication MOU
	0.5
	$3K
	
	
	
	

	Cross-Center Authentication Service
	
	
	0.5
	$60K
	
	

	Additional tokens and licensing
	
	
	
	$106K
	
	$145K

	Smart Card Integration
	
	
	1.0
	$30K
	0.5
	$40K

	Maintenance
	
	
	0.1
	$4K
	0.5
	$20K

	Total
	1.5 
	$23K 
	1.6 
	$210K 
	1.0
	$205K


2.2.1.1 Expand use of Public Key Infrastructure (PKI) services

At Headquarters, most of our forms processing is done via physical paper.  This means that the forms must be hand-carried from inbox to inbox, resulting in very slow processing times.  One of the capabilities provided by the PKI is digital signature.  We would like to utilize the built-in Entrust plug-ins provided by Informed Filler to begin migration to electronic media to streamline forms processing.  We plan to migrate at least one form to electronic media and pilot test the new associated processes.  Feedback from the pilot test will allow us to measure the improved processing and identify any new issues, such as electronic forms archiving.

Another area of investigation is the use of encrypted mailing lists.  Entrust provided E-Mail plug-ins which allow for encryption of email messages, however, the encryption process is slow and cumbersome for a large list of recipients.  NASA ARC has recently developed an add-on to majordomo, a public list server, to allow encryption and distribution of email messages from a server.  This removes most of the processing and configuration required on the desktop client.  Headquarters would like to leverage on the service provided by ARC to develop several encrypted mailing lists.  We plan to initially pilot this capability based on the service provided by ARC but then eventually move to production support. 

Deliverables

	Deliverable
	Date

	Forms Pilot Test
	June 2003

	Forms Pilot Assessment
	August 2003

	Encrypted Email List pilot test
	June 2003

	Encrypted Email lists supported
	September 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Pilot Tests
	
	
	0.5
	$50K
	
	

	Develop Lists Service
	
	
	0.15
	$20K
	
	

	Maintenance
	
	
	
	
	0.1
	$10K

	Total
	
	
	0.65
	$70K
	0.1
	$10K


2.2.2 Migrate to “roles based” authentication

2.2.2.1 Investigate new service delivery alternatives

The current authentication scheme employed at Headquarters is user id centric.  All data and application access is granted with relation to specific user ids.  This makes it very difficult to adapt when individuals change jobs, leave Headquarters, or change responsibility.  If access is granted on a role basis rather than an individual basis, the move/add/change process becomes much more efficient and cost-effective.

A study will be performed to architect a move from a user id centric scheme to a group id centric scheme.  Group ids are believed to be the best method to implement role-based authentication.  The study must also include the impact of migrating data and application access to the new scheme.  Due to the vast nature of this activity, it is very difficult to gauge any impact without completing the study.

Deliverables

	Deliverable
	Date

	Role based authentication study
	March 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Role based authentication study
	
	
	0.5
	$0K
	
	

	Total
	
	
	0.5
	$0K
	
	


3 Cost Effective Common Infrastructure and Services

3.1 Enhance infrastructure services

3.1.1 Create secured service infrastructure

3.1.1.1 Develop and deploy Secure Nomadic Access (SNA) services

Secure Nomadic Access is a highly anticipated project that is being implemented at multiple levels within NASA.  Currently there are two main thrusts in SNA development.  The first effort is CIO SRR #68 which will deliver a SNA prototype to 5 NASA Centers.  The second is an effort to replace and expand the original Code M prototype at NASA Headquarters.  These prototypes will provide file access and Intranet browsing to home-bound or traveling Headquarters users.  The SNA project will provide an innovative new mobile work paradigm for NASA employees that will allow them to securely access files located at their home Center with the same convenience they possess sitting at their work desks.  The SNA will safely provide information connectivity via high speed DSL, cable, ISDN, or Internet lines to the user’s home Center without having to dial in.  Once connected, users will be presented with a web interface that is accessible from any platform that supports a browser.  

The deliverables of these tasks include:

· An SNA prototype for five (5) Centers which includes SMB and Intranet brokers.

· A Headquarters SNA prototype which includes an SMB broker, and Intranet Broker, and E-mail access

· Supporting documentation
Deliverables

	Deliverable
	Date

	Implement Expanded SNA Prototype at Headquarters
	November 2002

	Delivery of SNA prototype to five (5) Centers
	August 2002

	SNA progress report for SRR #68
	August 2002

	Authentication Recommendations paper
	September 2002

	Servlet Best Practices paper
	September 2002

	Lessons Learned paper
	October 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Development
	4.1
	$100K
	
	
	
	

	User Support
	0.2
	
	
	
	
	

	Training
	0.2
	
	
	
	
	

	Maintenance
	
	
	0.2
	$25K
	0.2
	$25K

	Total
	4.4
	$100K
	0.2
	$25K
	0.2
	$25K


3.1.2 Comply with the Rehabilitation Act (Section 508)

3.1.2.1 Web application renovation

The Rehabilitation Act (Section 508) was adopted to remove the barriers to electronic information technology that have been created as a result of inaccessible design for disabled users in the Federal Government and the general public. There are thousands of web pages and many applications that will need to be updated for Section 508 compliance. The list of applications includes all active custom web applications at NASA Headquarters that need to be renovated for accessibility and supported by the ISEM task order. The web application renovation effort incorporates the redesign of web applications to run under both Internet Explorer and Netscape. This effort seeks to utilize commercial tools to disposition the inventory of NASA Headquarters web pages and prioritize them for replacement, update, or retirement.

Deliverables

	Deliverable
	Date

	Web Applications renovated to 508 Compliance
	scheduled by SR per application


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Software Developers
	5.0
	$15K
	2.8
	$0K
	2.8
	$0K

	Project Manager
	0.5
	$0K
	0.2
	$0K
	0.2
	$0K

	 See 508 Web App ROM Estimate
	
	
	
	
	
	

	Total
	5.5
	$15K
	3.0
	$0K
	3.0
	$0K


3.2 Focus on continuous improvement

3.2.1 Reduce costly service architecture models

3.2.1.1 Service model architecture review

Our experience has shown that UNIX systems provide a stable platform for deploying disparate systems on a single host.  This task seeks to determine the feasibility of converting cost-inefficient Windows/NT systems into UNIX platforms.

Deliverables

	Deliverable
	Date

	UNIX Conversion Study
	September 2003

	Prototype File/Print Server
	January 2004


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Execute Study
	
	
	0.25
	$20K
	
	

	Prototype File/Print Server
	
	
	
	
	0.1
	$25K

	Total **
	
	
	0.25
	$20K
	0.1
	$25K


** Note: ODC items will be funded through the ODIN catalog.

3.2.1.2 Install A VoIP telephony infrastructure at NASA HQ

This task will work toward replacing NASA Headquarters’ Centrex-based telephony system with a “Voice over IP” (VoIP) telephony service that is integrated with the data network.  This will eliminate the duplicate telephony services that currently run in parallel to the data network, realizing cost savings.  Also, during the terrorist attacks of September 11, 2001, NASA Headquarters’ Centrex-based telephony services were severely impacted by emergency services, while the existing data network continued operations.  Thus a VoIP-based telephony system may provide redundancy in emergency situations.

This approach replaces the current Centrex service.  All existing telephones at HQ will be replaced with IP-based multifunction digital phones.  This alternative assumes an accelerated schedule for the replacement of all of the phones at HQ.  This approach does not require changing the users existing phone number.  Access to the existing voice mail system will also be retained.  An option is available to replace the voice mail system with a new integrated solution as well.

All users within HQ will be connected to the call manager will retain the ability to communicate with each other in the event of a loss of dial tone provided by the phone company.  Persistent communication via the Public Switched Telephone Network (PSTN) will be dependent on the resiliency of the phone company’s network.  The strategy related to this solution requires that the PRI circuits installed be procured from 2 separate facilities to provide a measure of reliability.  Emergency communication with remote NASA centers is facilitated via an IP gateway that is integrated into the converged voice and data network infrastructure.  Voice traffic, unable to traverse the local PSTN, would be routed to the IP gateway and transmitted over NASA’s WAN to a remote center with commensurate capability.  The quality of the voice signal will be maintained by the implementation of voice grade 10/100Mbps ports in the upgraded infrastructure switches.  These new switches are Quality of Service (QoS) enabled and designed to segregate and provide priority to the voice signals over normal data traffic.  The upgraded infrastructure also provides power directly to the phones eliminating the need for power transformers at the desk or in the wiring closet.  QoS must be implemented across the WAN to ensure the voice signal is not degraded as it is passed onto remote sites.

Deliverables

	Deliverable
	Date

	Upgrade 2 main Concourse switches
	September 2002

	Install 150 IP telephones
	September 2002

	Upgrade all Comm closet switches
	September 2003

	Install 650 IP telephones
	September 2003

	Upgrade Cisco routers

	September 2004

	Install 700 IP telephones
	September 2004


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	VoIP Deployment
	2.0
	$250K
	2.0
	$600K
	2.0
	$400K

	Total
	2.0
	$250K
	2.0
	$600K
	2.0
	$400K


3.2.2 Improve outsourcing services

3.2.2.1 Review the ODIN program

Through its Outsourcing Desktops Initiative for NASA (ODIN) program NASA has moved its day-to-day desktop operations into a commodity-based paradigm.  Headquarters goal is to evaluate our own experience in the ODIN effort and make improvements in approach and execution in future Delivery Orders.

Deliverables

	Deliverable
	Date

	
	

	
	


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total
	
	$0
	
	$0
	
	$0


3.2.3 Migrate Away From Legacy Applications

3.2.3.1 Develop legacy application migration strategy

Deliverables

	Deliverable
	Date

	
	

	
	


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total
	
	$0
	
	$0
	
	$0


3.2.4 Refresh the HATS Application

3.2.4.1 Review and refresh the HATS application

Deliverables

	Deliverable
	Date

	
	

	
	


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total
	
	$0
	
	$0
	
	$0


4 Innovative Technology and Practices

4.1 Deliver system services that help employees do their job

4.1.1 Develop videoconferencing and data/knowledge sharing services

4.1.1.1 Develop an Executive Enhanced Video Conferencing system

Enhanced Executive Video Conferencing (E2VC) system will support high fidelity video conferencing and document sharing over the wide area network. The enabler to this technology is the OC12 network sponsored by Code R that allows gigabit-Ethernet connections to be established between several NASA Centers. Currently, the project has delivered:

· Detailed design drawings

· Built and demonstrated prototypes to Enterprise stakeholders

· Collected detailed requirements 

The effort will be led by Marshall Space Flight Center with support from Headquarters. The support has taken the form of comparative analysis, technical specifications, systems designs, infrastructure requirements documents, customer requirements, detailed budgetary pricing, and prototype results. There has also been significant vendor identification support to streamline the procurement process.  Technically, the system will:

· Support four parties in a high definition video conference

· Support and display high-resolution data modeling to large audiences.

· Enable a high-resolution, full motion, full-featured collaborative environment (electronic document, paper or video feed viewing). 

· Provide a highly interactive remote knowledge management capability across NASA.

· Provide a test-bed for exploring new procedures and technologies for enhancing knowledge sharing and searching. 

Deliverables

	Deliverable
	Date

	
	


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	
	
	
	
	
	
	

	Total
	
	
	1.0
	$150,000
	1.0
	$100,000


4.1.2 Evaluate applicability and impact of high-speed network services

4.1.2.1 Assess Technology Impact

Conduct an assessment of currently deployed and projected technologies that will be used at Headquarters that require high wide area network bandwidth. NASA Headquarters currently hosts multiple cyber conferences and streaming video. These services produce high volumes of network traffic and without imposing severe limitations would exceed the capacity of the existing T3 network connection. An assessment of the bandwidth requirements of these technologies will be conducted to allow for the proper scaling of the Headquarters wide area network connection.  

Deliverables

	Deliverable
	Date

	Technology bandwidth impact assessment
	May 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Conduct Assessment
	0.1
	$0K
	
	
	
	

	Total
	0.1
	$0K
	
	
	
	


4.1.3 Provide secure access to services for visitors and mobile HQ users

4.1.3.1 Develop and deploy a Headquarters Guest Network

Headquarters visitors require access to the Internet to acquire data, demonstrate products, etc.  Currently the only mechanism for provisioning Internet access is to connect the visitors directly to the Headquarters private network.  This is clearly a serious security risk.  In addition Headquarters users need to access intranet services from conference rooms during demonstrations.  Headquarters needs to provision a service that permits non-Headquarters personnel to gain access to the Internet without compromising its private network while still permitting authorized Headquarters users access to their files and services.  This initiative creates a Headquarters Guest Network that allows anyone to connect to the Internet while also providing a Virtual Private Network (VPN) service to permit Headquarters-authorized users direct access to the private network.

Deliverables

	Deliverable
	Date

	Access policies and procedures
	May 2002

	Guest infrastructure
	June 2002

	VPN for Headquarters users
	June 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Policy and planning
	0.25
	$0K
	
	
	
	

	Firewall
	0.25
	$30K
	
	
	
	

	Implementation
	0.25
	$0K
	
	
	
	

	Security Enhancements
	
	
	0.1
	$34K
	0.1
	$24K

	Maintenance and Operation
	
	
	0.1
	$6K
	0.1
	$6K

	Total
	0.75 
	$30K
	0.2
	$40K
	0.2
	$30K


4.1.3.2 Develop and deploy a wireless data network

Many users at and visitors to NASA Headquarters have mobile systems (laptops, PDAs, etc.) that they use in areas of the building other than their desks (e.g. conference rooms).  These users need to retain network connectivity while they move about the building.   The wireless project entails positioning wireless transceivers throughout NASA headquarters and providing roving laptop and some desktop wireless connectivity to the NASA LAN.  The wireless transceivers will use the IEEE 802.11b protocol.  The wireless project will be implemented in two phases; the first phase will be test wireless access on two floors of the Headquarters building.  The second phase will expand service to the rest of the building.

As part of the analysis in determining a secure method of providing wireless networking, it will be necessary to reexamine the use of publicly accessible ACE services and network port security.  The outcome of this effort would be recommendations on how and where to apply both these technologies.  

The wireless service will leverage the services provided by the Headquarters Guest Network described above.  By deploying the wireless access points on the guest network we can extend the services provided by that network to fully mobile users at Headquarters at virtually no cost.

Deliverables

	Deliverable
	Date

	Product selection
	October 2001

	Site survey/planning
	April 2002

	Access processes and procedures
	May 2002

	Implementation
	December 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Planning/Procedures
	0.25
	$0K
	
	
	
	

	Acquisition and installation
	0.5
	$75K
	0.5
	$100K
	
	$90K

	Process training/turnover
	0.25
	$0K
	
	
	
	

	Maintenance and Operation
	
	
	
	$20K
	0.1
	$20K

	Total
	1.0
	$75K
	0.5
	$120K
	0.1
	$110K


4.1.4 Provide a Web Portal Service

4.1.4.1 Develop and deploy a NASA HQ Personal Web Portal service

Deliverables

	Deliverable
	Date

	
	

	
	


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total
	
	
	
	$100K
	
	$100K


4.2 Improve outreach services

4.2.1 Expand multimedia services

4.2.1.1 Improve Webcast capability

NASA Headquarters has been called upon to support extremely quick turn-around - short time frame demands of Webcasting for a variety of activities for the NASA Administrator and NASA Enterprises.  To ensure the continuation of quality and on-demand Webcasts it has become apparent that production quality hardware is required.
Specifically, NASA Headquarters has a need to provide a strong in-house multimedia production and transmission infrastructure to support internal and external streams; digitizing existing analog or digital material for web download or Webcasting; and video and audio creation to support NASA Headquarters and the NASA Administrator and Enterprise Associate Administrators in variable environments with high quality streaming media content.  

Deliverables

	Deliverable
	Date

	Multimedia production system 
	September 2002

	Multimedia production procedures
	September 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Develop and Deploy System
	0.5
	$80K
	
	$80K
	
	$80K

	Maintenance
	
	
	1.0
	$0K
	1.0
	$0K

	Future Technology Refresh
	
	
	
	
	
	$100K

	Total
	0.5
	$80K
	1.0
	$80K
	1.0
	$180K


4.2.1.2 Produce a multimedia kit

There is often the need to present and transmit Internet compatible content derived from a senior level presentation while on travel.  Webcast productions have the added dimension of being interactive. Producing a professional Webcast requires studio quality equipment for recording, editing, converting, and transmitting the stream. Additionally, the equipment suite required to support this activity must be able to support interactive moderated chat sessions from participants located around the world. The goal of this activity will be a set of equipment recommendations and detailed designs to create this portable suite of equipment. 

Deliverables

	Deliverable
	Date

	Detailed Design
	September 2002

	Multimedia Kit
	May 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Develop Recommendations
	0.25
	$0K
	
	
	
	

	Multimedia Kit
	
	
	0.25
	$100K
	
	

	Maintenance and Operation
	
	
	0.5
	$0K
	0.5
	$20K

	Total
	0.25
	$0K
	0.75
	$100K
	0.5
	$20K


4.2.2 Improve Web management and design

4.2.2.1 Update the NASA Headquarters home and Intranet pages

The NASA Web presence requires updating from a navigational, informational, and artistic standpoint.  It contains broken links, poor navigation, and duplicate content.  It is also difficult to collect and present web usage statistics.  

A new NASA Web presence must be developed to address the shortcomings and effectively communicate with the public.  A NASA information architecture must be developed, including taxonomies and a thesaurus, and NASA must use metadata to describe its information for easy categorizing and retrieval.  Delivery items for this activity will be a new Web presence (including a revised navigation schema), an information architecture, and the implementation of a web usage statistics package.  The list of activities are shown below:

· Refresh NASA Web presence 

· Develop NASA information architecture standards and processes

· Update process for content updates and archives 

· Maintain ADA compliance 

· Maintain consistent look and feel.

· Recommend and implement Web usage statistics package

Deliverables

	Deliverable
	Date

	Coordinate with SRR#67 team to develop NASA information architecture standards and processes
	August 2002

	Refresh NASA Web presence 
	March 2003

	Update process for content updates and archives 
	March 2003

	Maintain ADA compliance 
	Ongoing

	Maintain consistent look and feel
	Ongoing

	Recommend Web usage statistics package
	Complete

	Procure, configure, test and implement Web usage statistics package
	December 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Develop Standards
	0.5
	$0K
	
	
	
	

	Web Statistics Package
	
	
	0.1
	$60K
	
	

	Maintenance and Operation
	
	
	1.0
	
	0.5
	$50K

	Total **
	0.5
	$0K
	1.1
	$60K
	0.5
	$50K


** Note: ODC items will be funded through the ODIN catalog.

4.2.3 Improve Web search capability

4.2.3.1 Implement new NASA Web search engine

NASA must be proactive in making research, technical, and business information available to its constituents and the general public. The NASA search engine is a fundamental tool for providing users with quick access to specific NASA information. We must provide the best and most efficient search methodology to locate NASA information as possible.

NASA Spacelink at MSFC is temporarily hosting the NASA-wide search engine.  The agreement for this support ends October 2002.  A replacement search tool suite must be procured and implemented.  

Deliverables
	Deliverable
	Date

	Research and recommend search engine hardware and software
	Complete

	Procure hardware and software
	July, 2002

	Install, configure, and test search engine
	September, 2002

	Place search engine in production service
	October, 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Implement Search Engine
	
	
	0.8
	$330
	0.8
	$100K

	Maintenance and Operation
	
	
	0.2
	$70K
	0.2
	$50K

	Total
	
	
	1.0
	$400K
	1.0
	$150K


5 Support Emerging IT Areas

5.1 Improve ability of infrastructure to adapt

5.1.1 Simplify the Headquarters service delivery architecture

5.1.1.1 Simplify the Headquarters VLAN architecture

The Headquarters private network currently supports over 62 Virtual Local Area Networks (VLANs).  This architecture is historical and dates from the early days of Headquarters networking where each organization procured, installed, and managed its own services independently.  This architecture has become extremely burdensome over time as organizations move about the building, disband, reform, split, etc.  There is no compelling reason to continue this architecture, and abandoning it will greatly reduce the effort needed to support reorganizations, re-stacking, etc.  This effort “flattens” out the network into a manageable number of sub-networks/VLANs and provides modern support services (e.g. DHCP).

Deliverables

	Deliverable
	Date

	Analysis and recommendation
	September 2002

	Detailed implementation plan
	January 2003

	Implementation Complete
	May 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Perform Analysis
	0.1
	$0K
	
	
	
	

	Develop Plan
	
	
	0.1
	$0K
	
	

	Implementation
	
	
	2
	$0K
	
	

	Total
	0.1
	$0K
	2.1
	$0K
	
	


5.1.1.2 Develop new Headquarters storage architecture

There are three primary storage architecture areas that need to be addressed at Headquarters:

· Individual users and groups file services

· Server file services

· Enterprise backup

Currently hqdata1-3 supplies all file services for users and groups.  The three servers present the data from a Dell SAN.  The current configuration is not flexible from a hardware or logical perspective.  This solution should be re-designed to meet the users needs and allow for easier administration.

Currently all application servers use direct connect-internal and external storage sub-systems.  There are JBOD and hardware RAID arrays attached when servers require more storage than what can be facilitated internally.  This configuration is very limiting and a poor utilization of resources.  It also does inhibits the ability to move to either a HA clustering environment or a load-balanced environment.  A move from direct-connect storage to either a SAN or NAS solution should be made for most production servers.

All production servers currently have their own individual tape drive for tape backups.  There are a number of different backup applications in use and individuals must visit all tape drives on a daily basis to change tapes.  An enterprise backup solution and a centralized tape library should be investigated.  The solution should be integrated to the first two initiatives.  If SAN/NAS solutions are implemented, server-less backup solutions should be implemented for them.

Deliverables

	Deliverable
	Date

	Individual users and groups file services architecture plan
	June 2002

	Server file services architecture plan
	August 2002

	Enterprise backup architecture plan
	September 2002

	Individual users and groups file services implementation
	October 2002

	Server file services implementation
	February 2003

	Enterprise backup implementation
	March 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Individual file services architecture
	1.5
	$0K
	
	
	
	

	Server file services architecture
	1.0
	$0K
	
	
	
	

	Enterprise backup architecture
	1.0
	$0K
	
	
	
	

	Individual file services implementation
	
	
	1.0
	$150K
	
	

	Server file services implementation
	
	
	1.0
	$300K
	
	

	Enterprise backup implementation
	
	
	1.0
	$150K
	
	

	Maintenance and Operations
	
	
	
	
	1.0
	$400K

	Total
	3.5
	$0K
	3.0
	$600K
	1.0
	$400K


5.1.1.3 Develop new Headquarters print architecture

Design and deploy a direct print subnet for network-capable printers at NASA Headquarters.  This subnet should support client workstations direct printing to printers supporting LPR/LPD, Windows Printing (via SMB), Jet Direct printing, and/or AppleTalk printing.  The subnet should provide adequate packet filtering or firewalling to protect the printers from attack, and should log all attack attempts to the standard security log service.  The subnet should be configured to provide a standard mechanism to permit printing from external sources (e.g. guest network, MSFC mainframes).
Deliverables

	Deliverable
	Date

	Implement new print subnet
	June 2002

	Migrate identified printers to new subnet
	August 2002


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Implement new print subnet
	1
	$35K
	
	
	
	

	Migrate identified printers
	1
	$0K
	
	
	
	

	Maintenance and Operations
	
	
	0.2
	$7K
	0.2
	$7K

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total **
	2
	$35K 
	0.2
	$7K
	0.2
	$7K


** Note: ODC items will be funded through the ODIN catalog.

5.1.2 Migrate away from organizational, platform, or network dependence

5.1.2.1 Consolidate Similar Services

To gain economies of scale, Headquarters must focus on consolidating services which have similar characteristics. This task will research which services are candidates for consolidation, and provide recommendations for re-implementation of those services.

Deliverables

	Deliverable
	Date

	Consolidation Study
	September 2003

	Consolidation Plan
	May 2004


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Perform Study
	
	
	1
	$0K
	
	

	Develop Implementation Plan
	
	
	
	
	0.5
	$0K

	Total
	
	
	1
	$0K
	0.5
	$0K


5.1.2.2 Upgrade Outdated Infrastructure Services

Deliverables

	Deliverable
	Date

	
	

	
	


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total
	
	
	
	
	
	$300K


5.1.3 Tie network services to specific user requirements

5.1.3.1 Audit Headquarters Service Offerings

Historically, Headquarters services have developed within the context of a single organization, with little consideration of similar requirements in other organizations.  In addition, new COTS/GOTS offerings often can provide similar or superior functionality than existing custom solutions at a lower cost to the government.  This task will audit existing Headquarters services to determine whether they can be replaced by less expensive or better performing COTS/GOTS solutions.

Deliverables

	Deliverable
	Date

	Services Audit
	December 2003

	Conversion Plan
	May 2004


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Perform Study
	
	
	0.5
	$0K
	0.5
	$0K

	Develop Implementation Plan
	
	
	
	
	0.5
	$0K

	Total
	
	
	0.5
	$0K
	1
	$0K


5.1.4 Improve integration and acceptance testing

5.1.4.1 Continuously Upgrade SEF Facilities

As the central facility to provide integration testing for all Headquarters products and services, the SEF must be a dynamic facility, able to provide host and test candidate service solutions.  This task provides continuous review of SEF facilities and updates them to continue to meet Headquarters testing needs.

Deliverables

	Deliverable
	Date

	Needs Analysis
	ongoing

	SEF Upgrades
	ongoing


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Perform Needs Analysis
	0.25
	$0K
	0.25
	$0K
	0.25
	$0K

	Upgrade SEF
	0.1
	$300K
	0.1
	$300K
	0.1
	$300K

	Total **
	0.35
	$300K
	0.35
	$300K
	0.35
	$300K


** Note: ODC items will be funded through the ODIN catalog.

5.2 Integrate Headquarters architecture into NASA services

5.2.1 Implement the Integrated Financial Management (IFM) system

5.2.1.1 Support deployment of IFM services

NASA management has mandated the implementation of IFM at all Centers.  This task supports the deployment and support of IFM services at NASA Headquarters.

Deliverables

	Deliverable
	Date

	Attend IFM Meetings
	ongoing

	Support as needed
	ongoing


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	IFM Support
	2
	$10K
	2
	$100K
	2
	$100K

	Total
	2
	$10K
	2
	$100K
	2
	$100K


5.2.1.2 Deploy Internet Explorer browser to workstations

The IFM software suite is based on the SAP integrated financial system. SAP requires Internet Explorer.  This task implements Internet Explorer in parallel with Netscape for Headquarters users.

Deliverables

	Deliverable
	Date

	Integration Study
	May 2002

	Deployment Plan
	December 2002

	Implementation Complete
	May 2003


Resources Needed

	Item
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Perform Study
	0.1
	$0K
	
	
	
	

	Develop Deployment Plan
	
	
	0.25
	$0K
	
	

	Implementation
	
	
	1
	$0K
	
	

	Total
	0.1
	$0K
	1.25
	$0K
	
	


Appendix A: Resource Rollup

	Tactical Initiative
	FY02
	FY03
	FY04

	
	FTE
	ODC
	FTE
	ODC
	FTE
	ODC

	Improve the 224 process
	2.5
	$0
	3.5
	$20,000
	1.0
	$25,000

	Develop contingency plan
	1.0
	$0
	1.0
	$0
	1.0
	$100,000

	Perform annual penetration tests
	1.3
	$5,000
	1.3
	$15,000
	1.3
	$20,000

	Implement quarterly security scans
	1.8
	$20,000
	0.5
	$10,000
	1.5
	$10,000

	Implement quarterly password audits
	0.9
	$50,000
	0.5
	$5,000
	0.5
	$25,000

	Implement monthly war dialing
	0.9
	$50,000
	0.5
	$15,000
	0.5
	$10,000

	Implement NID on the private network
	0.3
	$15,000
	0.2
	$17,000
	0.2
	$12,000

	Establish and maintain an ITS baseline
	0.1
	$0
	1.0
	$0
	0.1
	$0

	Firewall for NOC, SEF, and developer network
	1.3
	$60,000
	0.4
	$37,000
	0.4
	$37,000

	Expand use of SecurID enabled services
	1.5
	$23,000
	1.6
	$210,000
	1.0
	$205,000

	Expand use of PKI services
	0.0
	$0
	0.7
	$70,000
	0.1
	$10,000

	Investigate new service delivery alternatives
	0.0
	$0
	0.5
	$0
	0.0
	$0

	Develop and deploy SNA services
	4.4
	$100,000
	0.2
	$25,000
	0.2
	$25,000

	Web application renovation
	5.5
	$15,000
	3.0
	$0
	3.0
	$0

	Service model architecture review
	0.0
	$0
	0.3
	$20,000
	0.1
	$25,000

	Install a VoIP telephony infrastructure
	2.0
	$250,000
	2.0
	$600,000
	2.0
	$400,000

	Review the ODIN program
	 
	$0
	 
	$0
	 
	$0

	Develop legacy app migration strategy
	 
	$0
	 
	$0
	 
	$0

	Review and refresh the HATS application
	 
	$0
	 
	$0
	 
	$0

	Develop E2VC system
	 
	 
	1.0
	$150,000
	1.0
	$100,000

	Assess technology impact to network
	0.1
	$0
	0.0
	$0
	0.0
	$0

	Develop and deploy an HQ guest network
	0.8
	$30,000
	0.2
	$40,000
	0.2
	$30,000

	Develop and deploy a wireless data network
	1.0
	$75,000
	0.5
	$120,000
	0.1
	$110,000

	Develop and deploy a NASA HQ Personal Web Portal service
	 
	 
	 
	$100,000
	 
	$100,000

	Improve webcast capability
	0.5
	$80,000
	1.0
	$80,000
	1.0
	$180,000

	Produce a multimedia kit
	0.3
	$0
	0.8
	$100,000
	0.5
	$20,000

	Update the HQ home and intranet pages
	0.5
	$0
	1.1
	$60,000
	0.5
	$50,000

	Implement new NASA Web search engine
	0.5
	$400,000
	1.0
	$400,000
	1.0
	$150,000

	Simplify HQ VLAN architecture
	0.1
	$0
	2.1
	$0
	0.0
	$0

	Deploy a new HQ storage architecture
	3.5
	$0
	3.0
	$600,000
	1.0
	$400,000

	Develop new HQ print architecture
	2.0
	$35,000
	0.2
	$7,000
	0.2
	$7,000

	Consolidate similar services
	0.0
	$0
	1.0
	$0
	0.5
	$0

	Upgrade infrastructure services
	 
	$0
	 
	$0
	 
	$300,000

	Audit HQ service offerings
	0.0
	$0
	0.5
	$0
	1.0
	$0

	Upgrade SEF facilities
	0.4
	$300,000
	0.4
	$300,000
	0.4
	$300,000

	Support deployment of IFM services
	2.0
	$10,000
	2.0
	$100,000
	2.0
	$100,000

	Deploy IE browser to workstations
	0.1
	$0
	1.3
	$0
	0.0
	$0

	Totals
	34.9
	$1,518,000
	32.9
	$3,101,000
	22.1
	$2,751,000
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