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Help Desk – Virus Support Process

	Purpose: 

(Further expansion of title, if appropriate)
	

	Process History:
(List all previous versions, with dates)
	Version 2 – updated to reflect new ticket closure process and Help Desk Manager.

Version 1 – November 5, 2003

	Originating Department:

	END USER SUPPORT / Help Desk

	ISEM Process Owner (name):

	Toyshika Epps-Brown

	ISEM Process Owner (email):


	tepps@hq.nasa.gov

	ISEM Backup Staff (name):


	Patrick Clarke

	ISEM Backup Staff (email):


	pclarke@hq.nasa.gov

	ISEM Department Manager (name):


	Richard Arnold

	ISEM Department Manager (email):


	rarnold@hq.nasa.gov

	NASA POC (name / title):


	Adam Fier

	NASA POC (email):


	afier@nasa.gov


	NASA Backup POC (name):


	Greg Kerr

	NASA Backup POC (email):


	gkerr@nasa.gov



NOTE:  When a virus outbreak is detected, Help Desk Agents communicate verbally – each Help Desk Agent opens one virus ticket.

PROCESS:
Provide Support for Virus Incident

· User calls (as directed by on-screen note) to notify Help Desk that a virus on their computer has been successfully quarantined by Norton AntiVirus (NAV)

· Help Desk Agent checks definition file (*DAT) to verify that NAV is current on the user’s computer

· If the NAV version is not current, Help Desk Agent transfers ticket to appropriate support group for update

· Help Desk Agent requests “first caller per Help Desk Agent” e-mail NAV message and header

· Paste message into Remedy ticket – include Blah, Blah, Blah information

· Request user delete quarantined file

· Places the ticket in “Complete” status (the user then has 6 working days to close the ticket; after 6 days the ticket will close automatically).

· At COB, Help Desk Manager compiles report for NASA and SAIC ISEM Security (Excel spreadsheet with ticket numbers and total number of affected users).

Virus NAV Failed to Quarantine

· Record user name/telephone number in description text (Remedy). 

· Verify definition file (*DAT) is current version 

· Validate NAV client is enabled

· Request user e-mail NAV message and header

· Paste message into Remedy ticket – include Blah, Blah, Blah information

· If not current version, transfer ticket to deskside support group (DEUS) for live update

· Copy user email to NASA and SAIC ISEM Security

· At COB, Help Desk Manager compiles report for NASA and SAIC Security (Excel spreadsheet “TAB 2” with ticket numbers and total number of affected users).

COMMUNICATION REQUIREMENTS

The following personnel/organizations are active participants in this process:
User

Help Desk Analyst

NASA IT Security, Adam Fier, afier@nasa.gov, (202) 358-0266 

SAIC ISEM Security, Larry Garner, lgarner2@hq.nasa.gov, 202-651- 8577

LIMITATIONS

Applicable limitations on process execution (e.g., downtime)
ASSOCIATED PROCESSES / FORMS / CHECKLISTS

Other requirements for this process

TOOLS

Tools required for the execution of this process

Remedy Help Desk software

Norton AntiVirus (NAV)

Excel spreadsheet

NOTES

This section is provided for additional notes
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