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NASA HEADQUARTERS COMPUTER SYSTEM PASSWORD POLICY

 


1. PURPOSE

                                   Account passwords are the foundation of the security of NASA

                                   Headquarters computer systems and the information they

                                   process. Users of NASA information technology (IT) resources

                                   expect information to be available when it is needed, to be

                                   accurate, and to be safeguarded from access by unauthorized

                                   personnel. Meeting these expectations depends on the active

                                   cooperation of users, managers, support contractors, and

                                   computer security officials in implementing effective password

                                   policies. 

                                   2. SCOPE

                                   This policy applies to all computer systems used and

                                   managed by NASA Headquarters and establishes the required

                                   elements for effective password management that NASA HQ

                                   managers are expected to implement to safeguard their

                                   computing assets and sensitive information. 

                                   3. POLICY

                                   NASA Headquarters users will comply with the requirements in

                                   Section A.6.3, NPG 2810.1 for password security. 

                                   4. USAGE

                                   Users are responsible for their ID's and passwords and will

                                   employ only passwords that meet the password standards

                                   outlined in NPG 2810.1 for user authentication. Users will not

                                   store passwords in program function keys or automated logon

                                   sequences. 

                                   Each individual is held accountable for: 

                                        Providing protection against loss or disclosure of

                                        passwords in his or her possession. 

                                        All activity that occurs as a result of deliberately

                                        revealing his or her user ID and password. 

                                   Passwords will consist of a minimum of eight characters that

                                   contain at least one character from at least three of the

                                   following sets of characters: 

                                        Uppercase letters 

                                        Lowercase letters 

                                        Numbers 

                                        Special characters 

                                   Only non-trivial passwords will be used on NASA systems,

                                   meeting the following criteria. 

                                        The password is not equal to the user ID. 

                                        The password is not a dictionary word. 

                                        The password is neither wholly nor predominantly

                                        composed of the user's ID, owner's name, birth date,

                                        social security number, family member or pet names,

                                        names spelled backwards or other personal information

                                        about the user. Also passwords will not consist of any

                                        contractor name, division or branch name, name of any

                                        automobile or sports team, or repetitive or keyboard

                                        patterns (e.g., "abc#abc#", "1234", "qwer", "mnbvc", or

                                        "aaa#aaaa"). 

                                        The password is not a word found in a dictionary of any

                                        language or a dictionary word with numbers appended

                                        or prepended to it. 

                                        The password is not the name of a vendor product or a

                                        nickname for a product. 

                                   Further baseline requirements for password management is

                                   linked to the category of the information in question under

                                   sections A.6.34-A.6.8, NPG 2810.1. The information or

                                   application owner is responsible for determining the appropriate

                                   information category as defined in section 4.2.9, NPG 2810.1.

                                   Once the information category is established, use the baseline

                                   security requirements to determine specific password

                                   management procedures. 

5. INITIAL PASSWORD GENERATION AND ASSIGNMENT

                                   The process used by account management for generating and

                                   assigning the initial password for each user ID will accomplish

                                   the following: 

                                        Removal of all vendor-supplied passwords. 

                                        Assignment of non-trivial initial user passwords. 

                                   6. PASSWORD RESET

                                   Passwords are reset when a user forgets his or her

                                   password, when evidence exists that a password was

                                   compromised, or when management believes a password reset

                                   is in the best interests of system security. The process will

                                   ensure that the following is accomplished. 

- Confirms of the name, location, phone number and system User-ID of the user needing reset. 

- Provides positive identification of the user ID owner. 

- If the user has not registered their “private information” with Account Administration, then they must appear in person at the

Service Center and present their NASA badge. If the requestor is off-site or is not able to appear in the Service Center, their direct supervisor may request a password reset on their behalf by using their own “private information” or by appearing in the Service Center and presenting their own NASA badge
- Assigns, at the user's request, a new non-trivial password. 

- Ensures that the user changes the password at first sign-on.

.

