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NASA HEADQUARTERS IT SECURITY INCIDENT RESPONSE

1.  An IT Security Incident is an adverse event or situation associated with a system which poses a threat to the integrity, availability, and/or confidentiality of data or systems.  It results in a failure of security controls; an attempted, suspected, or actual compromise of information; or the waste, fraud, abuse, loss, or damage to U.S. Government property or information.  There are several categories of incidents which are outlined below.

a.  System Compromise.  The following are acts that represent a system compromise: 

(1) Any account or application that has system privileges is used without prior authorization or approval.

(2) A weakness in the system is successfully exploited and access is gained to accounts with system privileges.

(3) A valid account is used to increase its own privileges and is successfully exploited to gain access to accounts with system privileges.

b.  Information Compromise.  The following are acts that represent an information

compromise: 

(1) A valid account is used without authorization, and access is gained to password files, data, applications, or accounts that are protected or restricted, but access is not gained to accounts with system privileges.

(2) A weakness in the system is successfully exploited and is successfully used to gain access to password files, data, applications, or accounts are are protected or restricted, but access is not gained to accounts with system privileges.

(3) The physical theft of assets provides access to password files, protected or restricted data, licenses applications or software, or restricted applications, software, or code.

c.  Unauthorized Access.  The following are acts that represent unauthorized access: 

(1) A valid account is used without authorization, but access is not gained to password files, data, applications, or accounts that are protected or restricted outside of the account's authorizations.

(2) A weakness in the system is successfully exploited, but access is not gained to data, applications, accounts with system privileges or password files, or accounts that are protected or restricted outside the exploited function's authorization.

d.  Denial of Service.  The following are acts that represent a denial of service: 

(1) A system's ability to perform its normal functions is impaired due to its being inundated with activity originating from one or more sources.

(2) Resources, such as power, network access, or routing tables, are deliberately modified to cause a system to not be able to perform its normal functions.

(3) Malicious code interferes with a system to a significant degree.  Malicious code includes, but is not limited to, viruses, Java applets, ActiveX, trojan horses, logic bombs, worms, unauthorized scripts, daemons, or similar programs.

(4) Assets have been physically taken or destroyed, but no password files, protected or restricted data, applications, restricted software, or code were compromised.

e.  Misuse.  The following are acts that represent the misuse of IT

resources: 

(1) An authorized account is used in violation of Federal laws, NASA or Center policies regarding proper use of IT resources.

(2) Resources or privileges higher than those allocated or assigned are obtained without authorization.

(3) Unlicensed software or applications are installed.

f.  Hostile Probes.  The following are acts that represent a hostile probe: 

(1) Exploits are run against a system that would, if success, have resulted in a system compromise, information compromise, or unauthorized access.

(2) Exploits are run against a system that would, if successful, have impaired the system's ability to perform its normal function.

(3) Illicit information gathering or attempted gathering is directed against one or more systems.

g.  Other IT Security Concerns.  Other IT Security concerns would be questionable events that do not fit into the other categories. These include: 

(1) Suspicious network activity, 

(2) Excessive junk mailing, 

(3) Chain letters, 

(4) Mail spoofing, 

(5) Hoaxes, 

(6) Other activities that are determined by the Headquarters IT

Security Manager to be of concern.

2.  Incident Reporting Process.  If you suspect an IT Security Incident, please report it immediately to the ODIN IT Support Center via one of the mechanisms listed below.  

a.  ODIN IT Support Center On-Line Ticket Submission Web Site.  

You will be required to fill in certain text blanks;  Fill in NAME, ECN, "Work while away;"   Under "Type of Problem" enter VIRUS;   In "Additional Information," please enter as much detail as you can about what happened to your computer, an applicatoin or a document.  

b. Report an Incident via Telephone.  Please Call the ODIN IT Support Center at 358-HELP (4357) from within NASA HQ; 1-866-4NASAHQ (462-7247) (domestic and international toll-free, where available); 1-703-676-0500 (commercial/international, where toll-free is not available)

                                       .  

Note: If our response is unsatisfactory, we highly recommend that our customers contact the following Code CI personnel:  

Gregory  Kerr    (202) 358-2218

Adam Fier    (202) 358-0266  

Roger Bullock    (202) 358-1332  

Sandra Daniels-Gibson    (202) 358-1331  

3.  The following chart describes the Incident Response Process:
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