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AUTHORIZATION TO PROCESS
I have carefully examined the information presented in the [sys_name] security plan and risk assessment.  I authorize [sys name] to operate, processing [info category] information, based on risk assessment results and security plan controls used to manage its operation. [Continued operation is subject to completion of the following actions by Month xx, Year:]

[List actions to be completed if applicable]

_________________________




__________

(responsible official)





Date

(title)


TO:

[sys_security_admin]

FROM:
[responsible_official]

THROUGH:
[contract_pm as applicable]

SUBJECT:
Assignment of Responsibility for System Security Administration.

This is to confirm your appointment as the System Security Administrator for the [sys_name] ([sys_name_acronym]).  You are responsible for the following as excerpted from NPG 2810.1, Section 2.2.8.2:

a. Promptly disabling access to user’s account if they are identified as having left the center, changed assignments, changed contracts, completed work on a grant or other agreement, or no longer require access to the system.  Written authorization will be required from the Government management official, who originally authorized the account, to reactivate the user’s account.  (Digitally signed e-mail is acceptable.)

b. Performing annual self-inspections of your system and reporting the findings to your Manager and the Information Technology (IT) Security Manager (ITSM).  The ITSM will provide guidance for conducting self-inspections.

c. Reporting IT security incidents.  (See paragraph 4.4 of NPG 2810.1 for guidance on reporting IT security incidents.)

d. In response to an ITS incident, taking necessary actions to prevent further damage to your system and documenting your actions.  (See NPG 2810.1, paragraph 4.4 for guidance on reporting ITS incidents.)

e. Identifying personnel who will be responsible for your system if an ITS incident requiring immediate attention occurs when you are absent.  The names and contact information for these personnel will be provided to your manager and the ITSM.

f. Periodically using tools to verify and/or monitor compliance to password guidelines.  (See NPG 2810.1, Appendix A, paragraph A.6.3 for the baseline requirements concerning passwords).

g. Using IT security tools to assist in detecting modifications to your system and monitoring audit logs.

h. Ensuring that security controls are in place and functioning.
_____________________






_________

[responsible_official]







Date


TO:

[responsible_official]

FROM:
[senior organizational manager title]

SUBJECT:
Assignment of Responsibility for the [sys_name] ([sys_name_acronym]).

This assigns you as the responsible official for the management of security controls for the

[sys_name_acronym].  This assignment will be reviewed annually, upon change in assignment or duties, or in the event system ownership is passed to a new NASA manager.  This document is in accordance with NPG 2810.1, Section 2.2.7.3.

As the responsible official for [sys_name_acronym], you shall perform the following duties as defined in NPG 2810.1, Section 2.2.7.3:

a. Ensuring that the security risks for the [sys_name_acronym] are identified and evaluated, and that adequate safeguards are implemented consistent with the estimated value of the information processed and acceptable risk levels.
b. Developing and implementing an Information Technology (IT) Security (ITS) Plan for the [sys_name_acronym], and periodically testing the contingency operations associated with this plan following guidance from NPG 2810.1, paragraphs 4.2 and 5.1.

c. Ensuring that a properly trained System Security Administrator is assigned as the focal point for the security of [sys_name_acronym].
d. Reporting suspected IT security incidents to the NASA Headquarters ITS Manager in accordance with NPG 2810.1, paragraph 4.4.

e. Ensuring that the ITS Plan is protected as "Administratively Controlled Information”.

f. Ensuring compliance with the [sys_name_acronym] security plan.

_________________________





____________

(senior organizational manager)






Date


(title)


Security Plan for the NASA Headquarters

[sys_name] ([sys_name_acronym])
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I.  SYSTEM IDENTIFICATION

A.  RESPONSIBILITIES

This security plan provides guidance for ensuring protection of [sys_name] ([sys_name_acronym]) resources.  [sys_name] resources include, but are not limited to, computers, networks, telecommunication systems, applications, data and information associated with the system.  Documented [sys_name_acronym] security procedures provide:

· An overview of the [sys_name_acronym] security requirements and the controls in place or planned for meeting those requirements;

· A delineated set of responsibilities and expected behavior of all individuals who access [sys_name_acronym];

· Planning for security throughout the life cycle of a system - from project initiation through its disposal;

· A secure computing environment based on managing risks at an appropriate level and security controls, commensurate with the magnitude of impact resulting from the loss, misuse, inability to assess, unauthorized access to, or modification of the information to the system.  A risk-based approach to security promotes using limited resources wisely to protect the most critical systems and information in a cost-effective manner. 

1.  Organization

[org_name]

[org_address1]

[org_address2]

[org_city_st_zip]

[org_code]

2.  NASA Manager

[nm]

[nm_code]

[nm_address1]

[nm_address2]

[nm_city_st_zip]

[nm_phone]
B.  NAME OR TITLE OF SYSTEM

[sys_name] ([sys_name_acronym])

C.  SPECIAL MANAGEMENT ATTENTION

[spcl_mgmt_attn]

D.  OPERATIONAL STATUS

[op_stat]

E.  GENERAL DESCRIPTION/PURPOSE

[mission]

1.  Major Uses/Functions

[sys_capability]

2.  Network Access and Connectivity

[net_connect]

3.  System/Application Software

[software]

4.  Make And Model Of Major Hardware Components
[hardware]

5.  Operated by Government or Contractors

[gov_cont]

6.  Hours of Operation

[op_hrs]

7.  Number of User Accounts and Type of User

[user_accts]

F.  PROCESSING ENVIRONMENT AND SPECIAL CONSIDERATIONS

1.  Critical Processing Periods

[crit_process]
2.  Off-Site Users

[off_site]

3.  Other System/Application Interfaces

[interfaces]

G.  INFORMATION CONTACTS

1.  Center IT Security Manager 

[itsm_name]

[itsm_org]

[itsm_address1]

[itsm_address2]

[itsm_city_st_zip]

[itsm_phone]

2.  NASA Manager

[nm]

[nm_code]

[nm_address1]

[nm_address2]

[nm_city_st_zip]

[nm_phone]

3.  System and Database Administrators

<List the system administrators for this system.>
4.  Other Technical Contacts

<List any other relevant technical contacts, such as the staff who support the System Administrator.>
II.  INFORMATION IDENTIFICATION

A.  INFORMATION PROCESSED

[info_process]

B.  CATEGORIES

[info_cat]

Business and Restricted Technology Information - (BRT):  This category consists of information that NASA is required by law to protect.  It includes information, software applications, or computer systems that support the Agency's business and technological needs.  In general, if information in this category should be disclosed inappropriately, the disclosure could result in damage to our employees, in loss of business for our partners and customer businesses, in contract protest, or the illegal export of technology.  This category includes systems containing technological information that is restricted from general public disclosure because of public laws.  Examples in this category are those that are related to the following kinds of information:

· Financial.

· Legal.

· Payroll.

· Personnel.

· Procurement.

· Source selection.

· Proprietary information entrusted to the Government.

· Export controlled technical information (includes disclosure to foreign nationals).

C.  APPLICABLE LAWS, POLICIES, AND GUIDANCE

1.  Federal Legislation

· Brooks Act (PL 89-306; Title 40, United States Code [USC], Section 759)

· Computer Security Act of 1987 (40 USC 759) (PL 100-235)

· Privacy Act of 1974, (5 USC 552a(e)(10)) (PL 93-579)

· Computer Fraud and Abuse Act of 1986 (PL 99-474; Title 18, USC, Section 1030)
2.  Office of Management and Budget

· OMB Circular Number A-130, Appendix III, Management of Federal Information Systems
3.  NASA Computer Security Related Documents

· NPG 2800.1, Managing Information Technology

· NPD 2810.1, Security of Information Technology

· NPD 2820.1, NASA Software Policies

· NASA Automated Data Processing (ADP) Consolidation Center (NACC) Standard Memorandum of Understanding (MOU)

· NACC Disaster Recovery Plan

· NASA HQ ITS Contingency Plan

D.  IMPACT OF LOSS OF SYSTEM AND/OR DATA


[impact_assmt]

E.  MAJOR SYSTEM'S VALUE


<Use the asset identification statement from the risk assessment>
III.  INFORMATION SHARING

[info_share]

IV.  RISK ASSESSMENT AND ANALYSIS

A.  RISK ASSESSMENT SUMMARY

[ra_summary]

B.  RISK ANALYSIS, CHOSEN CONTROLS AND RESIDUAL RISKS

[ra_residuals]

C.  BASELINE REQUIREMENTS

Baseline technical control requirements for BRT information (operating System Integrity, User-ID Management, Password Policies Management, Workstation Security Requirements, etc.), as well as environmental and network controls have been reviewed for compliance with NPG 2810.1, Appendix A, paragraphs A.6 – A.8.

A complete analysis of these baseline requirements is listed in Appendixes D - F.

V.  TECHNICAL CONTROLS

Baseline technical controls are defined during the system development life cycle to ensure implementation of appropriate controls based on the category of information processed on the server.  The baseline technical controls required for [sys_name] are identified in Appendix D of this security plan.

VI.  PUBLIC ACCESS CONTROLS

[pub_cntrls]
VII.  MAJOR APPLICATION RULES

[app_rules]

A.  ACCOUNT CONTROLS

[acct_cntrls]
B.  REMOTE ACCESS

[remote_access]

C.  TYPE OF INFORMATION AND AUTHORIZED USES

[info_use]

D.  USER PRIVILEGES AND LIMITATIONS

[user_limitations]

E.  USER AUTHENTICATION

[user_authen]

F.  RESTORING SERVICE

[restoring_service]

G.  PHYSICAL SECURITY CONTROLS

[phy_cntrls]
H.  CONSEQUENCES FOR FAILURE TO FOLLOW THE RULES

NASA personnel, including contractors, will have his/her access to this system terminated as a consequence for failure to follow the security rules established and approved in this document.

VIII.  PERSONNEL SCREENING

[pers_cntrls]

IX.  SPECIALIZED TRAINING

A.  RESPONSIBILITIES DESCRIBED IN CHAPTER 2

All users of [sys_name_acronym] are required to undergo annual security awareness and education training.  This provides general instruction in the security responsibilities for each class of user.  Responsibilities outlined for the [sys_name_acronym] application are in accordance with NPG 2810.1, Chapter 2.

B.  RULES OF THE SYSTEM

Users are provided training via several forums concerning rules of the system, which include specific rules for [sys_name_acronym]], as well as general rules for use of NASA automated information systems.  The rules for the [sys_name_acronym] system take into consideration the needs of all parties who use the system, are as strict as necessary to ensure that security is not compromised, and are based on the results of the risk analysis.  Among the topics the rules cover are the following:

· Process for obtaining an account.

· Process for accessing the system from home or while on travel.

· Kinds of information that may be stored on the system and the authorized use of the information.

· User privileges and limitations.

· User authentication.

· Process for restoring service from system crashes or maintenance.

· Consequences for failure to follow the rules

C.  HOW TO DETECT AND RESPOND TO SUSPECTED IT SECURITY INCIDENTS

Generalized incident response training for all NASA computer users is provided as part of the NASA Annual Security Awareness Training.  The HQ Incident Response Process is documented on-line as part of the Code CI ITS web page.  A link to this process is also contained on the NASA HQ Home Page.  Please refer to Section XI, INCIDENT RESPONSE, in this security plan for incident response specifics relative to this system.

D.  HELP IN USING GENERAL SUPPORT SYSTEMS OR SECURITY FEATURES

[help]
E.  CENTER POLICIES, PROCEDURES, AND GUIDELINES

[special_policies]

X.  CONTINGENCY PLANNING

[contingency_pln]

XI.  INCIDENT RESPONSE

The [sys_name_acronym] follows the standard HQ Incident Response Process.  Documentation of this process is posted on the HQ Code CI ITS web site.  A link to this process is also contained on the NASA HQ Home Page.  

Users discovering or suspecting an ITS incident involving [sys_name_acronym] should immediately notify the NASA HQ IT Support Center to open a ticket concerning an anomalous situation that is not easily explained or related to ongoing activities.  They can be reached at (202) 358-4357 (available from within HQ, as well as local and domestic calls, and where toll-free is not available) or toll free at (866) 462-7247 (from inside or outside the HQ Bldg).  The Help Desk will use the NASA HQ Incident Response Process and contact the appropriate ITS and technical personnel.  NOTE:  There will be a 20-second delay as the number is transferred to the new toll-free number.  

XII.  INFORMATION SHARING SECURITY RISKS

[info_share_risks]

XIII.  REVIEW OF SECURITY CONTROLS

This [sys_name_acronym] ITS Plan, when properly approved, is valid for a period of three years or until the occurrence of a significant change to the system, or its operational environment.  This plan will be annually reviewed and validated by the responsible official in conjunction with the HQ ITSM.

The NASA IT Technical Security Manager will semiannually review the IT security performance of the system administrators for [sys_name_acronym] and annually review the mainframe security management controls.  The NASA HQ Configuration Control Board (CCB) was expanded to incorporate security reviews into the system/application life cycle.  This incorporation of security ensures appropriate security controls are contained in new/modernized application software prior to implementation in the production environment.

XIV.  AUTHORIZATION TO PROCESS

A.  RESPONSIBLE NASA MANAGER ACCEPTANCE OF RESPONSIBILITY

The responsible NASA Manager authorizes, in writing, the use of the major application system by confirming that, as implemented, this IT Security Plan adequately secures the major application system.  

This authorization is normally a cover letter attached to the plan or a signed statement at the end of the document.  This authorization must clearly state the manager finds that the IT Security Plan adequately secures the major application system, its data, and its operation.

B.  "SPECIAL MANAGEMENT ATTENTION” SYSTEMS REQUIRING CIO APPROVAL

All major application systems designated as “Special Management Attention” (SMA) require the Center CIO to also sign authorization for the system to process.

General support systems that are designated as “SMA” also require the Center CIO to sign authorization for the system to process.

APPENDIX A - GLOSSARY

	Access
	The ability to obtain or change information or data.  Within a system “access” is the interaction between a subject (e.g., person, process, or device) and an object (e.g., record, file, program, or device) that results in the flow of information from one to the other.  The nature or type of access can be read, write, execute, append, modify, delete, and create. 

	Application
	A set of computer commands, instructions, and procedures used to cause a computer to process a specific set of information.  Application software does not include operating system generic utilities, or similar software that is normally referred to as “system software.”

	Audit Trail
	A record or computer activities.  Normally, audit trails are chronological.  They should be sufficient to enable to reconstruction and examination of a sequence of events, environments, activities, procedures, or operations from inception to final results.

	Authorization
	The privilege granted to a subject (e.g., individual program or process) by a designed official to do something, such as access information based on the individual’s need to know.

	Controls
	Protective measures used to improve security by reducing risk, also known as “safeguards,” “countermeasures,” or “security features.

	Major Application
	That which requires special attention to security due to the risk and magnitude of the harm that would result from the loss, misuse, or unauthorized access to or modification of the information in the application.

	Password
	A protected word, phrase, or a string of symbols that is used to authenticate the identity of a user.  When associated with a particular user ID, it is considered proof of authentication to use the capabilities associated with that user ID.

	Risk
	The loss potential that exists as the result of threat-vulnerability pairs.  Reducing either the threat or the vulnerability reduces the risk.

	Risk Assessment
	A study of the vulnerabilities, threats, likelihood, loss or impact, and theoretical effectiveness of security measures.  Managers use the results of a risk assessment to develop security requirements and specifications.  This is an identification of specific ADP facilities assets, the threats to these assets, and the facilities vulnerability to those threats.

	Risk Management
	The total processes to identify, control, and minimize the impact of uncertain events.  The objective of the risk management program is to reduce risk and obtain and maintain approval.  The process facilitates the management of security risks by each level of management throughout the life cycle.  The approval process consists of three elements: risk analysis, certification, and approval.

	User Authentication
	A process by which a system receives validation of a user’s identity.

	Vulnerability
	Any weakness that can be exploited by an adversary to gain access to an asset.  Vulnerabilities can result from, but are not limited to, the following: building characteristics, equipment properties, personal behavior, locations of people, equipment and buildings, or operational and personnel practices.


APPENDIX B - Acronyms and Abbreviations

ADM
Administrative

ATP
Authorization to Process

BRT
Business and Restricted Technology

CCS
Center Chief of Security

CIO
Chief Information Officer

COMSEC
Communication Security

COTR
Contracting Officer’s Technical Representative 

COTS
Commercial Off-the-Shelf

CSO
Computer Security Official

DAA
Designated Approval Authority

DES
Data Encryption Standard

DMZ
Demilitarized Zone

EO
Executive Order

FIPS
Federal Information Processing Standards

IRM
Information Resource Management

IT
Information Technology

ITS
Information Technology Security

ITSM
Information Technology Security Manager 


IPSO
Information Processing Service Organizations

LAN
Local Area Network

MEI
Minimum Essential Infrastructure

MSN
Mission

NISPOMSUP
National Industrial Security Program Operating Manual Supplement

NIST
National Institute of Standards and Technology

NPD
NASA Policy Directive

NPG
NASA Procedures and Guidelines

NRP
NASA Resource Protection 

NSA
National Security Agency

NTISSP
National Telecommunications and Information Systems Security Publications

OIG
Office of Inspector General

OMB
Office of Management and Budget

OPM
Office of Personnel Management

O/S
Operating System

PCA
Program Commitment Agreement

PCITS
Principal Center for Information Technology Security

PUB
Public Access

RFP
Request for Proposal

RAM
Random Access Memory

ROM
Read Only Memory

SER
Scientific, Engineering, and Research

SOP
Security Operations Plan

SOW
Statement of Work

VPN
Virtual Private Network

WAN
Wide Area Network

APPENDIX C – System Diagram

APPENDIX D - Network Security Controls
	Network Security Controls


	

	A.6.1.6 Information Management and protection for Multi-User Computer 

	
	
	

	1. Is there documentation for all operating system security 

       modifications?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is there documentation for change of controls for critical

       system files as directed by the line manager?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is there documentation of change control for all critical 

       system files?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Are there tests and/or evaluations and documentation for all 

       operating system changes?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.  Are all operating system changes documented as directed

       by the IT system manager?  
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6.  Are there reviews and approvals for all operating system 

       security modifications?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7.    Are critical system file modification events recorded?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	8.    Is the system manager maintaining current authorization 

       levels for all users?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	A.7.1.   Network Security Elements

	
	
	

	1.    Are data integrity and validation controls used to provide 

       assurance that the information has not been altered, and the

       system functions as intended?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is the NASA network designed to provide the elements below?
· Confidentiality: Types of information that requires
                  privacy protection

· Integrity: Ensuring that transmitted data are protected from unauthorized modification
· Availability: The networks are protected from damage to, or loss of, network components and
                  providing redundant connections based upon 

                  security and operational concerns


	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	A7.2. Establishing a Network Security Architecture

	
	
	

	1.  Is an approved standardized log-on banner displayed on the

       system warning unauthorized users that they have accessed a 

       U.S. Government system and can be punished?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.    Is there firewall security system installed on the center network?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.    Does the firewall reports routinely reviewed, and 

 suspected incidents handled in accordance with NPG 2810.1?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.    Is access to security software (e.g., firewall/router access control

       configuration list) restricted to network and system security 

       administrators?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.    Is there documentation for all network component (such as 

       routers, switches, firewalls and IDS) system security

       modifications as directed by the NASA IT security manager?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6.    Has a network security system been implemented to

       restrict access through specific trusted source?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7.  Does the center have a protective network security architecture 
       that includes security for both network components and   

       connected systems?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	8.  Is there a security log to track connections crossing the security 

boundary?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	9.  Is there a current network diagram available that identifies all 

       network boundary systems and connectivity?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	10.  Is the center network operation provided with notification of 

       problems such as specific attack or scheduled outages?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	11.  Network connection for nodes supporting MSN and BRT 

information category applications and data will be isolated 

       from other network nodes’ security perimeters. Have 

       firewalls/routers been applied to ensure the proper level of  

       network isolation?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	12.  Is there a separate network established for vendors, and   

contractor organizations required to connect to NACC networks?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	13.  Has a plan been developed and implemented that will test the 

       Network Emergency Response to ensure a timely response to  

       network emergencies?  
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	14.  Have security requirement procedures been followed for new 

       systems before allowing connections to the network?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	15.  Are network activity logs maintained and reviewed?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	16.  Is there a process for incident reporting?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	17.  Do all network security components (e.g., firewall) have an active 

       screen saver that will lock systems after a specific  

       period of inactivity?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	A.7.3. Network Security Baseline Requirements

	
	
	

	1.  Are implemented restricted services allowed to cross the

       perimeter (e.g., services that are not specifically allowed denied 

       access routinely?) 

       
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are Dial-In and Facsimile (FAX) services allowed to 

install/configure into user systems inside the center network?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Has auditing information for the center network been 

established for monitoring, detecting attempted attacks, and 

allowing backtracking to the source of attacks?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Are security procedures performed and tested to ensure that they  

       do not pose an unacceptable threat to the system inside the 

       security perimeters before connecting to the public access 

       information system?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.  Does the center network operations manager have guidance for 

       connectivity which addresses other external connections that

       may exist, such as dial-in modems and any deviations from the

established network architecture?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6.  Has a test network been established within the security 

       perimeter to ensure compliance with network technical 

security requirements?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7.   Are all network security components periodically reviewed for

       known vulnerabilities, and software patches promptly installed?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	8.   Are systems periodically reviewed to identify, and when possible 

       eliminate, unnecessary service (e.g., FTP, HTTP, etc)?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	A.7.4. Network Multi-user System, Server, and Mainframe Requirements

	
	
	

	1.  Do security control devices detect unauthorized access 

       attempts?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is a process in place that ensures implementation of security

       requirements as directed by the Center’s security policies,

       procedures, and guidelines?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.    Are there controls for file access permissions?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Has an isolated network been established for public-at-large with 

       read-only access to selected systems?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Have security mechanisms been implemented for e-mail

       messages that route for center network not accessible to   

       unauthorized users out side of the security boundary?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.    Are sensitive data transmissions encrypted?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 



APPENDIX E - Environmental Security Controls

	Environmental Security Controls

	

	A.8.2 Protection of IT Resources from Fire and Water

	
	
	

	1.    Is the facility overhead free of steam and water pipes?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are plastic sheets available to protect the system from water 

       damage?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.    Does the facility have a ventilation duct system? 
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.    Do a sufficient number of portable fire extinguishers exist? 
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.    Does a center fire suppression system exist? 
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6.    Is fire detection equipment present?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7.    Does the fire/smoke system activate an alarm at the nearest fire 

       station?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	8.    Does the center have adequate fire sprinklers?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	9.  Do employees receive periodic training in the following:

             Operation of emergency power?

             Operation of fire detection and alarm systems?

             Operation of fire suppression equipment?

             Building evacuation process?


	Yes

  FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	No FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	N/A

  FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


	10.  Do emergency exit and re-entry procedures ensure that only

       authorized personnel are allowed to re-enter after fire drills, etc?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	11.  Are emergency exits clearly marked?


	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	A.8.3 Electric Power

	
	
	

	1.  Are all systems operated within the manufacturer’s optimum

       temperature and humidity range specifications? 
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are there environmental detection equipment inside the computer

       facility?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Are environmental controls regulated by professional building

       engineer personnel? 
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Is a temperature/humidity recording instrument installed to

       monitor the system area?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.  Is the temperature/humidity instrument connected to an alarm to 

       warn of near-limit conditions?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6.    Is adequate lighting present?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7.   Is emergency lighting available?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	8.   Is electric power reliable?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	9.  Are voltage regulators or other electronic devices present to  

       prevent serious power fluctuations?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	10.  Does the facility have an interruptible power source?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	11.  Are electric power distribution, heating plant, water, sewage, and 

       other utilities periodically reviewed for risk of failure?


	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	12.  Is a master power switch located near the main entrance of the

       IT area? 
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	13.  Is the master power switch adequately labeled, or protected by

       a cover, to prevent accidental shot off?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	14.  If the system processes critical applications, has a sequential 

       shutdown routine been established?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	15.  Is a master power switch or emergency cut-off switch to IT 

       equipment present?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	A.8.4 & A.8.5 Facility Housekeeping and IT Resource Protection

	
	
	

	1.    Are food and beverage allowed inside the facility?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.   Are there a large number of empty boxes, cleaning supply

       materials, fax/printer papers stored inside the network facility?  
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Are IT resources, to include storage media as well as hardware

 and software, protected against deletion or inadvertent/malicious

       damages by humans?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.    Are all media of value handled with care and stored in protected

       areas with adequate procedures, and environmental controls

       applied?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 



APPENDIX F – TECHNICAL CONTROLS FOR BUSINESS AND RESTRICTED TECHNOLOGY (BRT) INFORMATION SYSTEMS

	Operating System 
Integrity

	Critical System Protection


	1.  Are there controls for file access permissions?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are critical system files identified and protected?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Is access to critical system files restricted to a minimum number of authorized system support personnel?


	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Is access to password files restricted to user ID management personnel?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.  Are critical system file protections reviewed at least semi-annually?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6.  Are there implementations of configuration control for critical system files?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7.  Is there a list of authorized users of critical system files that are verified at least semi-annually?
	Yes

 FORMCHECKBOX 
 
	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Privileged Users and Programs


	1.  Are operating system privileges assigned to a minimum number of systems personnel?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are access controls to privileged programs in place?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is a list of privileged users maintained and verified at least semiannually?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Is a procedure in place to ensure that system administration/support personnel do not function as system auditors?


	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Journaling and Monitoring


	1.  Is a process in place that ensures system journals record security related events unless specifically waived by the functional manager of the application software?


	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are journals reviewed weekly or when problems are suspected?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Are successful and failed logons/logoffs recorded?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Are there records of all successful and failed file opens and closes at the discretion of the line manager?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.  Are critical system file modification events recorded?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6. Do system journals identify users, source devices, executed programs, files, and the time, date, and success for failure of all access attempts?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	System Retention/Backup


	1.  Are journals retained at least 6 months?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are there backups of the operating systems and key system services at least monthly and when modified?


	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Are backups of the operating system retained for at least six months?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Is the recent or “most-recent–minus-one” backup stored external to the facility?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	System Shutdown/Restart


	1.  Is there documentation of system shutdown/restart procedures?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is there any assurance that only authorized personnel will shutdown/restart the system?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Are there logs and documents on all aborts and restarts?
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Operating System Local Modifications


	1.  Are there reviews and approvals for all operating system security modifications? 
	Yes

 FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are there tests and/or evaluations of all operating system modifications before permanent installation for impact on security?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is there documentation for all operating system security modifications?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Is there documentation for change of controls for critical system files as directed by the line manager?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Configuration Management


	1.  Is there documentation of change control for all critical system files?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are there tests and/or evaluations and documentation for all operating system changes?
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Are all operating system changes documented as directed by the line manager?  
	Yes

  FORMCHECKBOX 

	No FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	User ID Management


	User ID Approval Process/Privileges


	1.  Is there assurance that each employee submits a formal request to the appropriate administrator for a user ID (The request will indicate the category of the user ID being requested, such as group, personal, privileged, project, application system, service, or generic)?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is there assurance of verification of personnel screening and IT security briefing?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Are there approvals for user ID process/privileges for employees that come from requests by the employees' manager? (If the employee is a contractor or other non-NASA employee, the approval of the employee’s NASA sponsor is also required.)
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Are all individuals who are assigned a user ID required to sign a statement of responsibility indicating their understanding of the requirements for using and safeguarding the information to which the assigned user ID(s) is granted access?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5. Are statements of responsibility kept by user ID management for every active account?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Group User Ids


	1. Do system administrators assign group user IDs on the condition that there is risk justification and concurrence from all functional managers of the affected data and applications?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Are there restrictions on group user IDs to the minimum number necessary to conduct system operations?


	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	User ID Revalidation


	1. Are all user IDs revalidated at least annually?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is there assurance that a statement of responsibility is on file for each person who has a user ID?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Disposition of Unused User IDs 


	1.  Are Users reminded to change their password at least every 60 days?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are Users reminded to change their passwords for 30 more days?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Are User ID’s suspended if they do not change their passwords within 90 days?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Are User ID’s removed from the system 180 days from when the user was first notified to change password?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	User ID Reuse


	1. Are all access rights and privileges associated with the user ID removed when user IDs removed?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Notification Upon Termination


	1. Are user IDs terminated when an employee is terminated for cause or by RIF as soon as practical but no later than the end of the day of the termination?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Are accounts terminated within 5 working days when an employee resigns, moves jobs, or retires? 
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Passwords


	Individual Accountability


	1. Are all users accountable for providing protection against loss or disclosure of passwords in his or her possession?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Are all users accountable for all activity that occurs as a result of deliberately revealing his or her user ID and password?


	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Length and Composition


	1. Are all passwords a minimum of eight characters?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. With regard to passwords, will all eight characters will contain at least one character each from at least three of the following sets of characters: uppercase letters, lowercase letters, numbers, special characters?


	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Triviality


	1. Are all passwords not equal to the user ID?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Are all passwords not a dictionary word?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Are all passwords not either wholly or predominantly composed of the following:

-
The user’s ID, owner’s name, birth date, Social Security Number, family member or pet names, names spelled backwards, or other personal information about the user

-
Any contractor name

-
The division or branch name

-
Repetitive or keyboard patterns (e.g., “abc#abc#”, “1234”, “qwer”, “mnbvc”, or “aaa#aaaa”)

     -    The name of any automobile or sports team
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Is there assurance that the password is not a word found in a dictionary of any language or a dictionary word with numbers appended or prepended to it?


	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.  Is there assurance that the password is not the name of a vendor product or a nickname for a product?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Maximum Lifetime


	1. Is the maximum lifetime password expiration date 90 days maximum?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Sharing


	1. Are personal passwords used to authenticate identity owned (i.e., known) only by the individual having that identity
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is the user ID owner able to employ system features to grant temporary access to another individual? (e.g., LOGONBY or the equivalent)
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Reuse


	1. If passwords are to be reused, will the owner have used a minimum of 10 passwords before the reuse?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Does at least 180 days elapse before a password is reused?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Storage


	1. Are stored passwords protected in such a way that only the password system is authorized access to a password?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are passwords that are encrypted before they are stored protected from substitution (i.e., protection will be provided so that one encrypted password cannot be replaced with another unless the replacement is authorized.
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Distribution


	1. Are personal passwords distributed in a way that affords reasonable protection from unauthorized disclosure?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Are personal passwords distributed in such a way that temporary storage of the password is erased, and long-term retention of the password is available only to the owner and the protected password system?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Is there assurance that passwords are not visible at the user terminal when being typed?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Are passwords distributed so that an audit record, containing the user ID, date, and time of a password change, is maintained and available only to authorized personnel?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Reset


	1.  Is a process in place which confirms name, location, phone number, and system user ID of the user needing reset?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Before a password is reset, is a positive identification of the user ID owner provided?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is a process in place which assigns, at the user’s request, a new non-trivial password?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Is a process in place which ensures that the password is reset by the user during the first sign-on?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Initial Passwords


	1.  Are all vendor supplied passwords removed from the system?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is the initial user password a non-trivial password?  (See definition)
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is a process in place which assures that the user password is changed during the first logon by the user?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Logical Access Control for Multiuser Systems


	User Authentication


	1.   For local logons 
is user identification and local authentication (at least passwords) required for all user ID’s?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. For remote logons 
is authentication permitted at the discretion of the System Administrator when - 

· The authenticating system meets all appropriate security requirements of the remote system

· The authenticating mechanism creates audit trails

· The risk of subverting the connection between the remote and local systems is acceptable to the remote system administrator?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Failed Logon Attempts


	1. Will failed logon attempts suspend, by system intervention, the user ID after five or fewer unsuccessful logon attempts or provides some form of system evasive action?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is there notification to the System Administrator of user ID suspensions?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Are the logs of unsuccessful logon attempts reviewed daily?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Is there notification to the user ID owner of failed logon attempts?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Controlled Access Protection


	1.  Does the multi user access system provide individual electronic accountability through identification and authentication of each system user?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Does the multi user access system provide audit trails or a journal of security-relevant events?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Does the multi user access system provide the ability to control a user’s access to information?


	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Default File Protection


	1. Will there be setting of system default file protection parameters to grant write access to the file owner and to necessary operating system components?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Will there be system default file protection parameters to prevent read and execute access by anyone except the file owner and necessary operating system components?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Information Management and Protection for Multi-User Computers


	Data Owner Requirements/Responsibilities


	1. Will data owners specify the information category of the application/information (subject to review by the Center IT Security Manager)?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Will data owners specify the security protections to be implemented?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Will data owners identify authorized users and custodians?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Will data owners identify and protect private data from unauthorized disclosure?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5. Will data owners ensure that hard copy output (including electronic media) is controlled as necessary?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6. Will data owners ensure that implementation of file access controls as appropriate?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Application Data Backup/Recovery


	1. Will application owners retain at least 3 generations of  backups?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Will application owners store the most recent backup or most recent minus one in an external facility?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Will application owners define frequency of application data backups?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Will application owners define and test data recovery procedures?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Commercial Off-the-Shelf (COTS) Software


	Software Acceptance Testing


	1. Are there tests or inspections of available source code to ensure that the program and installation scripts, etc. are free from malicious or unauthorized code?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is the function, reliability, and penetration tests included in a test planxe "Test plans" and performed?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is Testing and verification of security controls and application features witnessed by appropriate personnel and documented?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Maintenance of COTS Software


	1. Are there reviews, evaluations, installs, and tests on all vendor-recommended application updates?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is there assurance that the software is controlled by a configuration managementxe "Configuration management" process?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Public Domain Software


	User Workstations


	1. Will all public domain workstation software be approved by an officially appointed staff member who will ensure that the software is free of malicious code before installation?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Will all solicited or unsolicited sample programs be approved by an officially appointed staff member who will ensure that the software is free of malicious code before installation?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Mainframes


	1. Are all public domain mainframe software approved by an officially appointed staff member who will ensure that the software is free of malicious code before installation?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Are all solicited or unsolicited sample programs approved by an officially appointed staff member who will ensure that the software is free of malicious code before installation?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Customer/Contractor-Supplied Software


	Formalized Project Life Cycle Development


	1.  Is a process in place which establishes security requirements for applications?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is a process in place that reviews decisions on implementation of security controls during definition, design, programming, and testing?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is a process in place that reviews and enforces operational security?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Encryption of Unclassified Data


	Requiremen
t

	1.  If encryption is employed, is there a process that ensures that a key management process is established and maintained?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  If encryption is employed, is a data recovery process maintained so that NASA information is accessible? 
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Key Management


	1.  Is a process in place that affords electronically stored cryptographic keys the same level of security?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is a process in place that designates and records a key owner for each cryptographic key?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is a process in place that ensures that the key owner distributes the cryptographic key to authorized personnel only?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Is the cryptographic key delivered to the recipients in a manner that is at least as secure as the logon password distribution?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Password Encryption


	1.  Are passwords encrypted where it is possible for either privileged or non-privileged users to browse memory or disk storage where passwords are kept?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are password files encrypted on backup tapes if it is possible for either privileged of non-privilege users to browse the tapes?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Private Data


	1.  Does the system encrypt private data if it has no other mechanism for providing controlled browse access protection to the data?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Are the private data files on backup tapes encrypted if the tape library system has no other mechanism for providing controlled browse access protection to the data?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

 FORMCHECKBOX 


	Centralized Operations for Multi-User Systems, Servers, and Mainframes


	Documentation


	1. Is the complete operating system and appropriate application documentation retained?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is development, use, and maintenance of operating procedures and checklists kept?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Is there maintenance of a complete inventory of system software and application software?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Is there maintenance and reviews of the list of system security software problems as directed by management?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5. Are there reviews of applications annually for changes in information categories?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6. Is there development and maintenance of risk analysisxe "risk analysis", risk reduction, and contingency plans?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7. Is there a list of personnel responsible for system and application software maintained?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Privileged Operations and Console Login


	1.  Is access to operator consoles controlled?  (Privileged Operations Only) 
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is there a process that ensures that operators do not transfer privileged activity outside the operations area without proper authorization?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is there a process that ensures that only the operations group is authorized to disable console logging and that the event is logged when performed?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Are IT security incidents documented and reported to the Organization Computer security Official, Management, and Center IT Security Manager?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.  Are console logs (both manual and automatic) maintained and archived?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6.  Are operator console logs reviewed regularly?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Media Storage


	1. Is there assurance that the media library is in an environmentally controlled area?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is there assurance that only authorized personnel have access to the media?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Are there provisions to keep an inventory accounting system for all media entering or leaving a media storage facility when appropriate?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4. Are there maintenance and verifications of all media inventory at least semiannually?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5. Is there identification of all media with an external label and, when applicable, an internal label?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6. Are there provisions for a visual means of identification (i.e., labels) for all media containing private data?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7. Is there assurance that media containing restricted access data are degaussedxe "Degaussing storage media" (erased)/overwritten before being returned to use or excessed?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	8. Is there protection of media from theft, vandalism, and natural disasters?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Job Input


	1.  Is a process in place that ensures that input comes from the authorized source?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Job Output


	1. Are cover sheets attached to all output containing restricted access data?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Are outputs of processed data distributed only to authorized personnel?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Are all output destroyed for which there are restrictions on disclosure which has not been distributed after a time period specified by line management?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Workstation Security Requirements


	Single-User workstations


	1. Is there implementation on a risk management program established for all multi-user workstations appropriate for the category being processed?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2. Is there assurance that virus detection softwarexe "Virus detection software" is installed on multi-user workstations where applicable?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3. Is that assurance that backupxe "Backups" requirements are established for all multi-user workstations?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	MultiUser Workstations


	1. Is system configuration documented?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.  Is a process in place that insures that virus detection software is installed in the workstation where applicable?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.  Is a risk management program, appropriate for the category of information being process, implemented?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.  Are back-up requirements established?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5. Has a system administrator been assigned for all multi-user workstations?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6. For multi-user workstations, is there identification of each user by a unique user ID and password?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	7. Are there provisions for secure backup storage external to the processing area for multi-user workstation?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	8. Is there assurance that critical data backups are placed in secure storage for all multi-user workstation systems?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Network Multi-User System, Server, and Mainframe Requirements


	Authentication Requirements


	1.    Is a mechanism in place that ensures that network devices detect and close broken sessions?
	Yes

 FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.   Is a mechanism in place that prohibits unattended dial-in diagnostics that bypass normal authentication?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.   Is a mechanism in place that optionally may accept user authentication from the boundary system without requiring additional authentication?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	File Transfer and Remote Logon Protection Requirements


	1.   For processes such as remote log in or file transfer, is inbound or outbound file transfer from unauthenticated users prohibited? (i.e. no anonymous file transfer?)
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.   For processes such as remote log in or file transfer, is access to any privileged network software restricted to a list of specifically authorized users?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	3.   For processes such as remote log in or file transfer, are only specifically authorized users allowed to import software?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	4.   For processes such as remote log in or file transfer, are digital signatures or multiple checksums employed to ensure the integrity of file transfer?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	5.   For processes such as remote log in or file transfer, are “proxy” or “trusted” logons restricted?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	6.   For processes such as remote log in or file transfer, is inbound remote command execution without user authentication prohibited?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	Connection Requirements


	1.   Has a process been implemented that ensures that the risks associated with connecting to the proposed network/node are acceptable?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 


	2.   Has a process been implemented that ensures that “trusted” network partners have implemented security protections equivalent to or acceptable to the local system?
	Yes

  FORMCHECKBOX 

	No

  FORMCHECKBOX 

	N/A

  FORMCHECKBOX 
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�PAGE \# "'Page: '#'�'"  ��


This section presents the network security guidelines and baseline requirements that apply to NASA networks. Network IT resources sometimes perform multiple functions, such as a server that also does routing protocol conversion. In these cases, the most restrictive requirements will apply. These requirements supplement, rather than take precedence over, the requirements of any individual systems connected to the network (sometimes referred to as network nodes or hosts) REF NPG 2810, A.7.  


�PAGE \# "'Page: '#'�'"  ��Local modification to the operating system can have security implications. If incorrectly designed or implemented, local operating system modifications may invalidate the system’s security controls. Management will implement a process that accomplishes the following: Ref: NPG 2810.1


�PAGE \# "'Page: '#'�'"  ���PAGE \# "'Page: '#'�'"  �The security of the network or any attached node consists of three elements: Integrity, availability and confidentiality. NASA’s networks will be designed to provide Integrity and availability. Confidentiality, if needed, will be provided by the owner of the node system or application. Ref: NPG 2810.1





�PAGE \# "'Page: '#'�'"  ���PAGE \# "'Page: '#'�'"  �All NASA networks will use network architecture that addresses network security concerns. The network security guidelines provided in the NPG are the basis for network node security requirements. “Node” refers to an individually addressable computer that is capable of supporting one or more user sessions. Management should do the following when establishing any NASA network architecture: Ref: NPG 2810.1





�PAGE \# "'Page: '#'�'"  ���PAGE \# "'Page: '#'�'"  �To protect all of its information resources, center will establish and maintain a network architecture that includes security for both network components and connected systems. This architecture is commonly referred to as ”firewall architecture”; however, the total architecture is usually made up of many components, such as a Virtual Private Network (VPN), an isolation LAN or Demilitarized Zone (DMZ), and a boundary system. Management and appointed staff will do the following:





�PAGE \# "'Page: '#'�'"  ��Network multi-user systems, servers, and mainframe have some additional security requirements impose on them solely by operating as a node on a network. Ref: NPG 2810.1


�PAGE \# "'Page: '#'�'"  ��Proper fire barriers within, above and below the operational area plus adequate fire alarm, overhead fire sprinklers, and fire suppression systems should be in place. Ref: NPG 2810.1


�PAGE \# "'Page: '#'�'"  ��The operation of facility equipment depend on the availability of adequate and reliable electric power. The criticality of the data processing functions performed by a facility will determine the degree of power reliability required. Because the lose of electrical power may result in an immediate cessation of equipment operations. Ref: NPG 2810.1


�PAGE \# "'Page: '#'�'"  ��Facility housekeeping plays an important part in implementing a sound physical security program. Approved storage areas should be provided external to the facility for storing large numbers of combustible items in accordance with safety regulations. Ref: NPG 2810.1


�PAGE \# "'Page: '#'�'"  ��This section describes the requirements for ensuring operating system integrity on NASA multi-user computers





�PAGE \# "'Page: '#'�'"  ��Critical System files are those that are integral to the operating system, system security mechanisms, or key system services.  Corrupting these files would damage the integrity of the system. Ref:  NPG 2810.1, Paragraph A.6.1.1





�PAGE \# "'Page: '#'�'"  ��A privileged user is one who can alter or circumvent the operating system or the system’s security protections.  This applies to users who may have only limited privileges but who can still bypass security protections.  As a result,  it is vital to monitor privileged users to ensure that privileges are not abused.  Privileged programs have the capability to override or bypass system security measures when executed. Ref:  NPG 2810.1, Paragraph A.6.1.2





�PAGE \# "'Page: '#'�'"  ��Most multiuser computers have the ability to record or journal important system events.  These journals can be used as an audit trail to investigate system or security problems. Ref:  NPG 2810.1, Paragraph A.6.1.3





�PAGE \# "'Page: '#'�'"  ��To ensure continuity of operation, copies of important software and data will be made and retained.  NASA Interner server log files shall be processed according to the NASA records retention procedure.  (See NPG 1441.1C, Records Retention Schedules, for retention requirements and procedures). Ref:  NPG 2810.1, Paragraph A.6.1.4





�PAGE \# "'Page: '#'�'"  ��The system should provide security safeguards to cover unscheduled system shutdowns (e.g., Aborts) and subsequent restarts as well as for scheduled system shutdown and operational startup. Ref: NPG 2810, Paragraph A.6.1.5





�PAGE \# "'Page: '#'�'"  ��Local modifications to the operating system can have security implications.  If incorrectly designed or implemented, local operating system modifications may invalidate the system’s security controls. Ref: NPG 2810.1, Paragraph A.6.1.6





�PAGE \# "'Page: '#'�'"  ��Because the operating system governs the security of the system, changes to the operating system, including new releases and updates, will be controlled and monitored.  To support operating system modifications, management will, as a minimum, implement a process that accomplishes the following.       Ref: NPG 2810.1, Paragraph A.6.1.7


 


�PAGE \# "'Page: '#'�'"  ��A user ID is a character string that uniquely identifies a user.  The NASA requirements to be implemented for user ID management are listed in the following paragraphs.  User ID management applies in all NASA processing environments.





�PAGE \# "'Page: '#'�'"  �� A management control process will be implemented to ensure that all requests for user ID’s are reviewed and approved by NASA line management.  A list of personnel authorized to approve the user ID’s will be furnished to the appropriate user-ID administrator.  Management will implement a process that accomplishes the following.     Ref: NPG 2810.1, Paragraph A.6.2.1





�PAGE \# "'Page: '#'�'"  �� Group user ID’s are mdiscouraged because individual accountability is lost.  However, if the system is configured susch that group user ID'’ must be used, then management will implement a process that accomplishes the following:     Ref:  NPG 2810.1, Paragraph A.6.2.2





�PAGE \# "'Page: '#'�'"  �� Management will ensure that an inventory is maintained of all assigned user ID’s. Management will implement a process that accomplishes the following:     Ref:  NPG 2810.1, Paragraph A.6.2.3


 


�PAGE \# "'Page: '#'�'"  �� Management will ensure that proper disposition is made of all unused user ID’s.  User ID disposition uses password lifetime (i.e. the number of days before users receive reminders to change their passwords)  as the metric for user-ID-deletion decisions.     Ref: NPG 2810.1, Paragraph A.6.2.4





�PAGE \# "'Page: '#'�'"  �� User ID’s may be reassigned after removal from the system under the following conditions:     Ref:  NPG 2810.1,  Paragraph A.6.2.5





�PAGE \# "'Page: '#'�'"  ��In accordance with the following time limits, a users supervisor will notify the manager of all systems on which the user holds a user ID when that individual is terminated, retires, or is transferred.     Ref:  NPG 2810.1, Paragraph A.6.2.6





�PAGE \# "'Page: '#'�'"  ��Users are responsible for any and all activity generated through the use of their user ID’s and passwords.  NASA IT resources, which use passwords for user authentication, will meet the password standards defined in this section.  Users will not store passwords in program function keys or automated logon sequences.





�PAGE \# "'Page: '#'�'"  �� Each individual will be held accountable for the following :     Ref: NPG 2810.1, Paragraph A.6.3.1





�PAGE \# "'Page: '#'�'"  ��Management will ensure that the following password length requirements are implemented:     Ref:  NPG 2810.1,  Paragraph A.6.3.2





�PAGE \# "'Page: '#'�'"  ��Management will implement a process to ensure that non-trivial passwords are used on NASA systems.  A password is considered non-trivial if it meets the following criteria:     Ref:  NPG 2810.1,  Paragraph A.6.3.3





�PAGE \# "'Page: '#'�'"  ��Management will ensure that the following password lifetime requirements are implemented:     Ref:  NPG 2810.1, Paragraph A.6.1.4





�PAGE \# "'Page: '#'�'"  ��Management will implement a process to ensure that the following password sharing requirements are followed:     Ref:  NPG 2810.1,  Paragraph A.6.3.5





�PAGE \# "'Page: '#'�'"  ��Management will ensure that the following password reuse requirements are implemented:     Ref:  NPG 2810.1,  Paragraph  A.6.3.6





�PAGE \# "'Page: '#'�'"  ��Management will ensure that the following password storage requirements are implemented:    Ref:  NPG 2810.1,  Paragraph A.6.3.7





�PAGE \# "'Page: '#'�'"  ��Management will implement a password distribution system that accomplishes the following:     Ref:  NPG 2810.1,  Paragraph A.6.3.8





�PAGE \# "'Page: '#'�'"  ��Passwords are reset when a user forgets his or her password, when evidence exists that a password has been compromised, or when management believes a password reset to be in the best interests of the security of the system.  Managemewnt will implement a process thjat accomplishes the following:     Ref:  NPG 2810.1,  Paragraph A.6.3.9





�PAGE \# "'Page: '#'�'"  ��Management will implement a process for generating ans assigning the initial password for eachuser ID.  This process will ensure the following:     Ref:  NPG 2810.1,  Paragraph A.6.3.10





�PAGE \# "'Page: '#'�'"  ��Logical access control is the process of limiting access to the resources of the system to authorized users, programs, processes, or other systems.  This section applies to multiuser systems.  Logical access controls also apply to networks.


 


�PAGE \# "'Page: '#'�'"  ��Usr authentication is the process by which the system verifies the user’s claim of identity.  The user authenticates his or her identity by presenting to the system some piece of information that is something his or hers:  either something known (password), something possessed (a key or token), or something he or she is (such as biometrics measurement).       Ref:  NPG 2810.1,  Paragraph A.6.4.1.





�PAGE \# "'Page: '#'�'"  ��Using the user authentication to log on directly to a system.





�PAGE \# "'Page: '#'�'"  ��Accessing a second system from the first without invoking a second authentication.





�PAGE \# "'Page: '#'�'"  ��Failed logon attempts are unsuccessful attempts to provide the correct logon user ID and authentication combination.  Excessive failed logon attempts may indicate that an unauthorized user is attempting to access the system.  Management will implement a process that accomplishes the following:    Ref:  NPG 2810.1,  Paragraph  A.6.4.2





�PAGE \# "'Page: '#'�'"  ��Controlled access protection is the ability of the system to control the circumstances under which users have access to resources.  Management will ensure that all systems that are accessed bymore than one user will provide the following controlled access protection when those users do not have the same authorization to use all of the information on the system.     Ref:  NPG 2810.1,  Paragraph A.6.4.3    





�PAGE \# "'Page: '#'�'"  ��Default file protection is the access control the system places on a file when the data owner does not take explicit action.  Management will implement a process that accomplishes the following:    Ref:  NPG 2810.1,  Paragraph A.6.4.4





�PAGE \# "'Page: '#'�'"  ��An application processes data, giving it form, structure, and meaning.  The application derives its information category from the data it processes or contains.  The computer system derives its information category level from the applications it handles or stores.  All data or information has an owner and in some cases an application owner.  Owners are responsible for making decisions concerning protection and sharing.  Owners may either apply the protections themselves or designate other appropriate personnel,  susch as data custodians or System Administrators, to implement protections.





Software tools are a special type of application.  Various software tools used to develop and support a specific application (such as flight design computation routines) are owned by that application owner.  Tools that are shared by all system users (such as language compiler) are owned by the group with the primary responsibility for host system.





�PAGE \# "'Page: '#'�'"  ��The data owner will do the following:     Ref:  NPG 2810.1,  Paragraph A.6.5.4





�PAGE \# "'Page: '#'�'"  ��Application data backup/recovery defines the owner’s requirements to restore the application/information after a system (hardware/software) malfunction or compromise of integrity.  In support of this activity, the application owner will ensure the following:    Ref:  NPG 2810.1,  Paragraph A.6.5.5





�PAGE \# "'Page: '#'�'"  ��COTS software is software that has been developed, tested, placed on the market, and advertised as a salable product.  Before installation, COTS software will be tested on the system according to the requirements in paragraph A.6.6.1.  Maintenance of COTS will be done according to the requirements in paragraph A.6.6.2.





�PAGE \# "'Page: '#'�'"  ��Software acceptance testing for IT security features provides a measure of assurance that the software product correctly provides the advertised capabilities.  Management will implement a process to ensure the following: Ref:       NPG 28101,  Paragraph A.6.6.1





�PAGE \# "'Page: '#'�'"  ��Software maintenance (i.e., modifications and updates) increases the risk that errors, accidents, and intentional acts can occur.  To keep these risks at a minimum, management will implement a process that accomplishes the following:     Ref:  NPG 2810.1,  Paragraph A.6.6.2





�PAGE \# "'Page: '#'�'"  ��Public domain software includes software acquired from the Government or non-government sources, often at no charge, when the source takes no responsibility for the integrity or maintenance of software.  Public domain software is often written by enthusiasts and distributed by users’ groups, or via e-mail, local bulletin boards, Usenet, or other electronic media.  Public domain software is a common carrier of malicious code.  NASA line managers will establish a process for approving the use of public domain software.  The process should at least verify the source of the software as trusted, check for viruses, and test the software to ensure it works properly. 





�PAGE \# "'Page: '#'�'"  ��Management will implement a process that accomplishes the following: 


Ref:  NPG 2810.1,  Paragraph  A.6.7.1





�PAGE \# "'Page: '#'�'"  ��Management will implement a process that accomplishes the following:    Ref:  NPG 2810.1,  Paragraph A.6.7.2





�PAGE \# "'Page: '#'�'"  ��Customer/contractor-supplied software is software that is developed or customized by either in-house or contractor-supplied services, including universities.





�PAGE \# "'Page: '#'�'"  ��Each line manager engaged in formal life-cycle project development will ensure that basic security requirements are integrated throughout the software’s life cycle. Management will implement a process that accomplishes the following:     Ref:  NPG 2810.1,  Paragraph A.6.8.1





�PAGE \# "'Page: '#'�'"  ��Encryption needs to be used on sensitive/critical data only if risk analysis process for that system so dictates.  When encryption is employed, the algorithm specified in FIPS 46-1, currently the Data Encryption Standard (DES) will be used for production systems.





�PAGE \# "'Page: '#'�'"  ��If encryption is employed, the responsible line manager will implement a process that accomplishes the following:    Ref:  NPG 2810.1,  Paragraph  A.6.9.1





�PAGE \# "'Page: '#'�'"  ��Key management refers to the generation, distribution, storage, and destruction of keys used to encrypt and decrypt data.    Management will implement a process that accomplishes the following:      Ref:  NPG 2810.1,  Paragraph A.6.9.2





�PAGE \# "'Page: '#'�'"  ��Management will implement a process that accomplishes the following:      Ref: NPG 2810. Paragraph A.6.9.3





�PAGE \# "'Page: '#'�'"  ��Private data are data that has disclosure restrictions such as Privacy Act, source sellection, contractor proprietary, or medical data.  Management will implement a process that accomplishes the following:    Ref: NPG 2810.  Paragraph A.6.9.4





�PAGE \# "'Page: '#'�'"  ��Centralized operations refer to the operational tasks and ancillary functions that support multi-user systems, servers, and mainframes (also known as host systems).  Operational tasks include, but are not limited to, the setup, operations (e.g., start, stop, configure, bypass/recover), and monitoring of console control units and peripherals.  Operational tasks may be accomplished from a centralized location or a remote console.  Ancillary tasks include, but are not limited to, job and event scheduling and processing, job quality control, magnetic tape cleaning and certification, magnetic disk module inspection and cleaning, tape library operation, and the coordination of media retention and accountability tasks.  The requirements that follow are to be fulfilled by the managers of multiuser systems.








�PAGE \# "'Page: '#'�'"  ��The line management will implement a process that accomplishes the following:    Ref: NPG 2810.  Paragraph A.6.10.1.





�PAGE \# "'Page: '#'�'"  ��The line management will implement a process that accomplishes the following:    Ref NPG 2810.1,  Paragraph A.6.10.2 and A6.10.3





�PAGE \# "'Page: '#'�'"  ��Media may be stored in a vatiety of environments, including libraries, offices, laboratories, and computer rooms.  Whenever it is stored, the media must be protected from destruction, damage, theft, inauthorized modification, and unauthorized access.     Ref: NPG 2810.  Paragraph A.6.10.4





�PAGE \# "'Page: '#'�'"  ��Protection, control, and integrity of data by operations personnel during an input preperation process are very important.  Therefore, whenever operations personnel are required to set up and process job input to support a customer or user, operations management will implement a process that accomplishes the following:      Ref: NPG 2810.  Paragraph A.6.10.5





�PAGE \# "'Page: '#'�'"  ��Controlling the ouitput of processed information helps ensure the continued protection of the information after it leaves the processing area.  To support this function, operations management will implement a process that accomplishes the following:      Ref: NPG 2810.  Paragraph A.6.10.6





�PAGE \# "'Page: '#'�'"  ��Workstations include, but are not limited to, systems used to support processing (personal computers), LAN’s and servers typically used in an office or laboratory envirinment.





�PAGE \# "'Page: '#'�'"  ��A single-user workstation is one that may be used by only one person at a time, thjough many people may have access.  Where single-user workstations are installed, management will do thew following:    Ref: NPG 2810.  Paragraph A.6.11.1





�PAGE \# "'Page: '#'�'"  ��A multiuser workstation, also known as a host system, is one that can be accessed simultaneously by other workstations.  Where multiuser workstations are installed, management will implement a process that accomplishes the following:     Ref: NPG 2810. Paragraph A.6.11.2





�PAGE \# "'Page: '#'�'"  ��Network multi-user systems, servers, and mainframes have some additional security requirements imposed on them solely by operating as a node on a network.  This section details the network related security requirements for nodes by the information category of the system.  These requirements are in addition to system requirements annotated earlier in the checklist.  Total network security for systems handling MSN, BRT, SER, and ADM categories of information will be ensured through the protection mechanisms on the systems themselves and the additional protection provided through the network boundary system(s).


    


�PAGE \# "'Page: '#'�'"  ��Authentication is the process by which a computer verifies the identy of a user.  The process generally consists of the computer prompting the user for a user ID and, at a minimum, a password.  Management will implement a process that accomplishes the following: Ref: Paragraph A.7.4.1, NPG 2810.1





�PAGE \# "'Page: '#'�'"  ��Services provided by the network include such processes as file ftansfer and remote logon.  These services require special protection.  Management will implement a process that accomplishes the following:   Ref: Paragraph A.7.4.2, NPG 2810.1





�PAGE \# "'Page: '#'�'"  ��Network attachment increases the number of threats to which a system may be vulnerable.  Therefore, certain security precautions must be taken before a system is attached to a network.  Management will implement a process that accomplishes the following:     Ref: Paragraph A.7.4.3, NPG 2810.1
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