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NASA Headquarters Account Management Policy

1.  Purpose 

Policies and procedures are established for granting, changing and terminating access to automated information system (AIS) accounts administered by NASA Headquarters. These controls are essential to the security of NASA Headquarters computer systems and the information they process in terms of availability, integrity and confidentiality.

2.  Scope 

Procedures for granting, changing and terminating AIS access on networked servers under the operational management of NASA Headquarters apply to systems or applications that are operational or in development. However, temporary accounts

for access to computer systems for testing in the NASA Headquarters Systems Engineering Facility are excluded from the scope of these procedures. These procedures establish the essential requirements for effective account management that safeguard computing assets and sensitive information.  This policy also applies to all computer systems that are configured for multi-user accounts or have at least one network address that allows remote access (under any protocol). This includes, but is not limited to, personal computers such as Macintosh, IBM PC, and IBM clones; workstation systems

such as SUN, SGI, and DEC; and mid-size and mainframe applications, UNIX servers, local area networks, E-mail and calendering systems. This policy conforms to the required elements for effective password management and access controls that managers within NASA Headquarters are expected to implement to safeguard their computing assets and sensitive information.

3.  Policy 

NASA HQ will comply with the requirements in NPG 2810.1 for granting, changing and terminating access to systems administered by NASA Headquarters.

4.  Procedures

Accounts on NASA Headquarters automated information systems are managed by a single process. The user and their first-line supervisor initiate this process. Accounts are

requested, coordinated, and approved on NHQ Form 224.

a.  Granting Access to Automated Information Systems.  Individuals are granted access only to those network systems necessary for the performance of their official duties.  Individuals not assigned to NASA Headquarters or to a NASA Headquarters support contractor require sponsorship by a NASA Headquarters staff member (a civil servant) prior to approval for account access. Individuals within this category could be NASA personnel assigned to other Centers, personnel assigned to other Government agencies, or non-government personnel. 

All new systems and applications require coordination with the NASA Headquarters Information Technology Security Manager (ITSM).  This coordination is conducted early in the system or application development process to ensure that access control requirements are planned and that controls are operating for developmental or operational systems or applications. 

b.  Terminating Accounts.   

Accounts shall be terminated upon the departure of a user or a change in a user's duties that eliminates the requirement for access. Ensuring that such accounts are terminated promptly and correctly is essential to safeguarding NASA Headquarters information. System administrators for general support systems and major applications must follow relevant procedures for termination of accounts, with access being disabled prior to termination when technically feasible. Termination action should take place within a period of fifteen working days allowing time to ensure that essential NASA data is preserved and the account is terminated without major impact.   The NASA Headquarters IT Security Manager shall notify the Account Administrator of termination actions. The IT Support Center Account Administration Coordinator shall ensure that managers of HQ server-based applications receive the termination notification and shall terminate accounts for the appropriate system/application. The applicable System Administrator shall schedule the termination (or terminate the account, as appropriate) and notify the appropriate Data Base Administrator (DBAs) and Application Programmers of the action. 

(1) Departing Government Personnel.  To initiate termination of an account for outprocessing Government personnel, two reports shall be sent by the NASA Headquarters Personnel Office to the NASA Headquarters IT Security Manager: 

(a) An E-mail message upon the outprocessing of each NASA Headquarters employee; 

(b) Any applicable personnel termination reports.

The NASA Headquarters IT Security Manager shall distribute these reports for action through the Account Administrator to the Systems Security Administrator and the appropriate Server Manager. 

(2) Departing ISEM/ODIN Contractor Personnel.  To initiate termination of accounts for contractor personnel departing the contract, including subcontractor personnel, Contractor Line Managers shall notify the contractor’s Human Resources Manager of the expected departure of personnel from their respective departments. The contractor Human Resources Manager shall send the following reports to the NASA Headquarters IT Security Manager, with a copy to the Account Administrator: 

(a) An E-mail message that identifies the expected departure date of the contractor or subcontractor. This report should identify departing employees as soon as they are known so that actions to remove personnel from access logs can be planned and completed in a timely manner. 

(b) Monthly Personnel Departure Recap that identifies personnel who departed in the last month and those expected to depart in the upcoming (current) month. This report is normally delivered by the 7th of each month. 

(3) Other Departing Contractor Personnel.  On contracts other than ODIN or ISEM, the Contracting Officer's Technical Representative (COTR) shall inform the NASA Headquarters IT Security Manager via email, as soon as it becomes known, that a contractor with access to a NASA Headquarters automated information system no longer is authorized for access to the system. Additionally, the NASA Headquarters Security Office shall inform the NASA Headquarters IT Security Manager via email of the names of contractors who turn in badges. The NASA HQ ITSM shall use this information, in conjunction with that received from the COTRs, to identify contractor employees who are to be terminated from the NASA Headquarters information system access lists. 

(4) Inactive Accounts.  Inactive accounts shall be handled in the following ways dependent on type.

 (a) Mainframe Applications:  All accounts not used in a 120-day period shall be disabled.  Accounts for NASA Headquarters contractors shall terminate on the expiration date of their contract.  Accounts for all non-Headquarters users (NASA personnel at other NASA Centers, contractors at other NASA Centers, other Government or non-Government personnel) shall be granted for a period of only one year. These non-Headquarters users may resubmit a new NHQ Form 224 to reestablish access.

(b)  LAN servers:  All accounts not used in a 60-day period shall be disabled.  Accounts for NASA HQ contractors shall terminate on the expiration date of their contract.  Accounts for LAN servers for non-Headquarters users (NASA personnel at other NASA Centers, contractors at other NASA Centers, other Government or non-Government personnel) are granted only under exceptional circumstances. Requests for such accounts shall be addressed to the NASA Headquarters IT Security Manager for approval.  If established, these accounts are approved only for a six-month period. These non-Headquarters users may resubmit a new NHQ Form 224 to re-establish access.

(c)  UNIX servers:  All accounts not used in a 60-day period shall be disabled.  Accounts for NASA Headquarters contractors shall terminate on the expiration date of their contract.  Accounts to U1V7x servers shall only be granted for non-Headquarters users (NASA personnel at other NASA Centers, contractors at other NASA Centers, other Government or non-Government personnel) under exceptional circumstances. Requests for such accounts shall be addressed to the NASA Headquarters IT Security Manager for approval. If established, these accounts shall be approved for a six-month period. These non-Headquarters users may resubmit a new NHQ Form 224 to reestablish access.  Accounts for non-Headquarters users for major applications running on UNIX servers shall be granted only for one year. These non-Headquarters users may resubmit a new NHQ Form 224 to reestablish access. 

5.  Responsibilities 

a. User.  The term user refers to all individuals who will use accounts on

NASA Headquarters automated information systems. Users are responsible for: 

(1) Preparing and submitting NHQ Form 224 and NHQ Form 252 (Account Access Request Form) to their first-line supervisor for approved access to NASA Headquarters systems.  Non-NASA HQ users (Government or Contractor) will submit their NHQ Form 224 to their NASA HQ sponsor. Under exceptional circumstances, the request for may be sent to the sponsor by fax and promptly submitted for authorized access. Originals of the NHQ Form 224 will be forwarded to the NASA HQ IT Security Manager to follow-up the request. 

(2) Understanding NASA HQ password policy and their responsibilities for safeguarding passwords.  Using Federal information resources in accordance with Federal statutes and NASA policy. 

(3) Understanding the consequences of their failure to adhere to statutes and policy governing information resources. 

(4) Ensuring that they understand and acknowledge, via signature, their responsibilities as stated in block 17.  Verifying all information on the form is accurate, complete and correct. 

(5) Ensuring the user's real name is on the form and not a nickname. (Note: Nickname can be entered in the common field in X-500.) 

b. First-Line Supervisors.  First-line supervisors are responsible for ensuring that NHQ Forms 224 are complete and correctly reflect the need for the requested access.  For NASA employees, first-line supervisors will coordinate with their Code points of contact and route the NHQ Form 224 to the NASA Headquarters IT Security Manager.  First-line supervisors of contractor support personnel for NASA Headquarters shall route the NHQ Form 224 to the COTR for the NASA contract on which the user is working and the appropriate application owners, ensuring information in blocks 11 and 12 is complete. 

c. Contracting Officer's Technical Representatives (COTR).  The COTRs are responsible for: 

(1) Verifying, by signing NHQ Forms 224, that NASA contractor support personnel are valid contractors authorized to perform services for NASA Headquarters. They ensure that the information on the user's NHQ Form 224 correctly reflects the need for which access is requested.  

(2) Ensuring a process is in place for notifying the NASA Headquarters IT Security Manager as soon as it becomes known that the contractor is no longer authorized access to NASA HQ systems.  

(3) Periodically validating that contractor personnel continue to be valid contractors authorized to perform services for NASA Headquarters. These periodic validations will be performed by the appropriate system administrator in coordination with the NASA Headquarters IT Security Manager. COTRs will be requested to review and validate lists of contractors with access to NASA HQ systems. 

d. NASA HQ Sponsors.  The NASA HQ Sponsor is responsible for: 

(1) Verifying that the individual requesting access has a valid need to access NASA HQ systems to conduct official business. 

(2) Ensuring the information on the user's NHQ Form 224 correctly reflects the need for which access is requested. 

(3) Routing the NHQ Form 224 to the appropriate application owner. Since users who are sponsored are usually located outside of NASA Headquarters,the NASA HQ Sponsor is responsible for ensuring that the NHQ Form 224 is routed to the appropriate officials in the approval process. 

(4) In accordance with requests from the NASA Headquarters IT Security Manager, periodically validate (6-12 months) the need for system or application access of non-NASA HQ users. 

(5) Notifying the NASA HQ IT Security Manager when the sponsored user is no longer working on the NASA program or project for which access was previously approved. The NASA HQ Sponsor shall ensure that a procedure is established for knowing when personnel depart, or when access is no longer required for other reasons. 

e. Application Owner.  The Application Owner is responsible for validating, at least annually, the list of authorized users approved for application access. Access of non-NASA Headquarters users will be revalidated at least every six months to one year in accordance with requests from the NASA HQ IT Security Manager. These periodic validations are essential to the successful protection of the information and information resources for which application owners are accountable. Requests to validate users are performed by system administrators and coordinated with the NASA HQ IT Security Manager. 

f. NASA Headquarters IT Security Manager.  The NASA Headquarters IT Security Manager is responsible for: 

(1) Providing oversight of the process for administering passwords for NASA Headquarters automated information systems. 

(2) Providing oversight of the process for conducting periodic validations of authorized users of NASA Headquarters systems/applications. 

(3) Publishing and maintaining policy guidelines for the control of the process for issuing and terminating passwords. 

(4) Reviewing each NHQ Form 224 for completeness and accuracy prior to routing the forms to the appropriate account administrator for establishment of an authorized account. 

g. Account Administrator.  The Account Administrator is responsible for: 

(1) Logging receipt of the NHQ Form 224 and recording completion of an access request. 

(2) Coordinating the granting, terminating and changing of application access with the managers of HQ server-based applications. 

(3) Granting, terminating, and changing access for the systems and applications administered by the Account Administrator. 

(4) Facilitating the processing and coordination of NHQ Form 224 and related actions. 

h. NASA Headquarters Server System Administrators.  System Administrators are responsible for: 

(1) Establishing accounts in response to an approved NHQ Form 224. This includes issuing the initial user password, assigning user privileges in accordance with direction from application owners, and informing users of the creation of their accounts and initial account password. 

(2) Changing user account privileges in accordance with instructions received on an approved NHQ Form 224. 

(3) Terminating accounts for users who no longer require access due to a change in duties or employment. Direction for the termination of an account is generally received via E-mail message from the System Security Administrator, the Server Operations Manager, or the NASA HQ IT Security Manager. However, terminations may be initiated by a scrub of account access lists or, when circumstances call for expedited action, terminations may be received verbally from an application owner, the NASA HQ IT Security Manager, the support contractor Security Manager, a NASA sponsor, or a user's manager. Verbal termination actions must be promptly followed by an E-mail to document the circumstance of the termination. 

6.  Waivers 

If provisions of this policy require a waiver due to special operational circumstances or contingencies, requests shall be submitted in writing, either by memorandum or E-mail. Requests shall be submitted to the NASA Headquarters IT Security Manager for approval.

