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1.0
Introduction

National Aeronautics and Space Administration (NASA) and Federal regulations require that the assigned duties of each contractor position be evaluated to determine the potential risk and harm an individual occupying the position could cause to NASA Information Technology (IT) resources and sensitive information.  Additionally, the individuals occupying the positions are subject to the appropriate level of background investigation commensurate with their position's sensitivity designation.  A position sensitivity designation is not the same, nor does it replace, a national security clearance.  A national security clearance and associated background investigation establishes personnel suitability for access to a specific level of national security information.  A position sensitivity designation and associated background investigation establishes personnel suitability for access to unclassified sensitive information and IT systems. 

1.1
Purpose 

This document establishes criteria and processes for determining and designating each contractor position risk, i.e., High, Moderate, Low, and the corresponding background investigation requirements.  It provides direction and the guidelines needed to ensure NASA contractors are in compliance with position sensitivity designations and investigative requirements. 

 1.2
Scope 

This document applies to all NASA consultants and contractors who design, develop, operate, maintain, or use a sensitive unclassified IT system in support of NASA Headquarters.  Procedures and requirements for IT systems processing or storing classified national security information are not within the scope of this document.

1.3
Applicable Laws, Policies, and Guidance

Applicable laws, policies, and guidance documents are provided in Appendix A of this document. 

1.4
Definitions and Acronyms

A glossary of definitions is provided in Appendix B and a glossary of acronyms is provided in Appendix C to this document.

1.5
Waivers and Exceptions

If a contractor determines that implementation of any provision of this guidance is too costly or the guidance has not been adequately accounted for during the contract proposal and bidding, the contractor shall notify the Contracting Officer's Technical Representative (COTR) via the cognizant Contracting Officer.  The notification shall indicate the provision(s), which cannot be met, the scope of the contract in question, and the reasons for non-compliance.  Under certain conditions the COTR with the approval of the NASA Headquarters (HQ) IT Security Manager (ITSM) and the Director, NASA HQ Information Technology and Communications Division may grant a waiver and the contractor may be excused from the identified provisions.

2.0
Roles and Responsibilities 

This section describes the ongoing roles and responsibilities of both NASA Headquarters and contractor personnel.

2.1 NASA Headquarters Organizations

NASA Headquarters organizations will establish policies and procedures for background screening of contractor personnel supping NASA Headquarters, in accordance with Public Law and Office of Personnel Management (OPM) guidelines.

2.1.1
NASA Facilities Management and Security Division, Code CO

The NASA Headquarters Facilities Management and Security Division, Code CO has overall responsibility for adjudicating the suitability of contractor employees for access to NASA IT resources.  In carrying out this responsibility, the Division will exercise its adjudicative authority in any case where deemed necessary, and will exercise its adjudicative authority if clearly serious issues are present. 

Headquarters Facilities Management and Security Division will complete the following:

· Provide all required forms to contractor personnel.

· Standard Form (SF) 85P "Questionnaire for Public Trust Positions"

· NASA Headquarters (NHQ) Form 219, "Headquarters Request for Screening of Non-Federal Personnel in ADP Positions"

· NHQ Form 224, "NASA Headquarters Automated Systems Request"

· Federal Document (FD) 258, "Applicant Fingerprint Card."

· Process the personnel background screening request. 

· Receive the completed package from the applicant

· Review all forms, with special attention on the SF 85P and FD 258, to ensure that all information is provided and legible 

· Request a Federal Bureau of Investigation (FBI) name check through the Name Check Request System (NCRS)

· Determine suitability for “Interim Access,” using results of the FBI name check and the information provided on the NHQ Form 219 and SF 85P based the OPM adjudicative guidelines 

· Provide the HQ ITSM with written interim access determinations within 1 to 2 days of receiving the FBI name check results 

· Coordinate requests for foreign nationals who require access to IT systems operated by or on behalf of NASA. 

· Submit and monitor personnel background investigation requests to OPM

· When investigations are completed, adjudicate the results using OPM adjudicative guidelines and make the final IT resource access approval or disapproval determination

· Provide the HQ ITSM with written final access determination 

· Within Federal guidelines, maintain the official file that documents the screening process and the final access determination 

· Serve as approving authority for access requests made for foreign nationals.  

2.1.2
NASA HQ IT and Communications Division, Code CI

The NASA HQ Information Technology and Communications Division has overall responsibility for approving contractor employee access to NASA IT resources based on adjudicative determinations from Code CO. 

2.1.3 
NASA HQ IT Security Manager

The role of the NASA HQ IT Security Manager is to provide guidance and direct support to the HQ Facilities Management and Security Division, and to the contractor during the personnel background screening process. 

The HQ IT Security Manager will complete the following:

· Establish NASA Headquarters contractor personnel background screening control procedures and policy

· Coordinate with HQ Facilities Management and Security Division in making interim and final IT resource adjudicative determinations

· Sign the NHQ Form 224 within 1 or 2 work days of receiving written approved interim IT resource access determinations from the HQ Facilities Management and Security Division 

· Notify the appropriate COTR of disapproved interim IT resource access requests

· Sign the NHQ Form 224 upon receiving written approved final IT resource access determinations from the HQ Facilities Management and Security Division 

· Notify the appropriate COTR of disapproved final IT resource access requests

· Conduct periodic reviews of contractor facilities.

2.1.4 
Contracting Officer Technical Representative

The COTR will complete the following:

· Ensure the statement of work identifies NASA personnel screening requirements

· Ensures that all access requests are valid and required to perform contractual duties

· Notify Contractor Program Managers of disapproved interim or final IT resource access requests.

2.2 
Contractors 

Contractors shall comply with NASA personnel background screening requirements as indicated in contract statements of work and applicable NASA policies.

2.2.1
Contractor Management

The contractor management shall:

· Develop and maintain a listing of all positions authorized on the contract.

· Assign one of the defined sensitivity levels to each position.  See Section 3 of this document.

· Submit all required forms, i.e., SF 85P, NHQ Form 224, NHQ Form 219, FD 258, for a personnel background investigation for each contractor employee who holds a sensitive position. 

· Provide an updated listing of positions, with their sensitivity levels, to the COTR as changes occur.  The listing will identify the position, the employee occupying each position, and the disposition of the investigation (completed, pending, not submitted). 

· Cooperate with NASA and other Federal agencies during official inspections, investigations concerning the protection of sensitive information, and personnel security investigations of present or former contractor employees.  This includes providing suitable arrangements within the facility for conducting private interviews with employees during normal working hours, providing relevant employment and security records for review when requested, and rendering other assistance as requested or needed.

· Advise all employees (and subcontractors) of their individual responsibilities for safeguarding NASA information. 

· Implement this guidance at each of its work locations. 

· Track and notify the COTR of all personnel background investigations that exceed 120 days.

· Report known or suspected security violations. 

· Review their personnel screening program and related procedures on a continuing basis. 

2.2.2
Contractor Employees

Obligations of contractor employees include the following:

· Complete, sign, and submit the required forms, i.e., SF 85P, NHQ Form 224, NHQ Form 219, Fingerprint cards, needed to meet contract and NASA personnel background screening requirements

· Submit access request forms to the designed contractor point-of-contact for submission to the HQ Facilities Management and Security Division 

· Protect all NASA-sensitive information to which they have access or custody, in accordance with the provisions of this document

· Report known or suspected security violations to the appropriate security points of contact. 

3.0
Position Sensitivity Levels 

The Project Manager will identify and document those contract positions that (1) will have access to sensitive unclassified data, or (2) are involved in the design, operation, maintenance, testing, or use of an unclassified sensitive application or network.  For those personnel whose official duties fit one of these criteria, their position must be formally designated as High, Moderate, or Low risk. 

The contractor will determine each position's risk designation in accordance with the following guidelines.  Once designated, a consolidated list of position risk designations will be submitted to the appropriate NASA HQ COTR or HQ ITSM for approval. 

Each individual must complete the appropriate forms and undergo the appropriate background investigation based on their position's sensitivity designation.  Prior to gaining access to sensitive NASA information or IT systems, each individual must complete and submit a personnel background screening package and receive an interim approval for IT resource access.  Final approval is based on a completed and favorably adjudicated background investigation.  The criteria for each sensitivity level and the associated investigation follows. 

3.1
High Risk Positions 

A high-risk position has the potential for exceptionally serious impact involving duties especially critical to the agency mission with broad scope and authority, and with major program responsibilities that affect a major IT system or systems.  These positions include any position in which the incumbent is responsible for the planning, direction, and implementation of a computer security program, has a major responsibility for the direction, planning, and design of a IT system, including the hardware and software; or, can access a system during the operation or maintenance in such a way, and with relatively high risk for causing grave damage or realizing a significant personal gain.  Such positions may involve the following criteria:

 3.1.1
Criteria 

· Responsible for development and administration of agency computer security programs including direction and control of risk analysis and/or threat assessment 

· Have significant involvement in life-critical or mission-critical systems 

· Responsible for the preparation or approval of data for input into a system which may not involve personal access to the system, but may result in a relatively high risk for causing grave damage or realizing significant personal gain 

· Have relatively high risk assignments associated with or directly involved in the accounting, disbursement, or authorization for disbursement from systems of (1) dollar amounts of $10 million per year or greater, or (2) lesser amounts if the activities of the individual are not subject to technical review by a person in higher authority in the high risk category to ensure the integrity of the system.

· Positions involving major responsibility for the direction, planning, design, testing, maintenance, operation, monitoring, or management of systems hardware and software 

· Other positions as designated by the agency head that involve relatively high risk for effecting grave damage or realizing significant personal gain. 

Exhibit 3.0-1 provides a description of position categories that may be designated as high risk.  

Exhibit 3.0-1

High Risk Position Categories

	High Risk

	Positions involving major responsibility for the direction, planning, design, testing, maintenance, operation, monitoring, and/or management of systems hardware and software.  Positions could include:

· Program Managers.

· Computer Security Officials, includes all personnel performing security officer duties.  Personnel may be security personnel or System Administrators.  Duties could include:

· Updates access control files 

· Assigns privileges

· Assigns passwords

· Audit file access, purging, review

· Monitors electronic communications

· Monitors user activities

· Performs risk analysis

· Ability to bypass security controls.

· System Designers/Developers whose duties include the structuring, modifying, and/or testing of operating system or security control software.


3.2
Moderate Risk Positions 

Moderate risk positions have the potential for moderate to serious impact involving duties of considerable importance to the agency mission with significant program responsibilities, which affect large portions of a IT system or systems.  These positions include any position in which the incumbent is responsible for the direction, planning, design, operation, maintenance, or monitoring of a IT system, and whose work is technically reviewed by a higher authority at the high risk level to insure the integrity of the system.  Such positions may involve the following criteria:

3.2.1 
Criteria 

· Responsible for systems design, operation, testing, maintenance, and/or monitoring that is carried out under technical review of a person of higher authority at the high-risk level. This level includes, but is not limited to: 

· Access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974, and Government-developed privileged information involving the award of contracts 

· Accounting, disbursement, or authorization for disbursement from systems of dollar amounts less that $10 million per year.  

· Other positions as designated by the agency head that may involve a degree of access to a system that creates a significant potential for damage or personal gain less than that in high-risk positions. 

Exhibit 3.0-2 provides a description of position categories that may be designated as moderate risk.  

Exhibit 3.0-2

Moderate Risk Position Categories

	Moderate Risk

	Responsibility for systems design, operation, testing, maintenance, and/or monitoring that is carried out under technical review of higher authority in a High-Risk position.

Positions could include:

· System Developers/Designers, whose duties could include:

· Functional designs of application systems

· Preparation of program specifications

· Programming

· Testing functional programs.

· System Engineers, whose duties could include:

· Daily maintenance and operation of a network or system.

· Operators, whose duties could include:

· System tuning

· Diagnosing & correcting system  problems

· Console operations

· Shift supervisor (or equivalent).


3.3
 Low Risk Positions 

Low risk positions have the potential for impact involving duties of limited relation to the agency mission through the use of an IT system or systems.  These positions include any computer position not falling into one of the above risk levels and that involves Federal computer activities. 

Exhibit 3.0-3 provides a description of position categories that may be designated as low risk.  

Exhibit 3.0-3

Low Risk Position Categories

	Low Risk

	All other positions involved in Federal computer activities are to be designated as low risk.  These positions are considered to be non-sensitive.  This would include positions with duties such as:

· Data entry 

· Administrative/secretarial/clerical

· Reports security violations to the Security Officials

· Trains personnel or performs user orientation briefings

· Serves as a focal point for delivery of passwords to users

· Help/support desk technicians.


4.0
Background Investigations

This section discusses the background investigations required for employees of contractors.  Several different types of personnel security investigations are available, depending on the sensitivity of the individual's position. 

4.1
Background Investigation

Positions designated as high risk require the completion of a Background Investigation (BI).  The scope of the investigation is five years.  All investigative information is obtained by personal contact, written, and telephone inquiry.  Personal contact is used to investigate all less than favorable information.  The BI consists of the following checks and inquires:

· Personal Subject Interview (PRSI)

· Basic National Agency Check (NAC)

· Credit Check

· Education 

· Employment/Self-employment 

· Date of Birth (DOB) and Place of Birth (POB) 

· References 

· Neighborhood 

· Unemployment 

· Military Service 

· Police and Criminal Records 

· Foreign Travel 

· Verification of Citizenship (if applicable) 

· Marital Status (if warranted) 

· Mental Health Counseling (if developed in the investigation).

4.2
National Agency Check with Law and Credit Check.

Positions designated as moderate risk require the completion of a National Agency Check with Law and Credit (NACLC) investigation.  The scope of the investigation is five years. Investigative information may be obtained by personal, written, and/or telephone inquiry. Unfavorable information requires follow-up by personal contact.  The NACLC consists of the basic NAC with law enforcement checks (five years, inquiry or record) and credit search of National Credit Bureaus.  The NACLC consists of the following checks and inquires:

· Basic NAC

· Credit check 

· Police and criminal records 

· Military service (if applicable) 

· Verification of citizenship (if applicable).

4.3
National Agency Check with Inquiries

Positions designated as low risk require the completion of a National Agency Check with Inquiries (NACI) investigation.  The NACI consists of the basic NAC with written inquiries sent to employers, educational institutions, and references. 

4.4
National Agency Check

The NAC is a search of the following four (4) indices:

· U.S. OPM - Security/Suitability Investigations Index (SII) contains investigations completed

      by OPM and by other Federal agencies

· FBI Identification Division contains a fingerprint index and name file

· FBI Records Management Division contains files and records of all other investigations (e.g.,      background, criminal, loyalty, and intelligence)

· Defense Clearance and Investigations Index (DCIII) contains investigations, including criminal investigations, conducted on civilian and military personnel of the Department of Defense.

4.5
Periodic Reinvestigation 

The Periodic Reinvestigation (PRI) consists of a NAC, a credit search, a Personal Subject Interview, selected record searches (e.g., law enforcement, personnel security files, and official personnel files).  Coverage is for a 5-year period.

5.0
Risk Designation Determination

The determination of risk sensitivity is divided into three major functions:

· Designation of Program Placement - Designation of impact to NASA Headquarters (Major, Substantial, Moderate, or Limited) and scope of operations (NASA Headquarters-wide, Multi-Divisional, or Divisional). 

· Designation of Position Risk Points - Designation of the position for its degree of risk upon the program as related to the efficiency of the service.  Degree of risk is divided into four categories (Major, Substantial, Moderate, and Limited), and is calculated in five factor description areas (Program Authority, Criticality of Systems, Information Sensitivity, Position Privileges, and Supervision Received).

· Position Risk Placement - Final designation of position risk using the first two functions to determine Position Risk Placement.

5.1
Designation of Program Placement

The first step in identifying Program Placement is determining the scope of operations for the specific position being reviewed.  Scope of operations is considered NASA/HQ-wide, Multi-divisional, or Divisional.  The second step is determining the impact the position has (based on the position's duties) as it relates to the position's scope of operations.   Exhibit 5.0-1 should be used to determine Program Placement.  If a position has more than one impact area the decision should be made based on the best interests of NASA HQ.  The Program Placement is determined at the intersection of the scope of operations and impact (e.g., Substantial Impact + Multi-Divisional = Substantial).

Exhibit 5.0-1

Designation of Program Placement

	IMPACT
	SCOPE OF OPERATIONS

	
	NASA/HQ- Wide: Operational activity is carried out NASA/HQ-Wide, to all divisions, with primary focus extending to the elements in the private or public sector. 
	Multi-Divisional: Multiple NASA/HQ Division operational activity with primary focus extending to more than one division, or to the elements in the private sector impacted by NASA/HQ.
	Divisional: Operational activity for a single Division with primary focus extending to the elements in the private sector impacted by NASA/HQ.

	MAJOR: Impacts directly on the survival, stability, and continued effectiveness of NASA/HQ operations and the promotion of major NASA/HQ fiscal goals. 
	MAJOR
	MAJOR
	SUBSTANTIAL

	SUBSTANIIAL: Impacts directly on the efficiency and effectiveness of a sizeable segment of the NASA/HQ workforce or operations.


	MAJOR
	SUBSTANTIAL
	MODERATE

	MODERATE: Impacts directly on the effectiveness of NASA/HQ's operations.


	SUBSTANTIAL
	MODERATE
	LIMITED

	LIMITED:  Limited operational impact on the effectiveness of one or a few programs within NASA/HQS.


	MODERATE
	LIMITED
	LIMITED

	PROGRAM PLACEMENT


5.2
Designation of Position Risk Points

The first step in identifying position risk is considering the duties and responsibilities of the position and the risk the position has for damage or abuse to NASA HQ operations.  Secondly, for each risk factor description select the degree of potential impact the position has for the risk factor based on the duties and responsibilities of the position.  For the Supervision Received risk factor, the Degree of Supervision categories should be used.  Exhibit 5.0-2 should be used to determine the position risk points.  If a position has more than one impact area, the decision should be made based on the best interests of NASA HQ.  Additionally, degree of impact within a degree category can be weighted.  The risk factor points for each risk factor description is determined at the intersection of the risk factor description and the degree of impact (e.g., Information Sensitivity + Substantial = 5).  Once the risk factor points for all risk factor descriptions have been determined, the sum of all risk factor points is used to arrive at the final Position Risk Points. 
Exhibit 5.0-2

Designation of Position Risk Points

	DEGREE OF IMPACT
	RISK FACTOR DESCRIPTION

	
	PROGRAM AUTHORITY

Authority or control over the operations or results of all or key portions of a program.
	CRITICALITY OF 

SYSTEMS

The overall critically of all IT systems the position has access to or authority over.
	INFORMATION

SENSITIVITY 

The highest sensitivity of information stored or processed on all IT systems the position has access to or authority over.
	POSITION

PRIVILEGES

The full extent of system privileges required for the position.

	SUPERVISION RECEIVED

The frequency work is reviewed and the nature of the review.

                           

	
	
	
	
	
	
	DEGREE OF                          SUPERVISION

	MAJOR: Potential for independently compromising the integrity and effectiveness of a major program element or component, or in conjunction with others, damaging all phases of program operations.
	7
	7
	7
	7
	7
	Limited: Occasional review only with respect to major policy issues by superior without expertise in the technical aspects of program policy and operations.

	SUBSTANTIAL: Potential for reducing the efficiency of overall program operations, or the overall operations of major program elements or components independently, or through collective action with others.
	5-6
	5-6
	5-6
	5-6
	5-6
	Periodic: Ongoing spot review of policy and major operational considerations of work by supervisor, with some knowledge of program operations, but with minimal technical program expertise.

	MODERATE: Potential for reducing the efficiency of the overall or day-to-day operations of a major program element or component, through independent action or collectively with others.
	3-4
	3-4
	3-4
	3-4
	3-4
	Moderate Technical: Ongoing spot review of work in connection with important operational issues by superior with technical program expertise. 

	LIMITED: Potential for damage not meeting above criteria.
	1-2
	1-2
	1-2
	1-2
	1-2
	Close Technical: Continuing review of all phases of work by supervisor with technical program expertise.

	POSITION RISK POINTS


5.3
Position Risk Placement

The results of Program Placement and Position Risk Points are used and applied to the chart provided in Exhibit 5.0-3 to determine the final Position Risk Placement and the category of background investigation that should be conducted.  The final Position Risk Placement is determined at the intersection of the Program Placement and the Position Risk Points (e.g., Substantial +23 points = Moderate Risk/NACLC).  Final Position Risk Placement is designation as High, Moderate, or Low risk.


Exhibit 5.0-3


Position Risk Placement

	POSITION RISK POINTS 
	PROGRAM PLACEMENT

	
	MAJOR
	SUBSTANTIAL
	MODERATE
	LIMITED

	5-10
	Low Risk

NACI
	Low Risk

NACI 
	Low Risk

NACI 
	Low Risk

NACI

	11-17
	Moderate Risk

NACLC
	Moderate Risk

NACLC
	Low Risk

NACI
	Low Risk

NACI

	18-23
	Moderate Risk

NACLC
	Moderate Risk

NACLC 
	Moderate Risk

NACLC
	Low Risk

NACI

	24-29
	High Risk

BI
	Moderate Risk

NACLC
	Moderate Risk

NACLC
	Low Risk

NACI

	30-33
	High Risk

BI
	High Risk

BI
	Moderate Risk

NACLC
	Moderate Risk

NACLC

	34-35
	High Risk

BI
	High Risk

BI
	High Risk

BI
	High Risk

BI

	
	POSITION RISK LEVEL AND TYPE OF BACKGROUND INVESTIGATION


6.0
Background Investigations Processing



The following subsections provide personnel background investigation processing guidelines and processes.

6.1
Applications for IT Resource Access

Contractors that employ persons who require non-privileged, limited-privilege, or privileged access to NASA IT resources must formally request access to NASA IT resources through the HQ ITSM.  The contractor will ensure that all required security forms are completed accurately by the individual to be investigated within 5 working days of the individual's start date.  All forms prepared by the applicant are submitted to the HQ Facilities and Security Management Division, Code CO, for processing, review, and approval of interim access.  

6.2
Interim Access

Contractors may request interim access approval to facilitate operational need.  All applicable forms must be submitted as required.  Code CO will request a FBI name check through the NCRS using the background investigation forms submitted by the contractor.  Code CO will review the results of the FBI name check and the submitted forms to determine whether interim access should be granted.  Code CO will notify the HQ ITSM with a documented interim access determination decision.  The HQ ITSM will approve the access request or will notify the COTR of interim access disapproval.  The COTR will notify the Contractor Program Manager of disapproved interim access requests.  Approved interim access requests will be processed and forwarded to the appropriate organization.  Interim access request determination should be completed within 15 days of the submittal of the request and applicable forms.  

6.3
Notifications

The contractor understands that continued privileged access to NASA IT systems is determined by the outcome of the personnel background investigation results and OPM adjudicative guidelines.  Upon notification by the HQ ITSM or the COTR, the contractor will notify the employee of the investigation results. 

6.4
Delays

If delays in completing an investigation are beyond the fault or control of the contractor or NASA, interim access approvals will be extended until the investigation is complete.  The contractor will track and notify the COTR of all personnel background investigations that exceed 120 days. 

6.5 
Existing Position Sensitivity Designations 

NASA contractor personnel who have already been screened for a position sensitivity designation (within 7 years) may not have to repeat the process.  If the previous background investigation meets the following requirements, an additional background investigation may not be required. 

· The prior investigation meets the required scope and coverage standards and is compatible with the sensitivity of the position. 

· The prior investigation discloses no unresolved information that reflects adversely on the applicant's eligibility for access to sensitive information.  If it is determined that prior investigation does not meet the applicable requirements, an appropriate update or upgrade investigation shall be requested to bring the total combined investigative effort up to standard. 

The contractor should forward a copy of the previous background investigation adjudication letter to the HQ Facilities and Security Management Division.  The HQ Facilities and Security Management Division will provide specific additional guidance once the background adjudication letter is received.

6.6 
Existing National Security Clearances 

NASA contractor personnel who have an active national security clearance or who have terminated from a national security clearance position within two years of the investigation may not be required to undergo an additional background investigation.  In lieu of the background forms, provide a copy of the background adjudication letter to the HQ Facilities and Security Management Division.  If the previous background investigation meets the following requirements, an additional background investigation may not be required. 

· The prior investigation meets the required scope and coverage standards and is compatible with the sensitivity of the position. 

· The prior investigation discloses no unresolved information that reflects adversely on the applicant's eligibility for access to sensitive information.  If it is determined that prior investigation does not meet the applicable requirements, an appropriate update or upgrade investigation shall be requested to bring the total combined investigative effort up to standard. 

The contractor should forward a copy of the previous background investigation adjudication letter to the HQ Facilities and Security Management Division.  The HQ Facilities and Security Management Division will provide specific additional guidance once the background adjudication letter is received.

6.7 
Foreign Nationals

Foreign nationals (non-U.S. citizens) proposed for sensitive positions must have a completed and favorable adjudicated background investigation.  They must complete all background investigation forms, have fingerprints taken, and provide their appropriate documentation of eligibility to work in the United States and Port of Entry.  Approval to submit a foreign national for a position designated as high risk must be received from the COTR, HQ ITSM, and HQ Facilities and Security Management Division prior to submitting the request.  Foreign nationals will normally not be approved for positions designated as high risk. 

6.8
Unfavorable Adjudication and Appeal 

If an unfavorable adjudication is returned, the HQ ITSM will notify the appropriate COTR.  The COTR will notify the Contractor Program Manager, who will notify the individual.  A contractor employee may appeal an unfavorable adjudicative decision.  The contractor employee may

continue to work during the appeal process if approved by the COTR and HQ ITSM.  Specific cases will be reviewed on a case-by-case basis.  If the unfavorable adjudication is not appealed, the individual must be removed from the project. 

APPENDIX A - Applicable Laws, Policies, and Guidance

Computer Security Act of 1987 (Public Law (P.L.) 100-235)

Office of Management and Budget (OMB) Circular A-130, 'Management of Federal Information Resources."

NASA Procedures and Guidelines (NPG) 2810.1, "Security of Information Technology."

NPG 1620.1, "Security Procedures and Guidelines."

OPM "Federal Personnel Manual," Chapter 731-23, subchapter 7, Computer/ADP Position Risk Criteria and Levels.

Title 5 Code of Federal (CFR) Regulations 731, "Suitability." 

APPENDIX B - Definitions

	ACCESS -- The ability to obtain or change information or data.  Within a system, “access” is the interaction between a subject (e.g., person, process, or device) and an object (e.g., record, file, program, or devise) that results in the flow of information from one to the other.  The nature or type of access can be read, write, execute, append, modify, delete, and create.



	APPLICATION -- A set of computer commands, instructions, and procedures used to cause a computer to process a specific set of information.  Application software does not include operating systems, generic utilities, or similar software that are normally referred to as “system software.”



	APPLICATION OWNER -- The highest level manager whose responsibility is the functional operation of an application.  By definition, every “major application” has an owner.



	AUDIT TRAIL -- A record of computer activities.  Normally, audit trails are chronological.  They should be sufficient to enable the reconstruction and examination of a sequence of events, environments, activities, procedures, or operations from inception to final result.



	AUTHENTICATION -- (1) The validation and confirmation of an IT user’s claim of identity, occasionally referred to as personal authentication.  (2) The validation and identification of a computer network node, transmission, or message.



	AUTHORIZATION -- The privilege granted to a subject (e.g., individual, program or process) by a designed official to do something, such as access information based on the individual’s need to know.



	AUTHORIZATION TO PROCESS -- A written statement from a line manager which indicates that a system or “major application” can become operational.  The statement is based on an acceptable level of risk.



	AVAILABILITY -- The state wherein information, data, and systems are in the place needed by the user, at the proper time, and in the form that the user requests.



	Baseline requirements -- Sets of technical, procedural, and physical IT security measures intended to ensure a reasonable level of security for a system.  These requirements are derived from “best practices” used by industry and the Government.



	BOUNDARY -- A designated perimeter that is used to differentiate between internal and external entities.  In IT security planning, a boundary is a border that is used to identify the IT resources for which an IT security official is responsible.  It identifies the scope of an IT security planning effort.



	COMPONENTS -- Pieces of hardware and/or software that when integrated together make up an entire system.

	CONFIDENTIALITY -- Holding sensitive data in confidence such that distribution is limited to those individuals or organizations with an established need to know.



	CONTINGENCY PLAN -- See “Information technology Security Contingency plan.”



	Controls -- Protective measures used to improve security by reducing risks, also known as “safeguards,” “countermeasures,” or “security features.”



	FACILITY -- Designated locations in which a logical group of one or more IT resources are located.



	FEDERAL INFORMATION PROCESSING STANDARDS (FIPS) -- Issued by the NIST after approval by the Secretary of Commerce regarding management and operations of IT resources.  (Also called FIPS PUBS.)



	INFORMATION -- Any communication or reception of knowledge, such as facts, data, or opinions, including numerical, graphic, or narrative forms, whether oral or maintained in any medium, such as computerized databases, paper microfilm, tapes, disk, memory chips, RAM, ROM, microfiche, communication lines, and display terminals.



	INFORMATION CATEGORY -- A designation for the type, sensitivity, and criticality of information processed by a system or “major application."  In this document, information categories are as follows: Mission; Business and Restricted Technology, Scientific, Engineering, and Research, Administrative, and Public Access.



	INFORMATION TECHNOLOGY -- Hardware and software operated by a Federal agency or by a contractor of a Federal agency or other organization that processes information on behalf of the Federal government to accomplish a Federal function, regardless of the technology involved, whether by computers, telecommunications systems, automatic data processing equipment, or other. 



	INFORMATION TECHNOLOGY (IT) SECURITY INCIDENT -- An adverse event or situation associated with a system which poses a threat to the integrity, availability, or confidentiality of data or systems and that results in a failure of security controls; an attempted, suspected, or actual compromise of information; or the waste, fraud, abuse, loss, or damage of Government property or information. 



	INFORMATION TECHNOLOGY (IT) SECURITY PLAN -- A detailed document that specifies the security goals and implementation of security controls for a given IT system.  It describes a system’s risks, the controls in place to counter risks, any risks that have not been addressed, and justification for not addressing risks.  This is the end product of the IT security planning process.  A line manager or data owner is responsible for developing and maintaining this document.



	INTEGRITY -- The state that exists when computerized data is the same as that in source documents or has been correctly computed from source data and has not been exposed to accidental or malicious alteration or destruction.



	LIMITED PRIVILEGE ACCESS -- That which is granted to a user to use system-level commands and files to bypass security controls for part of a system. 



	LOGON -- The identification and authentication sequence that authorizes a user’s access to a computer.  Conversely, “logoff” is the sequence that terminates user access to the system.



	MAJOR APPLICATION -- That which requires special attention to security due to the risk and magnitude of the harm that would result from the loss, misuse, or unauthorized access to or modification of the information in the application. 



	MISUSE -- The use of computer systems and or facilities that do not comply with Center or Agency guidelines, standards, and/or policies.



	NONPRIVILEGED ACCESS -- Restricted access granted by a system for users to conduct business.  Non-privileged access allows users to use and access the most common commands and files while restricting access to system-level commands and files.  This access does not allow users to bypass security controls.



	OMB A-130 -- OMB Circular Number A-130 which provides uniform Governmentwide information resources management policies as required by the Paperwork Reduction Act of 1980, as amended by the Paperwork Reduction Act of 1995, 44 U.S.C. Chapter 35.



	OMB A-130, APPENDIX III -- Establishes a minimum set of controls to be included in Federal automated information security programs, assigns Federal agency responsibilities for the security of automated information; and links agency automated information security programs and agency management control systems established in accordance with OMB Circular No.  A-123.



	PASSWORD -- A protected word, phrase, or a string of symbols that is used to authenticate the identity of a user.  When associated with a particular user ID, it is considered proof of authentication to use the capabilities associated with that user ID.



	PRIVILEGED ACCESS -- That which is granted to a user so that files, processes, and system commands are readable, writable, executable, and/or transferable.  This allows a user to bypass security controls.



	RISK -- The probability that a system is vulnerable to a threat that may cause harm or loss.  If there is no vulnerability, regardless of the seriousness of the threat, there is no risk.  Conversely, if there is no threat, regardless of the seriousness of the vulnerability, there is no risk.



	RISK ANALYSIS -- The breakdown and dissection of perceived risks with regard to IT security issues which involves identifying system’s vulnerabilities and potential system compromises and indexing the findings in a detailed report.



	RISK ASSESSMENT -- The determination of security risk exposure done as part of IT security planning.  This determination usually requires a list of automated information resources and a list of potential security impacts on those resources from adverse events to determine the anticipated level of harm or loss that, in turn, is used by management to determine whether the IT security risk is acceptable.  Methodologies used in this determination may be qualitative, quantitative, or a combination of both.  Often called security “risk analysis.”



	RISK SUMMARY -- A condensation of findings resulting from a risk assessment.  A risk summary provides specific information about the individual and overall risk(s) of a system.



	SECURITY CONTROLS/SECURITY MEASURES -- Steps taken in order to ensure an acceptable level of security for systems and networks.  Some examples might be to install network-monitoring software, shadow password files, restrict non-local access, and install anti-virus software.  



	SENSITIVITY -- The degree of importance, criticality, or confidentiality assigned to a given piece of data or information.



	Special management attention -- Exceptional oversight that is required by some systems due to the risk and magnitude of harm that would result from the loss, misuse, unauthorized access to or modification of the data in a system.



	SYSTEM -- In this document, this term is used to mean an interconnected set of information resources under the same management control, which shares common functionality and requires the same level of security controls.  Normally includes hardware, software, information, data, applications, telecommunication systems, network communications systems, and people. 



	SYSTEM COMPROMISE -- A situation in which an individual who is not authorized to conduct such activities has accessed a system.  Usually the result of some exploited vulnerability of the system.



	SYSTEM LOGS -- Records that contain information about various activities including, but not limited to, logon information, root-privileged processes, and network connection(s) information.  They are usually kept in order to investigate system functionality issues and intrusion or probe attempts.  Also referred to as “journals” or “audit logs.”



	Technical controls -- Security measures provided by the manufacturer of a system or software application to protect the systems data or information.  These are inherent in the operating system or purchased software applications (e.g., the ability to restrict account access or the ability to force password changes at predetermined intervals).



	User authentication -- A process by which a system receives validation of a user’s identity.



	USER IDENTIFICATION (USER ID) -- A unique character string used in a computer to identify a user which is not normally protected as private/privileged information, but is normally unique within the system.



	VULNERABILITY -- A weakness in a system or software application that could be exploited to compromise security processes or controls that protect the system and the information it handles.




APPENDIX C - GLOSSARY OF ACRONYMS

ADP
Automatic Data Processing

BI
Background Investigation

CFR
Code of Federal Regulations

COTR
Contracting Officer Technical Representative


DCIII
Defense Clearance and Investigations Index

DOB
Date of Birth

FBI
Federal Bureau of Investigation

FD
Federal Document

HQ
Headquarters

IT
Information Technology

ITSM
Information Technology Security Manager

NAC
National Agency Check

NACLC
National Agency Check with Law and Credit Check

NACI
National Agency Check with Inquires

NASA
National Aeronautics and Space Administration

NCRS
Name Check Request System

NHQ
NASA Headquarters

NPG
NASA Procedures Guidelines

OMB
Office of Management and Budget 

OPM
Office of Personnel Management

P.L.
Public Law

POB
Place of Birth

PRI
Periodic Reinvestigation

PRSI
Personal Subject Interview

SII
Security/Suitability Investigations Index

SF
Standard Form.
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