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1. INTRODUCTION

Connecting NASA HQ systems to internal and external networks introduces those systems to a myriad of risks.  These risks can be realized through the exploitation of known, unpatched vulnerabilities in operating system and application software.  Quite often, these vulnerabilities are present in the standard configuration when the software is shipped from the vendor.  To maintain a secure environment, the center is responsible for mitigating network vulnerabilities.  This is accomplished by internally scanning the infrastructure to identify and mitigate all possible vulnerabilities that may lead to information and/or resource compromise.  This procedure outlines NASA HQ’s policy with regard to use of, access to, and disclosure of scan technology and information to assist in ensuring NASA’s resources serve the purposes that they were intended to serve. 

2. STATEMENT OF POLICY

A. Privacy, Confidentiality and Public Records Considerations

NASA HQ will make reasonable efforts to maintain the integrity and effective operation of its vulnerability assessment systems, users are advised that those systems and  information are regarded as secure equipment and information.  Thus the information processed and maintained shall be held in confidence.

B. Permissible Uses of Scan Equipment and information

1. Authorized Users.  ODIN Support systems have designated security managers that are authorized by the ODIN project manager to scan ODIN systems. ISEM Support systems have designated security managers that are authorized by the ISEM project manager to scan ISEM systems. NASA IT Security Managers may request access to scanning equipment through the ODIN or ISEM Security Manager.

2. Purpose of Use.  Vulnerability scanning tools are intended to provide a mechanism to periodically evaluate the security posture of the NASA HQ IT environment.  These tools search for known, unpatched vulnerabilities in services provided at the operating system level.  The tools also search for weaknesses in common application software, such as web servers.  Vulnerability scans are conducted on an ad hoc and quarterly.  Quarterly scans are performed in accordance with mandates established by the Principle Center for IT Security (PCITS) addressing vulnerability reporting metrics.  The quarterly scans are conducted using the pre-defined list of vulnerabilities provided by the PCITS.    Ad hoc scans are conducted either prior to a new/significantly modified system being placed in operation, or upon request by the system owner or system administrator.  The use of any NASA resources for vulnerability scanning must be related to NASA business.  Any such incidental and occasional use of NASA vulnerability identification equipment for personal use is subject to the provisions of NASA policy. 

3. Quarterly and Ad-Hoc Scanning System Configuration

A. System Configuration 

Processor 

· 200 MHz Pentium Pro (300 MHz Pentium recommended) 

Operating System 

· Windows 2000 Professional or Windows NT 4.0 Workstation (with Service Pack 6).    We  strongly recommend that you use a dedicated system for scanning. 

NOTE: Windows 2000 Professional is recommended for RealSecure Integration. 

IMPORTANT: Internet Scanner is not supported on Windows NT 3.51,   Windows  NT 4.0 Server, Windows 2000 Server, or Windows 2000 Advanced Server.

Memory (RAM) 

· 80 MB-minimum 

Hard Disk 

· 180 MB for installation from file 60 MB for installation from CD-ROM Running: 55 MB plus  2.5 MB per 100 hosts NTFS partition recommended 

User Privileges 

· Local or Domain Administrator 

Network 

· Ethernet or Token Ring connected to an active network. 

CAUTION: Internet Scanner on a Token Ring network does not perform some vulnerability checks - see the Internet Scanner 6.1 Getting Started Guide or the Internet Scanner 6.1 User Guide for more details. 

Display 

· Monitor that supports 800x600 resolution with a minimum of 256 colors.

B. Network Location

1. Quarterly Scanning

a. Before quarterly scanning can begin the ODIN or ISEM Security Manager must have an up-to-date list of current NASA HQ subnets.  This can be obtained through the X.500 directory located at:

http://hqx500.hq.nasa.gov/noc/UserAdmin/SubnetList.cfm. 

b. Beginning with the private network subnets, 198.116.*.*, the scan box must be placed on the network being scanned by the firewall administrator or an NT administrator.

c. Use procedure b above to relocated the scan system to facilitate scanning the  remaining networks.
2. Ad-hoc Scanning

a. Obtain a request to scan the system by either the system owner or system administrator.  Confirm the request with the appropriate individual(s) verbally (either in person or by phone) prior to initiating any scanning activity.

b. Define the parameters for scanning, including type of scan to be conducted.  This should include provisions for performing a scan of all known vulnerabilities, or a subset of those vulnerabilities.

c. Identify the network to which the target system is attached, and place the scan system on the same network.

C. License Key Generation

1. Procure an account on the ISS WOS (Web Order System):  https://www1.iss.net/wos 

NOTE:  This is a secured web site that uses HTML formatting that is best seen with Netscape version 2.0 or greater or with Microsoft IE version 3.0 or greater.  WOS also uses non-persistent state cookies to maintain authentication information, so make sure that cookies are enabled when using WOS. 

2. This private account must be kept confidential and is used to generate license key files.

3. For each license key file, you will be prompted to enter the IP Address Range, company, address, and contact information.

4. To generate Site/Enterprise License Keys, please go to Traveling license key.  Enter a number in the reference number field for your own internal tracking  purposes, as this field will be displayed on your subsequent reports.  As a default,  you may have been provided the ability to generate keys with lifespans of 10 to 180 days.  If you would like the ability to create 365 day and/or perpetual keys contact woshelp@iss.net.

5. After following the steps for key generation, download the key to a floppy.

6. Before performing a scan the key should be placed in the /iss/scanner6/  directory.   After the scan is completed the key should be discarded from the system.

4. Quarterly Scan Software Configuration Procedure

A. During a quarterly scan notify LANOC personnel, NASA security manager, ISEM security, and firewall administrators to the quarterly network scan schedule.  This notification must be accomplished by sending an encrypted email message, indicating the dates and times scans are scheduled.

B. Obtain a list of active subnets from  http://hqx500.hq.nasa.gov/noc/UserAdmin/SubnetList.cfm.

C. Install license key in the ISS/Scanner6/ directory. 

D. Initiate ISS Scan software.

E. Create a Scan Session

F. Create new session
G. Select key file

H. Select a policy

I. Enter session comment (if applicable)

J. Use Command line facility 

K. Enter IP ranges

L. Document completed scans.

1. Naming convention

2. Q for Quarterly

3. Subnet being scanned ex. 131.182.54. is represented by 182.54

4. Date 03/01
5. Example Q182.54/03/01

Repeat steps E and F until all subnets have been completed.

Erase license key from Scanner6 directory.

Disseminate vulnerability information.

5. Ad-hoc Scan Procedure

1. Send out notification (see notification procedure section X)

2. Install license key in the ISS/Scanner6/ directory.

3. Initiate ISS Scan software.

4. Create a Scan Session.

a. Create new session

b. Select key file

c. Select a policy

d. Enter session comment (if applicable)

e. Use Command line facility 

f. Enter IP ranges

5. Document completed scans.

a. Naming covention 

1. A for Quarterly

2. IP being scanned ex. 131.182.54.10 is represented by 182.54

3. Date 03/01

Example A182.54.10/03/01

6. Erase license key from Scanner6 directory.

7. Disseminate vulnerability information

Information dissemination.  Dissemination of vulnerability scan information is dependent upon system contractual obligations.  Vulnerability Information pertaining to the systems under the ODIN contract will be forwarded to the administrator of the system.  Vulnerability information pertaining to the systems under the ISEM contract will be forwarded to the ISEM security team for dissemination to the appropriate system administrator(s).  All vulnerability information stored or transmitted electronically will be encrypted.
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