



Executive Summary

This report and its attachments constitute the risk assessment for NASA Headquarters <Name and Acronym>.  This document is FOR OFFICIAL USE ONLY, as some of the information listed could potentially cause perceivable damage if disclosed.

Background  

There are two aspects to risk management; risk assessment and risk mitigation. This document only covers assessment, mitigation will be covered in a separate document. Risk assessments seek to discover vulnerabilities and measure the amount of risk they present.  Risk mitigation entails “…selecting appropriate control that will reduce risk to an acceptable level…”
.  An assessment of anything, be it a room, a system or an application has defined steps to follow.  These steps identify, analyze, and manage potential and real threats and vulnerabilities.  A study of the vulnerabilities, threats, likelihood of loss or impact, and effectiveness of security measures is conducted.  An analytical procedure then estimates the potential losses that may result from system vulnerabilities and quantifies the damage that may result if certain threats occur.  Individual vulnerabilities are compared to perceived or actual security threat scenarios to determine the likelihood of compromise of protected information or resources.  The results of the assessment are used to develop security requirements and specifications, and to help mitigate the risks. The personnel involved in preparing this risk assessment can be found in paragraph 1.4.

Managing risks means not only identifying threats, but also determining their impact and severity.  Some threats require extensive controls, while others require few.  Risk management is defined as the total process used to identify what you want to protect, and implementing controls to protect what you have identified via cost effective solutions that will minimize the impact of uncertain events.  The objective is for management (NASA) to make an informed decision relating to accepting identified risk exposures or implementing appropriate cost-effective protective measures to reduce risk exposures to acceptable levels.  Overall, risk management is the process of selecting and implementing security measures to achieve an acceptable level of risk at an acceptable cost.  The risk mitigation plan is the document management uses to decide the best course of action to take.

Objective

The purpose of this paper is to provide NASA Headquarters with an assessment of the security posture of the <Name> in order to protect its resources, assets and the data that passes through it.  This assessment analyzes potential threats and vulnerabilities to the system, offers recommendations for improvements, and includes a summary of the security relevant risks, along with their associated rankings.  

Assessment Results

<Several, One, A couple> vulnerabilit<y/ies> <was/were> discovered during the <Name> risk assessment. Gathering information is the way to discover vulnerabilities.  The analyst reviewed system logs, configuration charts/drawings, security policies, operations policies, and site-support documents.  Most importantly, the analyst interviewed personnel that work on or support the <system(s), application, facility> being assessed.  Paragraph 1.4 is a list of personnel that were interviewed.  Appendix D describes the methods used in determining the various scores found in Appendix E.

The bullet(s) below summarize <the/some of the> finding(s), while the specific problem(s)s <is/are> described throughout this report.

· Short synopsis of the first problem 

· Short synopsis of the second problem 

· Etc…

<Arconym>
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1.
Introduction

1.1
Scope

This report is based upon a review of the HQ Network Infrastructure.  A pre-defined list of potential threats specifically for site-specific environments was used as a guideline.  The list can be found in Appendix C.

1.2
Authority

OMB Circular A-130, Management of Federal Information Resources is the authority by which this document has been prepared.  Information for this assessment came from a number of sources.  A major source was the National Institute of Standards and Technology (NIST) Federal Information Processing Standards (FIPS) publications.  Another significant source was NASA Procedures and Guides (NPG) 2810 .01, Security of Information Technology, the NASA implementing instruction.  Appendix B contains a complete list of references.  

1.3
Methodology

The Information Technology (IT) security analyst reviews system logs, configuration charts/drawings, security policies, operations policies, and site-support documents.  Most importantly, the analyst interviews personnel that work on or support the systems being assessed.  Paragraph 1.4 is a list of personnel that were interviewed.  Appendix D describes the methods used in determining the various scores found in Appendix E.

1.4
Participants

The following personnel were involved in the preparation of this assessment:

	Name
	Title
	Telephone

	
	Engineer
	(202) 358-2252

	
	System Engineer
	(202) 358-0152

	
	Network Engineer
	(202) 358-1982

	
	Engineer
	(202) 651-8502

	
	Building  Management Specialist
	(202) 358-0698

	
	IT Security Analyst
	(202) 651-8560


1.5 Asset Identification

<A narrative description of the asset to include its value to the organization: $, man-hours/weeks/months/years to recreate the software, man-hours/weeks/months/years to reinput the data>

<NOTE: The asset identification statement in this document must match the one in the security plan>

2.
Identified Threats/Vulnerabilities and Recommendations

The potential threats found in Appendix C, were examined during this assessment.  Only observed specific threats and vulnerabilities are stated in this document, along with recommendations for correcting them.  Duplicate recommendations will not appear in this paper.  Appendix E offers a representation of these findings in a tabular format, where areas are ranked according to the likelihood of occurrence, potential asset loss, mitigation, and score received.   A risk mitigation plan is the next step in the process and will be covered in a separate document.  The mitigation plan sometimes expands the list of possible corrective actions, but most importantly, it is the document management uses to decide the best course of action to take.

2.1 
Environmental

Vulnerability:  <Describe the vulnerability in detail.  Identify any controls already in place to mitigate (reduce) the vulnerability.  DO NOT list vulnerabilities that are highly unlikely to happen.  For example: Earthquake, the Washington DC area sits on one of the most stable fault lines in the world.>

Recommendation: <Simply state a way to reduce or eliminate the risk presented by the vulnerability.  The mitigation plan will cover cost/benefit analysis, technical plausibility, etc…>

2.2 Physical

<Same guidance as above.  If you have multiple vulnerabilities list them as a, b, c, etc…>

2.3
Site-Support

<Same guidance as above.>

2.4. Technical

<Same guidance as above.>

Appendix A – Terms

<Only use terms here that are found in the document.  Add or delete individual items appropriately.>

	Asset
	Any person, facility, material, or information that is valuable to the U.S. Government.  The asset may be valuable to an adversary as well as the U.S. Government, although the nature and magnitude of those values may differ.

	Authentication
	To positively verify the identity of a user, device, or other entity in a computer system, often as a prerequisite to allowing access to resources in the system.

	Countermeasures
	An action taken or a physical entity used to reduce or eliminate one or more vulnerabilities.  Every countermeasure has a cost associated with it that can be measured in dollars, operational efficiency, time, or personnel.

	Crack
	A popular hacking tool used to decode encrypted passwords.  System administrators also use Crack to assess weak passwords by novice users in order to enhance the security of the automated information system.

	Cracking
	The act of breaking into a computer system.

	Firewall
	A system or combination of system that enforces a boundary between two or more networks.  Gateway that limits access between networks in accordance with local security policy.  The typical firewall is an inexpensive micro-based UNIX box kept clean of critical data, with many modems and public network ports on it, but just one carefully watched connection back to the rest of the cluster.

	Penetration Testing
	The portion of security testing in which the evaluators attempt to circumvent the security features of a system.  The evaluators may be assumed to use all system design and implementation documentation that may include listings of system source code, manuals, and circuit diagrams.  The evaluators work under the same constraints applied to ordinary users.

	Risk
	The loss potential that exists as the result of threat-vulnerability pairs.  Reducing either the threat or the vulnerability reduces the risk.

	Risk Assessment
	A study of the vulnerabilities, threats, likelihood, loss or impact, and theoretical effectiveness of security measures.  Managers use the results of a risk assessment to develop security requirements and specifications.  This is an identification of specific ADP facilities assets, the threats to these assets, and the facilities vulnerability to those threats.

	Risk Management
	The total processes to identify, control, and minimize the impact of uncertain events.  The objective of the risk management program is to reduce risk and obtain and maintain approval to operate.  The process facilitates the management of security risks by each level of management throughout the life cycle.  The approval process consists of three elements: risk analysis, certification, and approval.

	Risk Mitigation
	Using the threat/vulnerability/risk relationship defined in a risk assessment process, mitigation determines the mechanisms that could potentially reduce or eliminate the vulnerability and reduce the risk of the threat.

	Router
	An interconnection device that is similar to a bridge but serves packets or frames containing certain protocols.  Routers link LANs at the network layer.

	Secure Token
	A physical item that’s used to provide identity.  Typically an electronic device that can be inserted in a door or a computer system to gain access.

	Threat
	The intention and capability of an adversary to undertake actions that would be detrimental to the interest of the U.S., primarily by acquiring or damaging an asset.

	Vulnerability
	Any weakness that can be exploited by an adversary to gain access to an asset.  Vulnerabilities can result from, but are not limited to, the following: building characteristics, equipment properties, personal behavior, locations of people, equipment and buildings, or operational and personnel practices.


Appendix B - References

<Below is a list of standard references, add to it appropriately.  For example: if you’re analyzing an application you should list FIPS 73.>

Computer Security Basics, Deborah Russell and G. T. Gangemi Sr., O’Reilly & Associates, Inc.

Federal Information Processing Standards Publication 191, Guideline for the Analysis of Local Area Network Security.

NASA Procedures and Guidelines (NPG) 2810.1, Security of Information Technology, August 26, 1999.

Office of Management and Budget Circular No. A-130, Management of Federal Information Resources.

Computer Security Act of 1987, Public Law 100-235

Appendix C - Potential Threat List

A threat and vulnerability are not the same. A threat is a person or event that has the potential for impacting a valuable resource in a negative manner. A vulnerability is that quality of a resource or its environment that allows the threat to be realized. An armed bank robber is an example of a threat. A bank teller is an example of a valuable resource that may be vulnerable during a bank robbery.  Bulletproof glass between the robber and the teller denies the robber the opportunity to shoot the teller. The threat remains present, but one of its harmful effects (a gunshot) has been mitigated by a protection mechanism (the glass). 

In system and network security, the threats remain present but are mitigated through the proper use of security features and procedures. Mitigation is any effort to prevent the threat from having a negative impact, or to limit the damage where total prevention is not possible, or to improve the speed or effectiveness of the recovery effort. 

Hardware and software systems and the data they process can be vulnerable to a wide variety of threats. The selection of security features and procedures must be based not only on general security objectives but also on the specific vulnerabilities of the system in question in light of the threats to which the system is exposed. It is possible to over-protect, which only wastes resources and inconveniences users. 

As you can see, there is a relationship between threats and vulnerabilities.  Sometimes it is easy to examine each potential threat and determine the extent to which you are vulnerable (e.g. fire, flood, earthquake). In other cases, it is easier to look for potential vulnerabilities with no particular threat in mind (e.g. improper mounting of equipment, media failure, and data entry error). In order to arrive at a complete risk assessment, both perspectives must be examined. Threats and vulnerabilities are intermixed in the following list and can be referred to collectively as potential "security concerns." 

For ease of discussion and use, concerns can be divided into four categories. Environmental concerns include undesirable site-specific chance occurrences such as lightning, dust and sprinkler activation. Physical concerns include undesirable site-specific personnel actions, either intentional or unintentional, such as theft, vandalism and trip hazards. Site-Support concerns include foundational site aspects such as electrical power, telephone service and climate control. These three categories of concerns are generally not resolvable as part of system design and administration - they are more appropriately addressed as part of facility design and maintenance, thereby encompassing all systems present. 

The final category, Technical concerns, includes insidious system-specific situations such as improper system operation, malicious software and line tapping. Actual threats to a facility, system or applications are few; it is far more useful to explore the many possible vulnerabilities. When looking into the possible vulnerabilities you must also consider ways to prevent these occurrences and/or provide for rapid recovery. 

The following list is meant to be used as a starting point in any IT risk assessment. Each potential concern must be evaluated for a particular site or system to determine the extent to which it applies. The probability of its occurrence, coupled with the projected impact of the event and the cost of the appropriate mitigation yields a prioritized list of security concerns that should be addressed. 

<Delete improbable threats from the below wash list>

Environmental 

· Fire 

· Flood 

· Tsunami 

· Earthquake 

· Volcanic Eruptions 

· Lightning 

· Severe Weather 

· Smoke 

· Dust 

· Insects 

· Rodents 

· Chemical Fumes 

· Sprinkler Activation 

· Water Leakage - pipe breakage, hole in roof, condensation 

· Explosion - nearby gas line, chemical plant, tank farm, munitions depot 

· Vibration - nearby railroad track, jet traffic, construction site 

· Electromagnetic Interference - suggested by poor radio reception or jittery workstation displays 

· Electrostatic Discharge - suggested by "sparking" to grounded objects

Physical 

· Theft 

· Vandalism 

· Sabotage 

· Extortion 

· Terrorism / Bomb Threat 

· Labor Unrest - employees and support contractors 

· War / Civil Unrest 

· Improper Transportation - equipment dropped, submerged, exposed to weather or 

· X-rayed in transit 

· Improper Mounting/Storage - equipment exposed to bumps, kicks or weather 

· Spillage / Droppage - hazardous materials permitted near equipment (e.g. food, liquids) 

· Magnets / Magnetic Tools - can erase data or damage sensitive equipment 

· Collision - fork lift, auto, plane, wheelchair 

· Trip Hazards / Falls - equipment poses personnel hazards 

· Fire Hazards - flammable materials stored nearby 

Site-Support 

· Power Outage 

· Extreme / Unstable Temperatures 

· Extreme / Unstable Humidity 

· Unsafe Environment - unfit for human occupation 

· Facility Inaccessibility - blocked ingress 

· Inability to Cut Power - during fire, flood, etc. 

· Electrical Noise / Bad Ground - suggested by flickering lights or jittery workstation displays 

· Improper Maintenance - unqualified support or preventive maintenance behind schedule 

· Personnel Unavailability - inability to contact operations or support personnel 

· Telephone Failure - inability to contact site from outside, inability to call out, service completely unavailable 

· Inappropriate Fire Suppression - water, foam, PKP, Halon 

· Inappropriate Trash Disposal - sensitive data released in an unauthorized manner

Technical 

· Improper / Inadequate Procedure - foreseeable events not supported by complete and accurate documentation and training 

· Improper Operation - operating equipment beyond capacity or outside of manufacturer's constraints 

· Improper Hardware Configuration - prescribed hardware configured in other than the prescribed manner during installation 

· Improper Software Configuration - prescribed software configured in other than the prescribed manner during installation 

· Unauthorized Hardware / Modification – adding other-than-prescribed hardware or making unauthorized hardware modifications 

· Unauthorized Software / Modification – adding other-than-prescribed software or making unauthorized software modifications 

· Unauthorized Software Duplication - creating copies of licensed software that are not covered by a valid license

· Unauthorized Logical Access - acquiring the use of a system for which no access has been authorized (as opposed to gaining physical access to the hardware) 

· Malfeasance (exceeding authorizations) - acquiring the use of a system in excess of that which has been authorized 

· Unsanctioned Use / Exceeding Licensing – utilizing authorized system resources for unauthorized purposes (resume, church bulletin, non-job-related e-mail or Internet browsing) or exceeding a user licensing agreement 

· Over- or Under-Classification - labeling of a resource at a higher or lower level of sensitivity than appropriate 

· Malicious Software - software whose purpose is to degrade system performance, modify or destroy data, steal resources or subvert security in any manner 

· Hardware Error / Failure [functionality] - hardware that stops providing the desired user services/resources 

· Hardware Error / Failure [security] - hardware that stops providing the desired security services/resources 

· Software Error / Failure [functionality] - software that stops providing the desired user services/resources 

· Software Error / Failure [security] - software that stops providing the desired security services/resources 

· Media Failure - storage media that stops retaining stored information in a retrievable/intact manner 

· Data Remanence - storage media that retains stored information in a retrievable/intact manner longer than desired (failure to totally erase) 

· Object Reuse - a system providing the user with a storage object (e.g. memory or disk space) that contains useful information belonging to another user 

· Communications Failure / Overload - a communications facility that stops providing service or is unable to provide service at the requested capacity 

· Communications Error - a communications facility that provides inaccurate service 

· Data Entry Error - a system accepting erroneous data as legitimate 

· Accidental Software Modification / Deletion - deleting or otherwise making unavailable necessary software 

· Accidental Data Modification / Deletion - deleting or otherwise making unavailable necessary data 

· Accidental Data Disclosure - inadvertently revealing sensitive data to an unauthorized user 

· Repudiation - participating in a process or transaction but then denying having done so 

· Masquerading - participating in a process or transaction but posing as another user 

· Message Playback - recording a legitimate transmission for retransmission at a later time in an attempt to gain unauthorized privileges 

· Message Flooding - generating an inordinately large quantity of transmissions in an attempt to make a system or service unavailable due to overload 

· Line Tapping - connecting to a communications facility in an unauthorized manner in an attempt to glean useful information 

· Electronic Emanations - information-bearing spurious emissions associated with all electronic equipment (prevented by TEMPEST equipment or shielding) 

· Geo-location - a system inadvertently revealing the current physical location of a user 

NOTE:  The above list of Technical concerns is generic but is useful during system audits.  A more detailed list of system-specific vulnerabilities would be unmanageable.  Automated tools should be used to identify operating system-, application- and middle-ware-specific vulnerabilities.

Appendix D - Assessment Methods

This appendix outlines the method used during the assessment of the Network infrastructure System.  Information found in this appendix comes primarily from the authorities listed in Appendix B.

Assessment Methodology

This section describes the methods used in analyzing, ranking, and scoring each threat and vulnerability found during the assessment.  The process utilized in this assessment looked at several areas, to include:

· Identifying the actual asset and threat;

· Determining the likelihood of the threat occurring;

· Measuring the potential asset loss;

· Assigning a score to mitigate, or correct, the potential problem;

· Assigning an overall score to each risk;  

Asset Identification

Defining what constitutes a “system” you must identify boundaries around a set of process, communications, storage, and related resources.  Elements within these boundaries constitute a single system requiring a security plan, a risk assessment, and if vulnerabilities are found they must be mitigated.  Each element of the system must:

· Be under the same direct management control

· Have the same function or mission objective

· Have essentially the same operating characteristics and security needs

· Reside in the same general operating environment.

Threat Identification 

The consequence, or outcome, of vulnerability refers to the undesirable result of a threat’s action against the asset that results in measurable loss to the organization. Appendix C has a potential list of overall threats.  This list is not all-inclusive, as threats constantly change.

Threats and vulnerabilities were identified, and the likelihood that a threat will occur was determined.  The outcome of this process is a strong indication of the adverse actions that might harm the facility, the likelihood that these actions could occur, and the weaknesses that can be exploited to cause the adverse action.  New threats and vulnerabilities should be addressed when they are encountered. 

Recommendations are made regarding the identified threats, with the hope that they can be corrected by improving controls.  

Likelihood of Occurrence and Measurement

A likelihood measure was associated with each threat/vulnerability pair.  The question of what is the likelihood that a threat will be realized, given that the vulnerability is exploited, is reviewed.  

The likelihood of the threat occurring is normalized as a value ranging from 1 to 3, and the measurement is represented as: 

1 = indicating a low likelihood

2 = indicating a moderate likelihood 

3 = indicating a high likelihood

Potential Asset Loss and Measurement

Asset identification assigns value to the assets of the various areas.  Some assets are definitely more valuable than others.  This step gives the first indication of those areas where focus should be placed.  Defining and placing a value on the assets may allow the organization to initially decide those areas that can be filtered downward and those areas that should be flagged as a high priority.

Assets can be valued based on the impact and consequence to the organization.  This includes not only the replacement cost of the asset, but also the effect on the organization if the asset is disclosed, modified, destroyed or misused. 

The value of the asset is represented in terms of its potential loss.  This loss is based on the replacement value, the immediate impact of the loss, and the consequence.  The valuing techniques to indicate the loss of an asset is to use a qualitative ranking of as shown:

1 = low

2 = medium

3 = high

< The following are mitigation methods that do not belong in a risk assessment, but we have been asked by the customer to include them.>

Cost 

The final step in determining the ranking of the identified threats and vulnerabilities was assigning a cost level to each area.  By cost, we mean the cost of the safeguard, or the amount needed to implement each of the security mechanisms.  Cost is generally expressed in a dollar amount, but is expressed in this study in the following scale:    

1 = inexpensive priced fix (low)

2 = moderately priced fix (medium)

3 = expensively priced fix (high)

Score and Measurement

Measuring risk can be considered the representation of the kinds of adverse actions that may happen to the facility, system or application and the degree of likelihood that these actions may occur.  The outcome of this process should indicate the degree of risk associated with the defined assets.  This outcome is important because it is the basis for making safeguard selection and risk mitigation decisions.  The risk value is the product of the likelihood measure, the potential loss measure divided by the cost of the mitigation measure. 

Score  = (Likelihood x loss) / Cost

NOTE:  Some risks may receive a large number for the score, such as seismic activity.  Seismic activity on the East Coast or central part of the United States is a threat, however it is extremely unlikely to occur.  The best measure to prepare against this type of threat is to ensure that other risks are accounted for, such as backups being kept in another location.

Implement or Accept Risk

The final step of a risk assessment is for management to implement the safeguards. In most cases, this information would be found in a mitigation plan prepared after management has time to digest what was found during the risk analysis.

Appendix E – Threats and Vulnerabilities by Ranking

This appendix represents the threats and vulnerability findings that were listed in section 2, where the following table provides a tabular representation of the identified recommendations, along with the scores given to each.  Appendix D contains an explanation of the scoring method.

	Threat
	Vulnerability
	Risk
	Mitigation

Measure
	Likelihood of Occurrence
	Potential Asset Loss
	Cost
	Score

	Describe the threat
	Describe the vulnerability
	Describe the risk
	Recommendations
	
	
	
	


Numerical representation: 1 = Low, 2 = Medium and 3 = High

Score  = (Likelihood X Loss)  / Cost
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� FIPS Pub 191, Guideline for the Analysis of Local Area Network Security, paragraph 3.3.
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