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NASA Headquarters

Server Disk Wipe Procedure
Disk Drive Excess, Failure 
1. Purpose

This document establishes guidelines for completing requests to wipe excess and/or failed server drives used by NASA Headquarters personnel.  Additionally, this document will support that drive wipe requests are performed in a timely manner and disposition is handled properly.

2. Scope

This procedure applies to any server drive used by NASA Headquarters personnel that has been determined no longer needed or has failed and has to be returned to the vendor.

3. Wiping Excess Server Drives

Server Drives that have been deemed excess must be removed from the array before being wiped.  The wiping procedure is dependent upon the classification of the server drives.  The classifications are:

· SCSI – small computer system interface

· IDE – integrated drive electronics 

· SUN-UNIX

Wiping server drives will be performed by personnel with knowledge of the drive wipe procedures and access to the NHCC.

a. SCSI Drives - SCSI drives will be wiped with a DOD approved wiping mechanism.  Until the identification process is complete, this drive classification will be wiped by a UNIX low level format for a UNIX operating system and for NT operating systems a NT low level format.  Both formats will be run three times.

b. IDE drives 

1) Log drive to be wiped.

2) Connect drives to ImageMASSter.  One drive must be in top master position.     The master drive will be wiped - DO NOT USE A GOOD DRIVE.

3) Push set “Set” button on screen.

4) Arrow to “ Copy Mode” 

5) Push “Select” button

6) Arrow to “Wipe Out”

7) Push “Select” button

8) Screen reads “ No iterations 3, value to choose 246, DoD approved

9) Push “Yes”

10) Push “ Back “ button twice

11) Push “ Run “ button twice

12) Wiping begins, drives should be removed when complete

c. Sun Drives - A low-level UNIX format command will be run three times to ensure data destruction.

4. Wiping Failed Server Drives

Failed drives are to be wiped before shipment to vendor, which is a requirement for receipt of a replacement.  

a. Follow the wipe procedure for excess server drives.

b. If the drive can’t be wiped, degauss the drive.

NOTE:  Degaussing causes permanent damage to the read/write heads.  It is only used as the last line of defense to destroy data.
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