



Executive Summary

This report and its attachments constitute the technical controls outlined by ODIN security team to promote a safe and functional computing environment for the NASA HQ’s workstations.

Background  

The security posture of the desktop core load was assessed by the ODIN security team.  The current configuration is based on the security configurations listed in NPG 2810, Windows NT 4.0 Server Security Guideline v1.0, Microsoft Windows NT 4.0 Trusted Host Configuration Guidelines v2.0, and the C2 compliance documents. 

Objective

The purpose of this paper is to provide NASA Headquarters with a Desktop core load configuration that promotes a good security posture and limits the opportunity for network incidents on the Windows 2000 workstations.  It is intended to provide system engineers a security configuration for Windows 2000 workstations.  This document will provide guidance on configuring desktop workstations, as well as modifying default values for users, groups, file permissions, and access rights. 
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1.
Introduction

1.1
Scope

Information in this document is applicable to the Windows 2000 Desktop Core Load.  This document does not include guidance on configuring office specific or locally developed applications – it is intended to be dynamic with modifications when required.

1.2
Contributing Documents

The NASA headquarters Windows NT 4.0 Server Security Guidelines v1.0, the Microsoft Windows NT 4.0 Trusted Host Configuration Guidelines v2.0, the Windows NT C2 configuration checklist and NPG 2810 were all contributing documents to the development of this document.   

1.3. Methodology

The analyst reviewed system logs, configuration charts/drawings, security policies, operations policies, and site-support documents.  The analyst also enlisted the help of engineering  personnel to outline the security controls that could be implemented without loss of functionality.  Paragraph 1.4 is a list of personnel that were interviewed. 
1.4
Participants

The following personnel were involved in the preparation of this assessment:

	Name
	Title
	Telephone

	Qawi Robinson
	Engineer
	(202)358-0699

	Tony Nguyen
	Engineer
	(202)651-8522

	Ryan Harbaugh
	System Administrator
	(202)358-0175

	Adam Fier
	Security Manager
	(202)358-0266

	Warrick Scott
	IT Security Analyst
	(202) 358-0070


2.
Technical Controls Recommendations

The technical controls were examined during this assessment.  They were compared with those of the aforementioned contributing documents as well as network functionality.  The identified controls were developed from a collaborative effort in order to support a secure environment from the onset.  The Desktop Core Load identified for this review was the Q8 core load.  Core Loads are specific for hardware configurations and may differ slightly.  The Q8 Core Load was identified for review based on the larger number being implemented.

2.1 
Controls

	
	Windows 2000 Local Settings
	
	

	1
	
	Suggested
	comments

	2
	TECHNICAL CONTROLS
	
	

	3
	
	
	

	4
	Password Policy
	
	

	5
	minimum password length
	8 characters
	

	6
	minimum password age
	180 days
	

	7
	maximum password age
	90 days
	

	8
	passwords must meet complexity requirements, passwords must contain characters from 3 of 4 classes:upper case letters, lower case letters, numbers and special characters
	Enable 
	NSA -enable

	9
	enforce password history
	10 passwords
	

	10
	Store password using reversible encryption for all users in the domain
	Disabled
	by default

	
	initial user password must be changed during first logon
	enable
	

	11
	User must logon to change password
	
	per user?

	12
	Account Lockout Policy
	
	

	13
	Account lockout duration
	30 min
	

	14
	account lockout threshold
	3 invalid attempts
	

	15
	reset account lockout counter after
	30 min
	

	16
	Audit Policy
	
	

	17
	audit account logon events
	Success, Failure
	

	18
	audit account management
	Success, Failure
	

	19
	audit directory service access - audits user access to Active directory objects that have their system access control list (SACL) defined
	no auditing
	NSA - No auditing( workstations and member servers), failure on PDC

	20
	audit logon events
	Success, Failure
	

	21
	audit object access
	Failure
	

	22
	audit policy change
	Success, Failure
	

	23
	audit privilege use
	Success, Failure
	

	24
	audit process tracking - detailed tracking information for events such as program activation and exits
	no auditing
	NSA - No auditing 

	25
	audit system events
	Success, Failure
	

	26
	Security Options
	
	

	27
	Additional restrictions for anonymous connections - places restrictions on anonymous users 
	No access without explicit anonymous permissions
	NSA - no access w/o explicit anonymous permissions

	28
	allow server operations to schedule tasks (domain controllers only) Allows server operators to use the schedule service (AT command) to schedule a task to automatically run. 
	Enabled
	NSA - disable only allows admins to schedule tasks

	29
	allow system to be shutdown without having to log on
	Disabled
	

	30
	allowed to eject removable NTFS media
	Administrators
	

	31
	amount of idle time required before disconnecting session
	10 hours
	

	32
	audit the access of global system objects - when enabled, this option will assign a default SACL to system objects such as mutexes, events, semaphores, and DOS devices.  Audit object access must be enabled under auditing
	Disabled
	NSA - enabled

	33
	Audit use of Backup and Restore privilege
	Enabled
	

	34
	Automatically log off users when logon time expires (local)
	enabled
	

	35
	Clear virtual memory pagefile when system shuts down
	Enabled
	

	36
	Digitally sign client communication (always)
	Disabled
	

	37
	Digitally sign client communication (when possible)
	Enabled
	

	38
	Digitally sign server communication (always)
	Disabled
	

	39
	Digitally sign server communication (when possible)
	Enabled
	

	40
	Disable CTRL+ALT+DEL requirement for logon
	Disabled
	

	41
	Do not display last user name in logon screen
	Enabled
	

	42
	LAN Manager Authentication Level
	Send NTLM response only

	43
	Message text for users attempting to log on
	defined
	

	44
	Message title for users attempting to log on
	WARNING
	

	45
	Number of previous logons to cache (in case domain controller is not available) Windows 2000 default configuration caches the last 10 logon credentials for users who log on interactively to a system
	3
	

	46
	Prevent system maintenance of computer account password - by default, computer account passwords are changed every seven days.  Enabling this option prevents machines from requesting a weekly password change
	Disabled
	remote or local, NSA - disable

	47
	Prevent users from installing printer drivers
	Disabled
	

	48
	Prompt user to change password before expiration
	30 days
	

	49
	Recovery Console: Allow automatic administrative logon - If enabled, the recovery console will not prompt for an administrator password and will automatically log on to the system
	Disabled
	NSA - disable

	50
	Recovery Console: Allow floppy copy and access to all drives and all folders
	Disabled
	

	51
	Rename administrator account
	yes
	

	52
	Rename guest account
	yes
	

	53
	Restrict CD-ROM access to locally logged-on user only
	Enabled
	

	54
	Restrict floppy access to locally logged-on user only
	Enabled
	

	55
	Secure channel: Digitally encrypt or sign secure channel data (always)
	Disabled
	

	56
	Secure channel: Digitally encrypt secure channel data (when possible)
	Enabled
	

	57
	Secure channel: Digitally sign secure channel data (when possible)
	Enabled
	

	58
	Secure channel: Require strong (Windows 2000 or later) session key
	Disabled
	

	59
	Send unencrypted password to connect to third-party SMB servers
	Disabled
	

	60
	Shut down system immediately if unable to log security audits
	Disabled
	

	61
	Smart card removal behavior
	no action
	

	62
	Strengthen default permissions of global system objects (e.g. Symbolic Links) - Strengthens the DACLs on the global list of shared system resources so that non-admin users can read, but not modify shared objects they did not create
	Enabled, Q
	NSA - enabled

	63
	Unsigned driver installation behavior
	Warn but allow installation

	64
	Unsigned non-driver installation behavior
	silently succeed
	

	65
	IP Security Policy on local machine
	
	

	66
	Client ( Respond Only)
	
	

	67
	Secure Server ( Require Security)
	
	

	68
	Server ( Request Security)
	
	

	69
	User Rights Assignment
	
	

	70
	Access this computer from the network
	Admin, HQ\Tech
	

	71
	Acts as part of the operating system - allows a process to perform as a secure, trusted part of the OS
	none
	NSA - no one

	72
	Add workstations to the domain
	HQ\Tech
	

	73
	Back up files and directories
	Admin 
	

	74
	Bypass traverse checking
	Everyone
	

	75
	Change the system time
	Admin, Power Users, Users
	NSA - Admin

	76
	Create a pagefile
	admin
	NSA - Admin

	77
	Create a token object
	none
	NSA - no one

	78
	Create permanent shared objects
	Admin, HQ\Tech
	

	79
	Debug programs
	Admin
	

	80
	Deny access to this computer from the network
	Q
	NSA - no one

	81
	Deny logon as a batch job
	Q
	NSA - no one

	82
	Deny logon as a service
	Q
	NSA - no one

	83
	Deny logon locally
	none
	NSA - no one

	84
	Enable computer and user accounts to be trusted for delegation
	Q
	NSA - no one(member servers) Admin(PDC)

	85
	Force shutdown from a remote system
	Admin
	

	86
	Generate security audits - allows a process to generate security audit log entries
	none
	NSA - no one

	87
	Increase quotas
	Admin
	

	88
	Increase scheduling priority
	Admin
	

	89
	Load and unload device drivers
	Admin, HQ\Tech
	

	90
	lock pages in memory
	none
	

	91
	Log on as a batch job
	Admin, HQ\Tech
	

	92
	Log on as a service
	Admin
	Wininstall

	93
	Log on locally
	Admin, HQ\Tech, Users
	server-work

	94
	Manage auditing and security log
	Admin
	

	95
	Modify firmware environment variables
	Admin, HQ/Tech
	

	96
	Profile single process
	Admin, Power Users
	

	97
	Profile system performance
	Admin, HQ/Tech
	

	98
	Remove computer from docking station
	Admin, Power Users, Users
	NSA - Admin, users

	99
	Replace process-level token - allows a user tomodify a process's security access token.  This is a powerful right used only by the system
	none
	NSA - no one

	100
	Restore files and directories
	Admin, Backup Ops
	

	101
	Shutdown the system
	Admin, Backup Ops, Power, Users
	server-work

	102
	Synchronize directory service data - this right has no effect in the initial release of Windows 2000
	na
	NSA - no one

	103
	Take ownership of files or other objects
	Admin
	

	104
	Hide the name of the last user to login
	enable
	

	105
	C2 Controls
	
	

	106
	Disable unnecessary services 
	defined
	refer to appended list

	107
	Disable unnecessary devices
	defined
	

	108
	Remove OS/2 and POSIX subsystems
	defined
	

	109
	Disable DirectDraw
	defined
	

	110
	Disable Guest account
	defined
	

	111
	Secure base objects
	enabled
	implementation ?

	112
	Enable Netbt to open TCP and UDP ports exclusively
	enabled
	implementation ?

	113
	Secure additional base named objects
	enabled
	implementation ?

	114
	Protect kernel object attributes
	enabled
	implementation ?

	115
	Protect files and directories
	enabled
	see c2 config

	116
	Protect the registry
	enabled
	

	117
	Restrict access to public local security authority information
	enabled
	

	118
	Restrict null session access over named pipes
	enabled
	

	119
	Restrict untrusted users' ability to plant trojan horse programs
	enabled
	Authenticated only

	120
	Allow only administrators to create new shares
	enabled
	

	121
	Restrict printer drive installation to administrators and power users
	enabled
	

	122
	Other Controls
	
	

	123
	Change "everyone" to authenticated users
	enabled
	

	124
	Immediately delete files from the recycle bin
	server-always, client never
	

	125
	Remove the everyone group from local ACLs of newly created subdirectories - windows NT assigns permissions to hierarchical subdirectories created o NTFS drives using rules of inheritance.  
	?
	Recommended by hq nt guide pg 41

	126
	Users and Groups should never be granted Full Control access to folders - When setting permissions in WinNT4 
	disable
	Recommended by hq nt guide pg 44

	127
	Apply vendor supplied patches and associated hotfixes
	defined
	policy

	128
	Enable Passfilt.dll
	enabled
	reg key

	129
	Disable hidden administrative network shares
	na
	reg key - sec 1.2.8.2 twg guide

	130
	Windows NT 4.0 is the only operating system
	defined
	

	131
	Windows NT 4.0 using only NTFS partitions
	defined
	

	132
	BIOS year 2000 compliant
	defined
	

	133
	Physically restrict and limit access to hardware
	Server specific
	

	134
	Physically restrict and limit access to the hard drives
	Server specific
	

	135
	Force Admins to log on locally
	Server-no, workstation-yes

	136
	Disable the floppy drives through the BIOS
	defined
	

	137
	Password protect the BIOS
	defined
	Set up password

	138
	Disable LanManager password hash support
	na- Master Boot Record Security
	unable until use of 2K servers

	139
	Virus scanning software installed and updated
	defined
	

	140
	Use RAID 1 or RAID5 diskl redundancy method
	defined
	

	141
	Access to User Manager utility is restricted
	defined
	default

	142
	Do not assign a user account to a new user by changing existing account name
	defined
	policy

	143
	General users never assigned to the Admin group
	defined
	

	144
	Access to audit logs restricted to Admin and Security Officer
	defined
	

	148
	Password for admin account stored in writing and secured
	defined
	policy

	149
	All security logs reside on NTFS drive
	defined
	

	150
	Print auditing enabled depending on requirements
	defined
	print server only

	151
	Ras events audited
	Not applicable
	

	152
	All audit logs set to Do not Overwrite Events
	enable
	

	153
	Establish unique user account for Directory Replicator Service
	Not applicable
	

	154
	Erase the system page file during a clean shutdown
	defined
	reg key

	155
	All Emergency Repair Disks are stored in a secure location
	defined
	server only

	156
	Implement documented backup and recovery procedures
	defined
	

	157
	Backup tapes stored securely
	defined
	

	158
	Review audit logs regularly
	defined
	

	159
	Backup of critical data run on a daily basis
	defined
	server only

	160
	Rename the .reg files - files with this extension are control files with the default set to automatic execution.  Disable this execution by forcing it to launch a word processor instead of the editing process
	How are the files secured - Q
	TWG guide section 1.1.11.2

	161
	Install tool to detect dormant user accounts
	defined
	policy

	162
	Install tool to detect blank passwords
	defined
	policy

	163
	Remove the schedule service - running an NT service under any account other than the system account makes the password available in clear text in an area of the registry associated with the application.  Removing the schedule service prevents this
	Q
	TWG guide section 1.1.13.9

	164
	Remove dangerous ROLLBACK.EXE - MS inadvertently distributed it on some server, workstation and resouce kit CDs.  The executable destroys critical systems information including the registry, account info, and restores erroneous data
	Q
	TWG guide section 1.1.16.3

	165
	Disable IP forwarding in the TCP/IP settings- do not select "Enable IP Forwarding" in the networking /TCP/IP properties routing panel.  This will prevent IP forwarding (IP routing) allowing packets to be forwarded on a multi-homed system
	disable
	

	166
	Limit remote, local access to the registry
	defined
	restrict network access to the registry by editing the registry - HKLM\CurrentControlSet\Control\SecurePipeServers sect 1.1.6

	167
	Remove the NetBIOS interface service
	enable
	unable until use of 2K servers

	169
	Do not use DHCP 
	enable
	

	170
	Install printers or tape devices before installing the service pack
	Not applicable
	procedural

	171
	Verify the correct video drivers
	Not applicable
	procedural

	172
	Restrict floppy drive and CD-ROM drive access to the interactive user only
	defined
	

	173
	Set security log behavior
	defined
	

	174
	regularly consult security related bulletin repositories
	Not applicable
	procedural

	175
	Assign a Kbyte maximum log size for the 3 logs to accommodate your site
	enable
	procedural

	176
	Restrict the number of people who have admin privileges
	enable
	procedural

	177
	Disable services that require clear-text passwords
	Not applicable
	can't be done

	178
	De-install any remote logon services like telnet (server) and clients not using encrypted password authentication and replace with SSH.
	defined
	

	179
	Display warning banner before login
	defined
	

	180
	Select a screen saver password protected and a 15 min wait time
	defined
	

	181
	disable anonymous access to password policy information
	defined
	

	182
	Restrict anonymous network access to named pipes - restrict null session logons from connecting to specific named pipes including winreg
	How are the files restricted - Q
	TWG guide section 1.1.12.4

	183
	Establish security vulnerability assessments
	defined
	

	184
	Configure NTP time synchronization
	defined
	

	185
	Assign Registry access control
	defined
	

	188
	Assign system and user policies
	defined
	

	189
	assign user rights
	defined
	

	190
	assign network shares access control
	defined
	

	191
	Remove remote host implementations - some software products allow applications running on a remote server to create additional windows on the workstation client. Example MS's terminal server
	Q
	TWG guide section 1.2.1 

	192
	Isolate the native NT workstation and server services fromt the internet/wan
	defined
	

	193
	utilize a suitable pc or personal firewall to block both inbound and outbound ports
	defined
	

	194
	NTLM/LM authentication
	defined
	

	195
	check netbios security periodically
	
	procedural

	196
	Use floplock.exe to lock the floppy drive - found in the NT resource kit 
	Not applicable
	TWG guide section 1.2.10.3

	198
	Enable system integrity checks
	
	procedural

	199
	Utilize Smart card technology
	defined
	

	200
	Encrypt the registry SAM database - enable the syskey feature in SP3 or higher that allows 128-bit encryption of the SAM password database, providing maximum protection in additional encryption of the LSA.
	Q
	TWG guide section 1.3.9

	201
	Check user accounts, group membership and privileges
	audit

	202
	
	
	

	203
	Directory and File Permissions
	
	

	204
	system default file protection parameters to grant write, read and execute access to just the file owner and to necessary operating system components

	205
	c:\temp
	owner, admin - full control
	

	206
	c:\temp
	authenticated users
	

	207
	c:\winnt\profiles\<user>, directory and subdirectories
	admin, user - full control
	

	208
	c:\winnt\profiles\administrator, directory and subdirectories
	admin only
	

	209
	c:\winnt\repair directory and its files
	admin only
	

	210
	BOOT.ININTDETECT.COMNTLDR file
	Admin & System - full control

	211
	AUTOEXEC.BATCONFIG.SYS file
	Admin & System - full control, users - read

	212
	PENDING
	
	

	8
	passwords must meet complexity requirements, passwords must contain characters from 3 of 4 classes:upper case letters, lower case letters, numbers and special characters
	Enable 
	NSA -enable

	11
	User must logon to change password
	enable
	per user?

	27
	Additional restrictions for anonymous connections - places restrictions on anonymous users 
	How to enforce - Q
	NSA - no access w/o explicit anonymous permissions

	46
	Prevent system maintenance of computer account password - by default, computer account passwords are changed every seven days.  Enabling this option prevents machines from requesting a weekly password change
	?
	remote or local, NSA - disable

	62
	Strengthen default permissions of global system objects (e.g. Symbolic Links) - Strengthens the DACLs on the global list of shared system resources so that non-admin users can read, but not modify shared objects they did not create
	Enabled, Q
	NSA - enabled

	80
	Deny access to this computer from the network
	Q
	NSA - no one

	81
	Deny logon as a batch job
	Q
	NSA - no one

	82
	Deny logon as a service
	Q
	NSA - no one

	84
	Enable computer and user accounts to be trusted for delegation
	Q
	NSA - no one(member servers) Admin(PDC)

	125
	Remove the everyone group from local ACLs of newly created subdirectories - windows NT assigns permissions to hierarchical subdirectories created o NTFS drives using rules of inheritance.  
	?
	Recommended by hq nt guide pg 41

	130
	Disable hidden administrative network shares
	?
	reg key - sec 1.2.8.2 twg guide

	161
	Rename the .reg files - files with this extension are control files with the default set to automatic execution.  Disable this execution by forcing it to launch a word processor instead of the editing process
	How are the files secured - Q
	TWG guide section 1.1.11.2

	164
	Remove the schedule service - running an NT service under any account other than the system account makes the password available in clear text in an area of the registry associated with the application.  Removing the schedule service prevents this
	Q
	TWG guide section 1.1.13.9

	165
	Remove dangerous ROLLBACK.EXE - MS inadvertently distributed it on some server, workstation and resouce kit CDs.  The executable destroys critical systems information including the registry, account info, and restores erroneous data
	Q
	TWG guide section 1.1.16.3

	183
	Restrict anonymous network access to named pipes - restrict null session logons from connecting to specific named pipes including winreg
	How are the files restricted - Q
	TWG guide section 1.1.12.4

	192
	Remove remote host implementations - some software products allow applications running on a remote server to create additional windows on the workstation client. Example MS's terminal server
	Q
	TWG guide section 1.2.1 

	201
	Encrypt the registry SAM database - enable the syskey feature in SP3 or higher that allows 128-bit encryption of the SAM password database, providing maximum protection in additional encryption of the LSA.
	Q
	TWG guide section 1.3.9

	
	Windows Management Instrumentation
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