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HQ single user operating systems (OS) security requirements:

Note: Single user operating systems at HQ that reside on the private network are Business Restricted Technology (BRT) and Special Management Attention (SMA). Any deviations  from mandatory requirements must be 1)  approved by the HQ ITSM, 2) written into the system security plan and 3) if the system is SMA, approved by the CIO.

2810  & Agency (mandatory, implemented before ORR)

1. The final operating system configuration has a penetration test.

2. HQ ITSM, and if SMA the CIO, approves the operating system security plan

3. All non-system accounts on the OS will have 224s

4. A NASA approved warning banner must be placed on the console after boot up and at all remotely authenticated services on the system.

5. Remote services must have encrypted authentication using FIPS compliant encryption.

6. Passwords -

a) Display a password expiration reminder at 60 days and 30 days 

b) Accounts are disabled if passwords are not changed at 90 days, account removed after 180 days

c) The password must be composed of  a minimum 8 characters and have  at least 3 of the following 4 characters: upper case, lower case, numbers or special characters

d) Do not allow passwords to contain: Userid, Dictionary word, Names, Repetitive keyboard patterns.

e) Maximum password life of 90 days

f) Minimum of 10 passwords must be used for anyone of the 10 can be reused, 180 day must elapse before reuse

g) Passwords must be stored encrypted and only the password system is authorized to access them

h) Passwords are not visible when typed

i) Change all default passwords

j) Prompt user to change initial password at first logon

7. COTS and Public Domain software

a) If source code is available it is tested or inspected to ensure program and installation scripts are free from malicious or unauthorized code.

b) Penetration test are included in test of software

c) Security controls tested and verified by appropriate personnel and documented

d) All software is under configuration management

8. Virus detection software installed

9. Ensure only encryption key owner can access encryption keys

10. Eliminate all current Agency defined vulnerabilities

11. Install Internet Explorer Version 6 or later for PC, 5 or later for MAC

12. Remove all peer-to-peer file sharing applications
HQ & Agency (preferred)

13. If available, follow specific HQ operating system guideline

14. Provide system login via SecurID

15. Disable users ability to open static network services

16. Disable all unnecessary protocols and network services (necessary services are defined as needed, no alternative or the best secure option, to perform a job duty)

17. Mitigate High and Medium vulnerabilities as defined by ISS (using latest signatures).

18. Implement a 30 minute system screen saver password.  The password should be equivalent to the users UserID password.

19. Log local logins and logoffs

20. Log critical system file modifications

21. Restrict write and delete access to critical system files to only root/administrator

22. Remove all chat software

23. Disable all automatic communications, from OS and OS provided applications, to the Internet.

24. Suspend local accounts after 5 unsuccessful logon attempts

25. Default permissions for users are the least possible

26. Install all operating system, email and web browser patches

