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NASA HQ Customer Support

Code CI, through its civil servant and ISEM staffs, supports all of NASA HQ, providing a comprehensive range of IT support services which encompasses Operations, engineering, networking, information systems, and desktop services. In addition to inherently governmental functions such as program oversight, budget formulation and contract management, the Contractor performs the IT service manager function for Headquarters organizations including coordination, advocacy, requirements definition, task management, scheduling and acquisition support. The Contractor staff provides all of the "hands on" IT support required to service Headquarters customers and maintain the infrastructure and information systems in accordance with established performance metrics. Based on their code assignments, the ISEM Code Project Managers (ICPMs) work closely with the Code POCs and Code CI to provide day-to-day technical support to the customers.

Direct End-User Support

Direct end-user support is provided through the Help Desk, the Service Center facility, and Customer Support Services. All related work is tracked through the Remedy Action Request System.  A detailed procedure, reference “NASA HQ Work Control Policy and Procedures”, outlines the handling of user requests. Direct end-user support personnel contact other disciplines such as operations, engineering, security, etc., as necessary to resolve problems or provide services. Should it be required for problem resolution, a cross-functional team, with members from all disciplines, can be quickly assembled.

In addition, NASA HQ also provides the following user services:

· Laptop loaner program

· Remote access to personal accounts

· Desktop computer upgrade program

· Accessible computer technologies

Headquarters has consolidated multiple “help” telephone numbers into a single integrated interface. Users need only dial one number to reach the automated call distribution (ACD) system menu selections for all services provided by the Headquarters Information Technology & Communications Division. The six main menu selections are—

· Computer-related Services / Automatic Data

· Processing/Telecommunications (ADP/T) Services (see Help Desk below).

· Telecommunications and Cable Television Services

· Headquarters Physical Security / Facilities Hotline / Move Services

· Conference and ViTS Scheduling / Mail / R&I / NEMS / Library

· Travel and Passport / Transportation Services Printing & Design Services

IT Service Center (Help Desk)

The Information Technology Service Center (IT Service Center) is the single place where Headquarters customers may request ADP/T assistance / services or report ADP/T problems regardless of the nature of the ADP/T service or problem. The IT Service Center is contractor staffed from 6:00 a.m. to 6:00 p.m. EST daily except weekends and Government holidays. After hours, the Contractor for emergency requests, specific systems and services provide on-call support.

IT Service Center functions include—

· Serve as the single point of contact for all telephone, electronic mail (e-mail request), web, or fax request.  These requests are then entered into the Remedy Action Request System for tracking purposes. 

· Serve the customer community as a distribution point for information about or assistance with support policies, processes, procedures, standards, guidelines, products and services.

· Troubleshoot and assist users in resolving/closing Problem Reports (PR) over the phone by providing guidance and encouraging user self-sufficiency.

· Provide ad hoc telephone support with regard to specific questions on software applications.

· Refer Service Requests (SR) and PRs not able to be handled telephonically to the appropriate group/service provider without further follow-up or contact required by the customers.

· Track and provide ticket status to the customer and Program management through the use of the automated Remedy Action Request System.

· Provide administrative support with regard to SR initiation, documentation, and coordination of the request to include the approval process to ensure appropriateness and applicability of the request.

· Provide SR coordination and follow up between the customer, service provider, and associated manager(s) required to efficiently satisfy the request.

· Maintain a voice message system and web page that allows customers to report problems or request services either during extremely busy periods when the IT Service Center lines are busy, or during off hours.

· Verify problem resolution prior to closing a call, preferably via e-mail, through notification and acceptance by the customer.

· Verify customer satisfaction and provide for timely escalation, as appropriate, to management.

User Resource Center

The Contractor manages a User Resource Center (URC), which provides walk-in

support and consultation services to the HQ user community, IT service

providers, and the Help Desk. This facility is staffed from 7:30 a.m. to 5:00 p.m.

daily except weekends and Government holidays.

URC Lab functions include—

· Provide proactive technical advice, end user support, and troubleshooting.

· Provide specialized hardware and software support (e.g., file conversion, color-print capability, and use of non-standard software packages).

· Maintain a centralized technical reference library.

· Maintain accessible technology capability.

User Support Services

Code CI personnel, Contractor ICPMs, and Desk Side Technicians; provide user support services to HQ end users predominantly by personal visits to the users and/or their work areas, as appropriate for resolving the problem or delivering the requested service. To a lesser extent, support also is provided telephonically. Service providers may be contacted directly by the user or may be referred to the user by the Help Desk. The service provider appropriately categorizes problems and tracks them through to resolution, providing timely and satisfactory status to the customer.

User Support functions include—

· Provide consistent, proactive technical advice, end user support, and troubleshooting.

· Provide timely status to the work control system.

· Ensure that the customer is adequately informed of all outstanding SRs and PRs.

· Perform hands on site visits.

· Provide diagnostic assistance for users who have a problem but cannot identify the nature of the problem.

· Deliver informational overviews for specific software applications assistance as requested by the customer.

· Develop procedures to facilitate use of microcomputer hardware and software, e.g., user instruction sheets.

· Consult with end users on software application questions and problems, including individual training, and selection of the appropriate software to perform user-defined tasks.

· Ensure all HQ computers are equipped with current and active virus eradication software.

· Provide technical and administrative support in negotiating and developing Service Level Agreements (SLA’s) between Code CI and all other Headquarters Offices

· Provide monthly performance metrics

· Coordinate and support relocations and moving services

Laptop Loaner Program

The NASA HQ Laptop Loaner Program was established to allow NASA HQ civil

servants access to portable computers (i.e. laptops). Laptops can be checked out 

for use within the HQ building (e.g., for presentations and demonstrations) or

removed from the HQ building for use outside the office (e.g., to perform work at

home, on travel, or while on temporary duty assignments).

The Laptop Loaner Program maintains an inventory of portable computers and

peripherals that are generally available to NASA HQ civil servants for up to a 2-

week loan period. Longer-term loans are considered on a special request basis.

Laptops are available for official NASA HQ use only. Laptops are available on a

"first-come, first-serve" basis. If equipment is not returned on the due date, the

user is contacted. If any equipment should become more than 48 hours overdue,

the NASA Service Center Manager and Code POC are notified.

NASA HQ civil servants may reserve a laptop loaner by calling the HQ

Automated Data Processing/Telecommunications (ADP/T) Service Center, web request or via an email request. Request for laptop loaner require a minimum 3 working days. Requests for laptops require a minimum 24 hours notice.

Users are responsible for the equipment during the loan period and must notify

the Laptop Loaner Team of problems or to request extensions to the loan period. User must produce a property pass for equipment upon demand.

Available Hardware. The following types of computer hardware are available for loan:

· IBM Compatible Laptops

· Macintosh Powerbooks

· Peripherals for Laptops

· Librettos, Porteges

· Printers

· Foreign Adapters

· Modems (Note: modems are only available in conjunction with a laptop loan)

· Laptop projection panels.

· Extra batteries and battery chargers

Available Software. All laptops are loaded with the core NASA HQ software, which includes—

· Microsoft Office (Word, Excel, and PowerPoint)

· The Internet Tool Suite (Netscape and associated helper applications)

· Meeting Maker XP

· Eudora E-Mail

· Anti-virus software

· Communications software (for dial-in)

Users may request additional software when they request the laptop

Other Major Support Areas

Computer Center Operations

The NASA Headquarters Computer Center (NHCC), located in the concourse level of the HQ building, provides centralized operations management and support for virtually all HQ servers, mid-range platforms, and for the front-end processors and channel attached devices to the mainframe processing equipment located at the NASA Automatic Data Processing Consolidation Center (NACC), located at Marshall Space Flight Center. NHCC staff is responsible for operation, administration, trouble-shooting, and other functions needed to assure the availability and performance of the NHCC equipment. A separate group as described below provides hardware maintenance. The NHCC staff is responsible for informing Code CI management, the Help Desk, and other facets of user support of all problems with NHCC-located systems, so that the user community may be properly informed of any impacts on access to or usage of services. This integrated approach to operations management and user notification is a key factor in the provision of IT services at HQ.

Data Communications Operations

The Headquarters Network Operations Center (NOC), physically located in the NHCC, provides centralized management of all Headquarters Local Area Networks (LANs) and the Headquarters Communications Network. The NOC continually monitors the HQ data networks and related communications equipment (e.g., switches, servers and routers) in order to detect and resolve communications problems, to the extent possible, before they impact user services. As the NOC capabilities expand, HQ will have tight integration of management among the data networks, the server/mid-range systems, and desktop systems, providing early warning and resolution of problems in a seamless fashion, from the user workstation through the networks to the servers/mid-range platforms. The NOC staff is responsible for informing Code CI management, the Help Desk, and other facets of user support of all problems with HQ networks so that the user community may be properly informed of any impacts on access to or usage of services. This integrated approach to operations management and user notification is a key factor in the provision of IT services at HQ.

Telephone, Pager, and Voice Messaging Support
Telephone, pager, and voice messaging support at NASA HQ are provided in a centralized fashion via the telecommunications group. The telecommunications group is responsible for adds, moves, and changes of telephones and telephone cabling, for resolution of telephone-related problems (including interfacing with Verizon and other providers), and analysis of telephone bills for anomalies. Code CI maintains all circuits, phone lines, and telephone sets within the building. Washington Integrated Telephone System (WITS) contract with GSA maintains all software for the telephone system. The telecommunications group is also responsible for distribution, tracking, and problem resolution for pagers and telephone credit cards. Third party vendors provide the paging service itself. Voice messaging support is provided by the telecommunications group through management and administration of a voice messaging system integrated with the telephone system.

IT Engineering Services

IT engineering is provided at NASA HQ in a centralized fashion. A single systems engineering group is responsible for the full range of IT engineering services, ranging from paper analyses of industry trends to the design, development, integration, and implementation of complex turnkey hardware/software systems. Also, the engineering group develops operational procedures and performs initial operation of many new systems until the production operations staff has been properly trained and acclimated. The scope of responsibilities of the engineering group includes all facets of IT engineering at HQ: desktop systems, networks, servers and mid-range systems (including all Internet services), and systems which act as front-ends to NACC-located mainframe computers. Engineering also provides deep technical support for production operations problems that exceed the technical capabilities of the operations staff and also for the IT security group in anticipating, preventing, and detecting threats to NASA HQ’s IT assets. The engineering group works closely with the acquisitions group in developing technical specifications needed for procurement of IT hardware, software, and other resources.

The engineering group uses the Systems Engineering Facility (SEF), located in the concourse level of the HQ building, to prototype new capabilities and to conduct performance and functional testing of new systems before they are placed into production. The SEF contains desktop, server, communications, and networking equipment and software that is used to emulate production environments and detect anomalies in a controlled fashion before new capabilities are placed in the production environment.

The engineering group is also responsible for the development of quick turnaround capabilities or support requested by the Executive Office of the President, Congress, or other groups outside of Headquarters. A recent example of this need includes meeting a request from Vice President Gore’s office to enable, within 48 hours, Internet capabilities at a school in Washington, D.C. The engineering group also supports Agency-wide IT programs and projects. The engineering group supports HQ in its Agency role as the Expert Center for Intranet. Engineering group members are strong participants in Agency working groups, such as the Inter Center Committee for Computer Networks (ICCN).

The engineering support personnel closely coordinate with customer support personnel, operations, application development staff, and all other areas to ensure that new capabilities meet customer requirements, to provide analyses that are on target for the HQ support environment, and to assist in the resolution of the most difficult problems encountered on production systems. The tight integration of the engineering group with other areas is critical to the success of IT support at HQ.

Software Applications Services

The software applications services group is responsible for full life-cycle development and support of custom applications software, for integration/validation of Commercial-Off-the-Shelf (COTS) software, for database administration services, and for the development and maintenance of World Wide Web (WWW) pages. The software applications group works closely with end-user support staff and its customers to understand user requirements, provide responsive software systems and WWW pages, and maintain installed systems. Software applications services staff often personally provide end-user training on the software they develop, especially for software that is used by a limited number of users. During the course of software development, the applications staff work closely with the IT engineering staff to ensure that software under development will execute properly on its target platform(s) and that it makes efficient use of network resources. The software applications services staff closely coordinates with computer center operations staff in backing up databases, moving new software into production, and other activities that require coordination between the two organizations.

Acquisitions Support
IT acquisitions support is provided at HQ in two ways. The great majority of significant IT purchases at HQ are managed centrally. The acquisitions support group develops specifications, identifies sources and pricing, conducts market surveys, and works with the HQ procurement function (located at GSFC), to acquire IT hardware, software, communications and services. This support meets both civil service end-users needs, as well as the acquisition needs of the IR&MS contractor. The acquisitions support group works closely with the engineering group, software management group, communications staff and with end users to ensure that acquisitions are timely, cost effective, and meet requirements. The acquisitions group must coordinate, especially, with engineering to ensure that products are delivered in time to meet engineering schedules for provision of new capabilities. In addition to the centrally managed acquisition support, a number of HQ organizations have credit cards which may be used to purchase IT up to a specified limit. The Code CI CCB process, described in a separate document, however, must first approve these purchases.

Remote Access to Personal Accounts

Users are able to access their server data files, Eudora E-Mail, and Meeting Maker XP accounts via laptop or at-home computers by connecting to the Internet. Users may connect to the Internet by accessing their own Internet Service Provider (ISP) or the NASA HQ Dial-In service although server data files are only available via the NASA HQ Dial-In service. (Note: The NASA HQ ADP/T Service Center supports only the NASA HQ Dial-In service.)

Users must contact their ISP vendor for problems pertaining to outside ISPs.

Desktop Computer Upgrade Program

In order to keep current with technology, the contractor is continually evaluating the hardware in use at HQ and making upgrades to those below the set minimum. The minimum is being reviewed and revised regularly. This upgrade program was established to ensure economies of scale while providing users with sufficient computing resources. Rather than replacing the entire computer, individual components such as the CPU, mother board, hard drive, RAM video, etc. are replaced, when cost effective to do so. The contractor hardware maintenance personnel perform this work.

Accessible Computer Technologies

The Accessible Computer Technology program at NASA Headquarters ensures that employees or other individuals with disabilities requiring NASA HQ computing services have easy access to information, electronic office equipment, and telecommunication services, with or without special peripherals. Also, HQ has access to a comprehensive Accessible Technology Lab at the Department of Agriculture located within walking distance of the HQ facility. This lab provides consulting, research and hands on services.

For the hearing impaired, NASA HQ has a TDD capability that connects to the Help Desk and other service organizations within the HQ organization.  Currently accessible technology services are being provided for one visually impaired and two hearing impaired individuals.

IT Security

IT security at NASA HQ is centrally managed. The IT security group is responsible for all aspects of IT security, including desktop, server/mid-range, network, and mainframe security. The IT security group develops policies and procedures, monitors compliance, conducts security training, and recommends tools and products to protect NASA HQ’s IT assets. The IT security function is tightly integrated with all other aspects of IT support at HQ in that changes and additions to security products and procedures are closely coordinated with other activities. For example, if a new anti-virus product must be deployed, every effort is made to include the new product with block point installations of other software at the users’ workstations in order to save labor costs and reduce the inconvenience to the users of multiple visits to workstations.

Hardware Support

General Environment: The hardware maintenance group provides hands-on preventative and remedial maintenance for most of the IT hardware at NASA HQ. For certain major hardware systems, such as the DEC Alpha machine, HQ has contracted with third party vendors for maintenance. The hardware maintenance group is responsible for contacting third party maintenance vendors, as needed, and coordinating maintenance activities across all parts of the IT infrastructure to ensure availability of services to the user community. All remedial maintenance, whether performed by the hardware maintenance group or by a third party, is subject to the performance metrics below. The hardware maintenance group works closely with the help desk and code support personnel to keep Code CI management and the user community aware of the repair status of equipment that has failed.
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