Appendix F-3 - Facility Safety Considerations

Introduction
Facility System Safety Programs (FSSP) exist to ensure the safe and continuous operation of ground-based facilities. They are comprised of two major elements, Safety Analysis and Configuration Management.
1. Safety Analysis takes the form of:
0. Facility System Safety Analysis (FSSA) and
0. Facility Software Safety Analysis (FSWSA).
1. Configuration Management includes:
1. Facility Configuration Management (FCM) program,
1. Facility Software Configuration Management (FSCM) program, and
1. Computer System Inventory (CSI).
Note: While safety critical software systems used by facilities are safety profiled individually per the Software Safety Litmus Test (Appendix A), software risk assessment and hazard analysis are primarily addressed as part of the Facility System Safety Analysis (FSSA). 
Note: A Facility Software Safety Analysis (FSWSA) can be an independent exercise or integrated as part of the facility’s FSSA. In either case, the safety critical elements of facility computer systems must be taken into consideration to insure that appropriate controls are in-place to mitigate risks and reduce the probability and severity of hazardous outcomes. 
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The objectives of a Facility System Safety Program (FSSP) are to:
1. Ensure that the appropriate safety analysis has been conducted,
1. Ensure that designated facilities/systems are placed under the appropriate level of configuration management, and
1. Document and communicate the risk of facilities and equipment to management and employees.
The objectives of a Facility System Safety Analysis (FSSA) are to:
1. Identify hazards,
1. Determine the risk of hazards in terms of severity and probability,
1. Assess the controls for those hazards, and
1. Recommend controls that will eliminate the hazard or reduce the risk of the hazard.
The objectives of a Facility Software Safety Analysis (FSWSA) are to:
1. Evaluate software against a recognized standard to determine safety criticality,
1. Identify and document all computer systems classified as being safety critical,
1. Document the classification of and the estimated software assurance effort for safety critical software systems,
1. Consider all safety critical elements of facility systems,
1. Facilitate the identification and documentation of software hazards and software risk mitigations,
1. Help assess proposed software risk mitigations and safety critical software controls,
1. Identify appropriate software risk mitigations to be implemented for safety critical elements,
1. Review and assess the probability and severity of hazardous conditions, using the information to reduce potential negative operational outcomes to acceptable levels and/or communicate the risks of the hazards to appropriate authority.
1. The FSWSA can be integrated as part of the facility’s FSSA or conducted as independent safety analysis exercise.
The objectives of a Facility Configuration Management (FCM) program are to:
1. Record and maintain safety analysis documentation,
1. Document and maintain standard operating procedures for use by operating personnel,
1. Ensure facility safety assurance personnel reviews for changes that affect safety, and
1. Establish and maintain a baseline for designated systems (e.g., electrical, mechanical) and the relevant documentation (e.g., drawings).
The objectives of the Facility Software Configuration Management (FSCM) program are to:
1. Record and maintain software safety analysis documentation,
1. Document and maintain configuration control of software,
1. Ensure facility safety assurance personnel reviews changes that affect safety, and
1. Establish and maintain a baseline for designated systems (e.g., computer systems) and the relevant documentation (e.g., drawings).
Selected Definitions
Computer System – A group of hardware components and associated software designed and assembled to perform a specific function or group of functions.
Computer System Inventory (CSI) – A CSI is a listing of Computer Systems for the affected facility.
Facility System Safety Analysis (FSSA) – A continuing analysis throughout all phases of the facility's life cycle involving the identification and control of hazards and the assessment of risks in operating that facility.
Hazard – A condition which has the potential to result in injury, death, loss of major equipment, or damage to the environment.
