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NASA Integrated Information Infrastructure
Program Plan

1.0 INTRODUCTION
This document is the Program Plan for the NASA Integrated Information Infrastructure Program
(IIIP).  This is the first time that all general purpose, nonmission-specific Information
Technology (IT) activities across the Agency have been consistently categorized and organized
into an integrated program management structure.  This is the controlling document that defines
the top-level technical and management structure for the Program.  This document is intended to
be a living document that will be updated and reviewed as additional information is developed, or
at least annually.  The Program focuses on using existing systems that NASA has in place, built
separately by the Centers over several decades, and molding those systems into an integrated or
federated infrastructure aligned to mission and business needs that allows for services provided
by any of the following approaches as appropriate:

• Locally managed and provisioned
• Centrally managed and locally provisioned
• Centrally managed and provisioned

The goal of this strategy is to provide NASA with the essential underlying IT infrastructure to
support the NASA Strategic Plan and the expanded Electronic Government (E-Gov) initiative of
the President’s Management Agenda (PMA).  As the E-Gov initiatives progress, the need to
share information and tools across the Agency and the entire Federal Government will continue
to grow.  NASA must be positioned to provide a secure and efficient interface to Government
agencies and/or application service providers delivering these services.  As an Agency, NASA
must be prepared with an infrastructure that provides a single interface and eliminates the need
for application owners and service providers to negotiate multiple agreements.  No longer will
NASA’s “uniqueness” be viewed as an acceptable rationale for failing to adequately manage its
IT infrastructure as an Agency.

The NASA IIIP is a transformation strategy for managing the IT infrastructure as an integrated
architecture and providing an infrastructure that can evolve and adapt.  The program provides
information tools and services that enhance programs and management and provides a customer
focus to the provisioning of common IT services across NASA.  In addition, the program will
enable effective and efficient integration with Federal E-Gov applications.
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1.1 BACKGROUND
The NASA IT infrastructure has evolved with little explicit Agencywide strategic direction.  As
computing, networking, and communications technologies advanced, IT remained relatively
decentralized within NASA.  Each Center maintains its own “as-is” architecture, optimized
locally to support individual program/project and Center needs.

IT remains absolutely essential as an underlying enabler to mission success and effective business
operations.  In the case of infrastructure technologies, the greatest value is achieved when an
infrastructure can be shared.  The IIIP provides Agencywide services that integrate NASA’s IT
infrastructure, increase functionality, improve security, and focus on delivering quality service.

1.2 PROGRAM DRIVERS
Within NASA, IT has always been a critical enabling element of program development and
management, as well as a pathway for improving business functions.  Because IT is crucial to
achieving NASA’s strategic goals, IT projects must be aligned with the Agency’s strategic
direction and business plans in order to realize the value of each investment and take advantage of
the opportunities that new information technologies promise.

Not only must there be alignment with the Agency’s mission, program, and business needs, there
must be alignment with Governmentwide architectures and standards, as well as alignment with
our strategic and industry partners.   This provides for greater interoperability, efficiencies, and
quality of service.  It is essential that IT projects are planned and managed in a manner that
integrates with mainstream Agency processes, including program/project management and budget
processes.

1.2.1 EXTERNAL DRIVERS
The Bush Administration has taken an active role in improving the management of IT resources
across the Government.  The PMA provides the framework for improved management and
coordination of IT and sets forth a number of actions to include development of the Federal
Enterprise Architecture (FEA), an evaluation process for IT activities, and a budget process that
provides rigorous standards for determining the merits of IT investments.

Among the many other externally generated laws, policies, standards, and guidance, the following
are key drivers of the direction of NASA’s IT infrastructure:

ß The Administration
- PMA
- Agency Scorecard System

ß Legislative Mandates
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- Chief Financial Officers Act of 1990
- Government Performance and Results Act of 1993
- Federal Acquisition Streamlining Act of 1994
- Paperwork Reduction Act of 1995
- Clinger-Cohen Act of 1996
- Government Paperwork Elimination Act of 1998
- Electronic Government Act of 2002
- Federal Information Security Management Act of 2002 (FISMA)

ß Government and Industry Standards
- National Institute for Standards and Technology (NIST)
- HyperText Markup Language (HTML), Extensible Markup Language (XML),

JAVA, and Web services
- Secure Socket Layer (SSL), and Public Key Infrastructure (PKI)

1.2.2 INTERNAL DRIVERS
The Agency operating model now requires increased capability to work across Centers,
generating  requirements that, by their nature, are best met at the Agency level.  The global shift
in how information and knowledge is generated, used, and managed, when coupled with the
competition for limited budgets, dictates a more strategic approach to providing information
infrastructure services across NASA.  In addition to the various external drivers, there are a
number of NASA-specific drivers for approaching IT systems more strategically.  These include
the following:

ß One NASA (using IT as an integrating system and provider of common tools)
ß Fixing and improving NASA’s IT infrastructure to meet the NASA Vision and

Strategic Plan
ß Positioning the IT infrastructure to support Agencywide applications such as

Integrated Financial Management Program (IFMP)
ß Ensuring availability of integrated services across Centers
ß Providing greater knowledge management and information sharing
ß Supporting a robust collaborative program and management environment
ß Achieving reduced cost of services to the customers (programs, projects, and general

and administrative users)
ß Improving security
ß Delivering consistent and quality services to customers

As a consequence of these many influences and drivers, the NASA IIIP is a transformation
strategy for --
ß Managing  the IT infrastructure as an integrated architecture,
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ß Providing an infrastructure that can evolve and adapt to emerging technologies and service
models,

ß Providing information tools and services that enhance programs and management,
ß Providing a customer focus to the provisioning of common IT services across NASA, and
ß Enabling effective and efficient integration with Federal E-Gov applications.

1.3 NASA INFORMATION TECHNOLOGY GOALS
The IT infrastructure provides several of the means and services important to the
accomplishment of the mission goals set out in the NASA 2003 Strategic Plan.  In addition to
support for mission goals, the Strategic Plan identifies information technologies as the second of
five Implementing Strategies (IS-2) that provide the framework under which NASA conducts its
business.

IS-2. Demonstrate NASA leadership in the use of information technologies.
NASA is, first and foremost, an Agency of technical and scientific knowledge.  All of its
science, engineering, and technology efforts are focused on the generation of knowledge
—about our planet and how we can best live upon it, about the universe around us, and
about life in the cosmos.  The management, dissemination, and preservation of
knowledge within NASA are critical to the effectiveness of its programs, and the
distribution to the public of clear and timely information will ultimately define our value
to the Nation.

Modern tools and techniques have dramatically increased the amount of information
that NASA programs can produce, and they have greatly improved our ability to
analyze and interpret this information to create a body of knowledge.  But with these
improvements comes the challenge of managing this vast amount of information in a
coherent and cost-effective manner.  With 15 percent of NASA costs devoted to IT and
information management, it is imperative that we plan and leverage our IT investments.

By 2005, NASA plans to implement the following measures:
ß Provide all NASA operations with secure, highly reliable, interoperable

information systems;
ß Enable NASA personnel to communicate across an integrated, low-cost IT

infrastructure;
ß Design and operate a One NASA network to improve organizational interactions

and foster improved collaboration and sharing of accumulated NASA knowledge
assets; and

ß Establish systems to deliver superior information services to consumers,
educators, students, researchers, and the general public, as well as to Government
agencies, NASA contractors and suppliers, and other businesses.
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Figure 1-3 converts the objectives of IS-2 into a series of specific, actionable objectives
that are reflected in this Program Plan.

The NASA Chief Information Officer (CIO) is responsible for achieving these objectives and for
ensuring that all Enterprises and offices throughout the Agency can take full advantage of the new
and improved capabilities.  Programs, projects, and the NASA institutions need to know that
they can rely on the infrastructure services to be there when they need them and where to surface
new requirements so that the infrastructure can plan to meet those requirements.  NASA’s IT
strategy will enable the Agency to not only fulfill its mission, but also to remain a leader in
developing and deploying techniques for managing information and records.

Achieving
Agency Goals

Understand Earth’s system and apply 
Earth-system science to improve the 
prediction of climate, weather, and natural 
hazards.

Enable a safer, more secure, efficient, and 
environmentally friendly air transportation 
system.

Create a more secure world and improve the 
quality of life by investing in technologies 
and collaborating with other agencies, 
industry, and academia.

Explore the fundamental principles of 
physics, chemistry, and biology through 
research in the unique natural laboratory of 
space.

Explore the solar system and the universe 
beyond, understand the origin and evolution 
of life, and search for evidence of life 
elsewhere.

Inspire and motivate students to pursue 
careers in science, technology, engineering, 
and mathematics.

Engage the public in shaping and sharing 
the experience of exploration and discovery.

Ensure the provision of space access and 
improve it by increasing safety, reliability, 
and affordability.

Extend the duration and boundaries of 
human space flight to create new 
opportunities for exploration and discovery.

Enable revolutionary capabilities through 
new technology.
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Figure 1-3. Mapping Agency Goals to IS-2
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1.4 PROGRAM COMPONENTS
The NASA IIIP is structured to align with the Agency’s Enterprise Architecture (EA) and
provide the framework for managing NASA IT infrastructure assets and services from an Agency
perspective.  The Program integrates the management of functions historically managed either as
separate Agency programs (e.g., Outsourcing Desktop Initiative (ODIN) for NASA, NASA
ADP Consolidation Center (NACC)) or managed primarily from a Center perspective (e.g., Local
Area Networks (LAN), security).  In addition to the NASA EA framework, the Program
incorporates at its foundation a strong crosscutting security component.

The Program builds on two overarching strategies -- alignment with the EA and a secure
foundation--to provide an Agency perspective and management model for the investments
captured in the Office Automation, IT Infrastructure, and Telecommunications portion of Exhibit
53 as submitted to the Office of Management and Budget (OMB).  The components that make
up the investments defined in this part of Exhibit 53 are as follows:

ß Communications Services
- Wide Area Network
- Local Area Network
- Voice
- Video

ß Computing Services
- Desktop Hardware and Software
- Application Services
- Data Centers

ß Electronic Work Environment
- Messaging and Collaboration
- World Wide Web

2.0 PROGRAM OBJECTIVES
The overarching goal of the NASA IIIP is to help achieve NASA’s strategic vision by providing
the information systems and technologies that enable anywhere, anytime access to information
and people.  The Program will provide the NASA workforce with the information infrastructure
and tools that adapt and evolve to support management, science, research, and technology
programs and eliminate the barriers caused by “single solution” systems.  The concept of an
infrastructure working silently in the background to provide secure and reliable user access to
information and communications in any manner required is illustrated in Figure 2-0.
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To any device

Any Data
(to which the user 

is entitled)

Over any network

Web content
Communication data

Enterprise data
Personal data
Directory data

In order to achieve this goal, the following objectives are critical:
ß Manage the NASA IT infrastructure as an integrated architecture that can evolve and

adapt--Implement standards-based services in the context of an overarching architecture
that integrates NASA Centers and appropriately links and shares with other agencies and
partners.

ß Provide information tools and services that enhance customer services and operational
support to programs and management—Implement a quality focused mission and
business driven services approach that increases reliability, security and maintainability
and reduces cost through the use of shared services.

ß Develop, implement, and maintain a secure and confidential IT environment--Implement
systems that correct known vulnerabilities, reduce barriers to cross-Center collaboration,
and provide cost-effective IT security services.

A multiyear roadmap for accomplishing these objectives is set out in Figure 2-1.  This roadmap
will serve as a strategic planning tool that will be refined annually by the NASA CIO community
as part of the budget planning process.

Figure 2-0.  Secure and reliable access to information – anywhere, anytime
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Figure 2-1. Roadmap for Enabling a Mobile Workforce

3.0 CUSTOMER DEFINITION AND ADVOCACY
The NASA IIIP is a crosscutting IT activity that benefits all NASA organizations and
employees, as well as some onsite or near-site contractors and partners.  A principal first
customer for a strengthened IT infrastructure is the IFMP.  Agencywide applications will
continue to have requirements similar to those identified in the deployment of IFMP, the first
true Agencywide application. The IT infrastructure must address several “flash points” that
create a risk to successful implementation of the IFMP which will directly benefit future
Agency- and Governmentwide applications as they are deployed.

Figure 2-1.  Roadmap for achieving goals of enabling a mobile workforce.

2004
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Ø Boundary-less access 
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NASA

Ø Agency-wide calendars 
to simplify scheduling

Ø Desktop 
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sharing, and re-use
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Ø Totally electronic 
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Ø Telepresence conference 
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2009
Ø Telecommuting 

(from anywhere, 
including ISS, 
Shuttle & Next 
Generation 
Vehicles)

Ø Advanced human 
computer interface

Ø All information 
distribution in 
electronic format

Ø Transparent 
capture & mining 
of knowledge

NASA Roadmap for Leadership in
the use of Information Technology

Anywhere, anytime 
access to 

information and 
people

Anywhere, anytime 
access to 

information and 
people

Enabling a mobile 
workforce in 

support of the 
NASA mission. 

Enabling a mobile 
workforce in 

support of the 
NASA mission. 
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During the development of implementation plans for each project within this Program, Project
Managers will consult with customers and actively involve them in the planning processes.  The
Program Manager, working with each of the Project Managers, will ensure that customers are an
integral part of the program to clarify requirements, ensure customer satisfaction with delivery of
quality services within budget and schedule, and include appropriate measures for performance
and customer satisfaction.  Each Project will ensure customer representation on boards and
review groups to provide continuous input from the user community over the life of the project.

To further customer satisfaction and ensure an effective implementation process, each Project
will develop a Change Management Plan.  This plan will set out a methodical process for
educating users and stakeholders on the changes that will take place during implementation and
how they affect the individual user.  The plan will further provide for training and awareness to
aid the transition process.

Advocacy is the responsibility of the NASA CIO, who serves as the Program Manager, with
support of Enterprise and Center CIOs and Project Managers.  The NASA CIO also serves as
the primary liaison for coordination with other Federal agencies, providing information to OMB
and other stakeholders.

External Influences
OMB – The NASA IIIP will provide a link into the FEA and, through this linkage, to other
agencies and shared services across the Government.  Use of the disciplined program/project
management process contained in this Program Plan will also support positive evaluation of
NASA under OMB’s Agency Scorecard System.

Congress – The NASA IIIP will enable NASA to more effectively meet statutory reporting to
Congress, as well as respond to the several legislative mandates pertaining to IT.  This Program
will address many of the information security needs identified by Congress, the General
Accounting  Office (GAO), and various other review bodies.

4.0 PROGRAM AUTHORITY AND MANAGEMENT STRUCTURE
The Institutional Committee (IC) and the Executive Council (EC) will serve as the Steering
Committee for the Program.  The Associate Deputy Administrator for Institutions and Asset
Management will determine the appropriate governing program management body (i.e., Program
Management Council (PMC), IC, or EC, as appropriate).

The NASA CIO is responsible for ensuring that the NASA IIIP meets externally mandated
requirements while satisfying internal customer needs in a cost-effective manner.  The CIO has
primary responsibility, authority, and accountability and is the approving official for the NASA
IIIP.
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The NASA CIO will serve as the Program Manager for the Program and will designate a manager
for each of the projects within the program plan. The CIO has also designated a Program
Executive for each of the projects within the program and has established a management structure
to ensure an effective implementation, oversight, and review.  The Deputy CIO, responsible for
the functional area relevant to the project, typically serves as the Program Executive.

4.1 MANAGEMENT
The following section describes the organizational structure, shown in Figure 4-1, including
generic organizational roles and responsibilities.   Specific roles, responsibilities, processes, and
procedures will be defined in the CIO Management Plan, to be developed upon approval of the
CIO Management Model.

Executive
Council

Institutional
Committee

Program
Manager

  CIO Board
Board

Customer
Board

Program
Executive

Program
Executive

Program
Executive

Program
Executive

Project
Manager

Figure 4-1. NASA Integrated Information Infrastructure Program Functional Organization
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4.2 RESPONSIBILITIES
The NASA IIIP is subject to the controls outlined in NPG 7120.5B, NASA Program and Project
Management Processes and Requirements.  Roles and responsibilities for Program and Project
Management are described as follows:

CIO Board
The CIO Board, comprised of all the Enterprise and Center CIOs, will act as a forum for
reviewing Program structure and integration issues.  The Council will recommend actions to the
Program and/or Project Manager as appropriate.

Customer Board
This Board is made up of civil service representatives from all major customer groups.  The
Board will ensure alignment of CIO priorities with programmatic and institutional needs.

NASA IIIP Manager
The Program Manager has lead responsibility for program management.  The Program Office has
the responsibility to implement the Program according to this document, the approved Program
Commitment Agreement, and the individually approved Project Plans.  Specific responsibilities
include the following:

• Setting objectives and requirements.
• Setting scope, priorities, and controls module sequencing and timing.
• Soliciting proposals for and approving subordinate projects.
• Managing the Program’s budget.
• Allocating funding to projects.
• Establishing framework for conducting program business within the Program

Management Plan.
• Managing Program-level risks.
• Reporting (PMC, Process Owners, OMB, Congress, GAO, Office of the Inspector

General (IG)).
• Assessing Program performance.
• Remaining accountable to customers for Program performance.

Program Executive
The Program Executive, typically the cognizant Deputy CIO, is the interface between the
Program Manager, the CIO Board, and the Project Team.  The Program Executive will provide
overall direction, control, and oversight of project implementation, including review of project
performance, schedule, and cost status.



17

Project Manager
A Project Manager will be appointed to plan, manage, and implement each of the Projects within
the NASA IIIP.  The Project Manager will have the authority to tactically manage the
implementation of the assigned project within the policies and guidelines established by the
Program Office.

5.0 PROGRAM REQUIREMENTS
There are five levels of requirements within the NASA IIIP hierarchy.  Each lower level is derived
from and consistent with the higher level requirements.

Level I Federal Enterprise Architecture
Level II Agency Mission and Business Requirements
Level III Project Requirements
Level IV Acquisition and Design Requirements
Level V Implementation Requirements

5.1 FEDERAL ENTERPRISE ARCHITECTURE
The FEA is a business-based framework for cross-agency, Governmentwide improvement.  It
provides OMB and the Federal agencies with a new way of describing, analyzing, and improving
the Federal Government and its ability to serve the citizen.  The purpose is to identify
opportunities to simplify processes and unify work across the agencies and within the lines of
business of the Federal Government.  The outcome of this effort will be a more citizen-centered,
customer-focused Government that maximizes technology investments to better achieve mission
outcomes.

The FEA is being constructed through a collection of interrelated "reference models" designed to
facilitate cross-agency analysis and the identification of duplicative investments, gaps, and
opportunities for collaboration within and across Federal agencies.  These models are defined as
follows:

• Business Reference Model
• Performance Reference Model
• Data and Information Reference Model
• Service Component Reference Model
• Technical Reference Model
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The FEA is driving the NASA EA, requiring the Agency architecture to fit within a larger,
Governmentwide framework that achieves--

• Standardization
• Interoperability
• Investment sharing
• Information security

The NASA EA, in turn, provides the framework for the NASA IIIP.

5.2 AGENCY MISSION AND BUSINESS REQUIREMENTS
Because the IFMP is the most pervasive Agencywide application ever implemented within
NASA, there are a number of requirements placed on the IT infrastructure that must be quickly
met.  These include the following--

• Stable, predictable desktop computing environment
• Stable WAN and LAN environment
• Perimeter security
• Identity protection
• Transition responsibility for server operations to NACC
• Integrated services management

Other requirements identified through various studies and analytical processes over the past
several months include the following--

. E-Gov--support for e-payroll, e-travel, e-authentication, and e-grants

. Security--address known vulnerabilities and meet new operational requirements

. Architecture and Governance--provide a framework for IT systems, management,
operations, and initiatives, and comply with the FEA

. One NASA--support a mobile workforce, offer more shared services, and enable
cross-Center teaming

5.2.1 NASA ENTERPRISE ARCHITECTURE
The NASA EA provides the framework for this program. The information security strategy
provides both an overarching system of protection and removal of many of the current barriers to
One NASA caused by the 11 different systems that are in place today. Each of the service
elements integrates Agency-level services while retaining appropriate local-level operations.
Through this approach, NASA can put into place the information systems and technologies that
enable anywhere, anytime access to information and people. Through this approach, NASA can
gain more effective use of its IT investments. And, through this approach, NASA can close the
technology chasm created by the current systems and create the environment necessary to meet
NASA’s mission objectives. Figure 5-2 describes the component-level framework for the NASA
EA.

OFFICE AUTOMATION, IT INFRASTRUCTURE, AND TELECOMMUNICATIONS
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SEGMENT
COMPONENT OR
SERVICE DRAFT DEFINITION (6/5) EXAMPLES

COMPUTING SERVICES

Desktop Hardware
and Software
Component

Desktop computing services to users to include all general purpose,
desktop computing hardware and software (OS, applications and
utilities) components and services (including design, build, operations,
support, and maintenance services). Includes periperherals/printers.
Does not include email and calendaring client & servers. Does not
include desktops whose primary use is mission specific. Includes
multipurpose help desks.

Desktop computers, laptop computers, operating systems,
software (e.g., word processing, spreadsheet, presentation,
project management, browser). The desktop portion of
Outsourcing Desktops Initiative for NASA (ODIN) Network and
personal printers.

Application
Services
Component

Application services provide an end service to end-users. Applications
services include the development, operations, and maintenance of
applications that are not desktop services. Includes IT investments in
hardware (not a part of a data center), software, and services
required to provide application services remote from a desktop and
not provided by a data center. This includes design, development,
help and other support, operations, and maintenance.

Includes but is not limited to: Standard Agencywide Administrative
Systems, NASA Scientific and Technical Information (STI)
Program, Web services internal to NASA (to include GP
applications with a Web front-end), and General Purpose IT
Support of NASA Missions/Projects.

Data Center
Component

From IT POP Guidance 2003—A data center is a collection of IT
hardware and software that is used for multiple purposes, and often
related, computing services. Furthermore, these resources are
usually funded and operated as a shared resource with management
dedicated to operating the center. Mass storage systems should be
included as a data center unless the mass storage is integrated into
some other IT facility. Includes data storage (digital data storage
services, including hardware, software and services). Does not
include public Web hosting services.

NASA ADP Consolidation Center (NACC) IT Support for NASA
Scientific and Technical Information Program Center Services
(data center, servers, mass storage, Web services, email). All
ODIN server seats except for public Web servers.

COMMUNICATIONS SERVICES

Wide Area
Network
Component

All IT investments required to support network communications
between NASA LANs, and data centers.

Commercial ISP (WANs), NPN, NISN, NISSU, & others.

Local Area
Network
Component

All IT investments required to provide networking services within a
building, campus, data center or Center, including hardware,
software, and services (including wireless LANs, remote access,
domain-naming services, network management, X500/directory
services).

Local Area Network (provided by ODIN and other contract
sources)

Voice Component All elements that provide voice services to users including hardware,
software, services, and communications that are not provided by
NASA WANs.

Telephones local and long distance services (provided through
ODIN & other sources) 2-way radio, cellphones services (provided
through ODIN & other sources), facsimile Services (provided
through ODIN & other sources), FTS services, international
services, voice teleconferencing (VoTS), calling cards, 800#
service, voice over IP, PBXs, voice mail, public address (PA),
emergency warning system (EWS), satellite phones.

Video Component All investments required to support video and video distribution and
video conferencing services used by NASA to include hardware,
software, and support services, not including LAN or WAN.

Video services (provide through ODIN & other sources),
administrator video (Tanenburg), VITS, digital video production
equipment/facilities, conference room A/V support, video
distribution systems (both local and NASA TV), digital TV (DTV)
project and HDTV.

ELECTRONIC WORK ENVIRONMENT SEGMENT

Messaging and
Collaboration
Component

All IT investments to provide email, instant messaging, and
collaborative tools

All email, calendaring, wireless PDA/handheld (i.e. Blackberry),
pagers, advanced engineering environment (AEE), electronic work
environment initiative, video over IP, ISOWAN, center email,
WebEx, E-Room, and related services.

Public Web
Services
Component

Web services NASA provides to citizens (all costs: HW/SW, design
focused websites). maintenance and support). Externally focused
Web sites (not internally focused Web sites).

Center Web services, NASA public web portal data dictionary
(XML and other) and directory services focused on facilitating
Web access to information. Includes ODIN Web1 seats.

Figure 5-2. Component Level Framework for the NASA Enterprise Architecture.

5.3 PROJECT REQUIREMENTS

Program content includes ongoing operational activities within the components described in this
section, as well as specific projects for providing enhanced capabilities and correcting known
security vulnerabilities, enabling NASA Enterprises, Centers, and programs to deliver products
and services to their customers and stakeholders more effectively and efficiently.
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5.3.1 NASA ENTERPRISE ARCHITECTURE

The NASA EA is a strategic tool that links NASA’s mission, business, and IT strategies.  The
architecture provides the fundamental methodology and framework for defining how NASA’s IT
will be implemented and managed.  Key elements of the architecture include Customer Boards,
Governance, Configuration Control Board(s), and the IT Service Model.

5.3.2 SECURITY SERVICES

Security crosscuts all of IT and is an integral component of all the service areas and each of the
projects included within this program.  In addition to Agency and Centerwide ongoing security
operations, this program includes four near-term Agencywide security projects to correct known
vulnerabilities, reduce barriers to cross-Center collaboration, and provide cost-effective IT
security services in support of IFMP and E-Gov initiatives.

5.3.2.1 ACCOUNT MANAGEMENT

Employees need multiple accounts to access the information required to perform their jobs, such
as e-mail, remote access networks, or applications. The number of applications being developed
and maintained on various platforms by multiple business units within an organization continues
to grow. Users typically have to sign on to multiple systems, necessitating an equivalent number
of sign-on dialogues, each of which may involve different usernames and authentication
information.  System administrators are faced with the challenge of managing the user accounts
within each of the multiple systems in a coordinated manner in order to maintain the integrity of
security policy enforcement, and users are challenged with remembering multiple account names
and passwords.

This project provides a cost-effective approach for managing authorization of computer access
privileges within and between Centers for Agencywide applications and services.  The objective
of the account management project is to minimize the inconvenience to the user, while improving
security and reducing the cost of managing accounts within networks, applications, and systems
across NASA.  A key element of this project is the automation of the account management
process to enable the following:

• Management of large numbers of users with disparate requirements.
• Support across multiple organizations, systems, and applications.
• Identification of unapproved accounts and those where authorization is no longer

necessary.
• Ability to immediately populate changes to user accounts throughout the system.
• Automatic creation of user rights based on established NASA security policies and

authentication by the sponsor.
• Controlled delegation of account administration (new accounts, changes) to

appropriate business units or groups.
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• Interface with external systems.

Finally, this project incorporates centralized audit trails that track access requests and support
independent audits of security practices and procedures. These audit trails capture all aspects of
the administration of access rights from initial requests for access to changes in account details.

5.3.2.2 NETWORK SECURITY PERIMETER

This project provides the first tier in a multitiered approach to securing NASA’s information
assets.  It will establish a consistent and managed interface for applications and services that
reduces deployment complexity and management risks. The objective is to improve Agencywide
interoperability, efficiency of operations, reliability, and, most of all, security.  A consistent
perimeter will also reduce the risk in the deployment of Agencywide applications.

The differences in Network Security Perimeters (NSP) across the Agency are roadblocks for
Agencywide programs and projects that need to share information, services, and resources across
the Centers.  In order to create an Agencywide service, customers may need to interface with up
to 11 different security organizations, each of which has a different set of policies and NSP
implementations.  Furthermore, the demand from various programs for increased LAN and WAN
bandwidth have stressed some of the Agency’s aging NSP implementations to the point where
they are a source of network bottleneck and instability.

In an effort to support a secure One NASA approach to IT, the Agency needs to establish a
common NSP for each Center. This standardization is required to ensure or improve
interoperability, efficiency of operations, reliability, and, most of all, security.  Additional
benefits of standardization include cost savings from Agency bulk purchases of equipment and
single development and testing effort (instead of every Center developing and testing its own);
better support of new/future requirements for applications and protocols (i.e., wide-area
multicast, IP telephony, jumbo frames, quality of service); and improved overall manageability on
an Agency level.

5.3.2.3 CYBER IDENTITY MANAGEMENT

This project provides Agencywide authentication services and facilitates integration of the
Uniform Universal Person Identity Credentials (UUPIC) into existing operational applications
and systems.  A common approach to identity management will allow Agencywide systems to
access consistent information about people, groups, roles, and resources.  Conflicting and
duplicative directory entries will be eliminated, significantly improving security.

As an organization increases its reliance on Internet-accessed business systems, applications, and
transactions, Identity Management becomes the central pathway through which it must navigate
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to efficiently utilize those applications and transactions.  By necessity, organizations are moving
to the concept of federated identity that can scale across organizational and application
boundaries.  The concept of a federated or common identity extends account profile and access
management to third parties who need to access resources and, similarly, enables one to project
their identity to others across organizations.

Within NASA, users include employees, contractors, universities, suppliers, partners,
stakeholders, and the public. NASA Centers have multiple-user intranet accounts such as e-mail,
calendar, Web applications, and legacy and core non-Web applications. The cost of administering
duplicative directory content is very high and inaccurate, and incomplete data take a toll on user
productivity.

The business repercussions of multiple-user directories include the costs and opportunity costs
of dedicated IT resources and the increased likelihood of inaccuracy, redundancy, and
inconsistency. Because users have account profiles in multiple locations, the chance that some
changes will only be partially executed is very likely, in that a change might occur in one data
repository and not another.  The organization also assumes liability for inappropriate,
embarrassing, and, in some cases, illegal access breaches because user information and access is
inconsistent across data repositories. Mistakes in user information translate to a further
dedication of resources in the form of reactive problem solving instead of proactively focusing on
more strategic initiatives.

5.3.2.4 INTERNET PROTOCOL (IP) ADDRESS MANAGEMENT

IP addressing  is the process of giving each network element and user an identity that is used by
network components to determine the location of objects in the network.  For most networks,
some form of a name and address is an integral component of their operation.  A name is used to
identify an object; an address provides the means to locate the object in the network.  When an
object such as computer, printer, or server is relocated on the network, its network address
changes; however, the object name may remain the same.

As one of the organizations that helped to promote the use of the networks that became the
Internet, NASA has acquired both a vast set of Internet addresses as well as “loaned” IP
addresses to many other organizations.  Currently, there is an unknown amount of IP address
space registered to NASA that exists outside of the Agency’s domain and control.  This address
space was assigned during the early formation of the Internet to NASA customers and partners,
before the existence of any policy.  The NASA Integrated Services Network has obtained, from
the American Registry of Internet Numbers, a listing of all NASA-registered addresses and is
working to determine the location and custodian of these addresses.
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Beyond NASA’s intentional loan of addresses to such governmental organizations as the United
States Postal Service, NASA addresses have become home to many nongovernmental activities.
The volume of addresses outside of NASA’s control opens the Agency to liability.

Moreover, if the large number of addresses is not adequately mapped or configured, it creates
routing inefficiencies and significant opportunities for misuse. NASA is currently unable to
determine utilization data for many of the addresses currently allocated.  Fragmentation of
addresses also makes NASA's routing infrastructure unnecessarily complex and fragile.  From a
security perspective, poor associations between IP addresses and the responsible user present a
problem in responding to and investigating security events.

Organizations face three critical issues involving IP address space management--address space
depletion, the increasing cost of address administration, and security vulnerabilities.  In the case
of NASA, there is no inventory of its IP address assets, there is a lack of sufficient policies to
effectively manage IP addresses, and there are few modern systems to efficiently manage its IP
address space.  Each Center currently requests and manages its own address allocations, a few
centrally, but most are in a distributed manner.  Even some contracting organizations are allocated
NASA addresses for projects but register the address under their corporate name. This
widespread distribution of IP addresses creates a huge landscape of addresses with sporadic
traffic and immense potential bandwidth.  This is an ideal environment for intrusion and an
expensive one to monitor and maintain.

This project, scheduled to begin formulation in Fiscal Year (FY) 2004, is intended to improve the
Agency’s IP address management processes and procedures.

5.3.3 COMMUNICATIONS SERVICES

The Communications Services component of the Program includes the Agency’s voice, data, and
video network infrastructure, exclusive of any infrastructure elements that are unique to mission
operations.

5.3.3.1 WIDE AREA NETWORK

This component of the program consists of a set of WANs that support production services and
services provided by several Internet Service Providers (ISP).  ISPs have been procured by
several Centers as an alternative to access the Internet directly.

An independent economic analysis by Tecolote Research, Inc., examined four cases for providing
WAN capabilities to NASA, including maintaining the “as is” approach.  The most economical
case is to replace/upgrade the existing network.  This effort is one of the near-term projects
planned within this program.  Assuming a transition period beginning in May 2003, the break-
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even point is achieved in FY 2008.  Annual costs return to or fall below the present level in late
FY 2005 or early FY 2006.

5.3.3.2 LOCAL AREA NETWORK

The operational state of LAN services varies greatly from Center to Center.  Since this capability
evolved over time, there is a diverse set of LAN architectures across the Agency.  In addition,
service to the desktop varies from shared 10 megabits per second connections to dedicated gigabit
connections.  While there are no specific Agencywide projects identified in this area at this time,
the development of a standard LAN architecture has begun, and most Centers have LAN upgrade
projects progressing as funding permits to provide 100 megabits per second to the desktop to
meet increasing network requirements.

5.3.3.3 VOICE

The voice element of this component of the program includes local and long distance telephone
services, cell phone service, satellite phone service, teleconferencing, voice mail, fax, and ancillary
services such as two-way radios, emergency warning systems, and public address systems.  Long
Distance Service (LDS), 800 numbers, and calling cards are obtained from the GSA FTS2001
contract.  Several Centers have upgraded their voice network infrastructure in recent years.  There
are no specific Agencywide projects identified in this area at this time; however, as the
technology matures, the use of Voice over Internet Protocol (VoIP) will potentially enable the
convergence of the voice and data infrastructures.

5.3.3.4 VIDEO

Video services, as reported to OMB, include Video Teleconferencing Systems (ViTS), digital
video production equipment and facilities, video distribution systems, and video repositories.
The mandate for movement to High Definition Television (HDTV) by 2006 has driven Centers
to gradually upgrade their video infrastructure.  While this has had coordination at the Agency
level, it has been a Center-by-Center effort.  There are no other specific Agencywide projects
identified in this area at this time, but it is expected that as networks are upgraded and desktop
videoconferencing becomes more widely available,  there will be an opportunity for convergence
with the voice and data infrastructure.

5.3.4 COMPUTING SERVICES

Included in this program component are desktop hardware and software services, application
services, and those services provided by Agency or Center multipurpose data centers.  Although
there are a number of ongoing operational activities within this service area, there are no new
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Agencywide projects proposed at this time.  This service area incorporates ODIN and NACC,
activities independently managed in the past.

5.3.5 ELECTRONIC WORK ENVIRONMENT

The Electronic Work Environment is a set of interrelated efforts that provides the NASA
workforce with tools that improve their ability to work together and with NASA partners across
all disciplines.  This service area includes messaging systems that provide e-mail and/or
calendaring, collaboration tools that support virtual teaming, document and records management,
and tools like XML that support and promote data interoperability across NASA, other
agencies, and NASA partners.

5.3.5.1 MESSAGING AND COLLABORATION

5.3.5.1.1 E-PRESENCE

Historically, NASA Headquarters, the Centers, and their satellite facilities, have taken a “site-
specific” approach to the provision of electronic messaging services (mail, calendaring).  As a
result, the NASA electronic messaging environment today is a collection of diverse products and
system implementations, with capabilities that vary from site to site.  The objective of the
e-Presence initiative is to increase collaboration across the Agency by providing a common
electronic messaging system and a set of common collaborative tools to support virtual teams.
The messaging component of this initiative will complete a pilot activity in the first quarter of
FY 2004, involving two solutions chosen for the pilot through a competitive process.  If the pilot
is successful, a project plan will be developed for Agencywide implementation.  The virtual
teaming element is nearing completion of the first year of a pilot activity involving the two
general categories of tools that support virtual team collaboration--those that enable virtual team
meetings and those that provide a virtual team workspace.  The WebEx tool for virtual team
meetings has proven to be very successful, and its use in a pilot mode will be continued through
July 2004, at which time it will be transitioned to an operational environment on a fee-for-service
basis.   The tool piloted for virtual team workspace support has been more difficult to integrate
into the normal team work processes, and investigation of the tools providing this capability will
continue.

5.3.5.1.2 eXtensible Markup Language  (XML)

As one of the Program’s near-term initiatives, the XML project supports data interoperability
across NASA, other agencies, and NASA partners.  XML is a family of standards and
technologies that addresses the issue of achieving data integration. In the past, the solution was
largely to develop central databases formed out of back-end legacy systems. Because of the
complexity of such systems, little was gained from that approach.  More recently, distributed



26

databases and various middleware packages addressed distributed heterogeneous data.  However,
the time to develop the solution often seemed endless and the cost quite high.

XML offers a better, lower cost alternative. XML has become a universal, vocabulary-based
standard that uses a set of rules, guidelines, and conventions for designing text formats in a way
that produces Web-enabled files that are easy to produce and read. Systems based on current
XML formats are able to deliver data in a manner all platforms can readily interpret, transfer, and
store.  Because of its universality, OMB has dictated that all E-Gov initiatives should define and
implement an approach for using XML.  Where new developments or redevelopments are
pursued, XML must be considered as the default format for highly structured data as well as
relatively less highly structured information, particularly at the User Interface layer, but also at
the Enterprise Repositories level as well.  For legacy repositories that do not directly support
XML, legacy to XML mapping and data transformation is to be explored for supporting
interoperability across the data architecture.  Use of voice XML (VXML) should be considered
at the user interface level, especially for Government to Citizen (G2C) initiatives.

NASA has entered into an agreement with the Department of Defense/Defense Information
Systems Agency (DOD/DISA) to use their XML Registry to store NASA XML information.
This project will advance the implementation of XML standards across NASA.  The goals of the
project are the following:

• “Future proof” information against periodic technology change, facilitate integration, and
promote collaboration.

• Reduce the cost of integrating data, replication of data, and warehousing (where these are
clearly needed).

• Allow communication between applications running on different Web servers.

5.3.5.2 WEB

This element, as reported to OMB, includes Center and Agencywide Web development and
hosting services focused on providing Web access to information.  The immediate focus has been
on information provided to the citizen, with the most significant activity being the deployment of
the One NASA Portal.  The One NASA Portal is intended to provide the public with a single
point of entry to NASA’s Web environment, providing the audience with an easy way to
navigate through NASA’s public Web content without knowledge of NASA organizational
structure.   The portal and its associated content management tools will enable the presentation
of information in a way that reflects a consistent look and feel and will help ensure consistency
and quality of the information presented.

Several Centers have deployed Center portals that are geared more toward providing easy access
to information and tools intended for the workforce specific to their Center.  Deployment of an
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“Inside NASA” portal to provide a similar capability, but from an Agencywide workforce
perspective, is currently under consideration.

5.4 ACQUISITION AND DESIGN REQUIREMENTS

The Project teams will develop the Functional, Technical, and Integration Requirements for each
Project.  The Functional Requirements will include, at a minimum, a textual list of requirements
and a business process model view of the module requirements. Once the Program Manager
approves the package of Level IV requirements, those requirements are considered baselined and
will be used for gap assessments during project formulation and during the Agency Design phase
as the basis for configuration.

5.5 IMPLEMENTATION REQUIREMENTS

During implementation, there is a potential that additional functionality gaps will be discovered.
As a result, the baselined Level IV requirements will be updated.  Implementation requirements
also include regulatory requirements and other requirements related to standards and policies for
information systems.

5.5.1 REGULATORY REQUIREMENTS

The NASA IIIP shall develop and implement systems consistent and compliant with Federal
laws, policies, and regulations.  These include, but are not limited to, the following--

• PMA
• FISMA
• Chief Financial Officers Act of 1990
• Government Performance and Results Act of 1993
• Federal Acquisition Streamlining Act of 1994
• Paperwork Reduction Act of 1995
• Clinger-Cohen Act of 1996
• Government Paperwork Elimination Act of 1998
• Electronic Government Act of 2002
• Computer Security Act
• OMB Circulars and Bulletins

- A-123, Internal Control Systems
- A-130, Management of Federal Information Resources

The Program Mangers will monitor changes to Federal laws and regulations that may affect the
financial management systems consistency and compliance.
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5.5.2 INFORMATION SYSTEMS REQUIREMENTS

The Program Managers develop and maintain technical requirements by researching and
evaluating current technologies, the appropriate Federal regulations and standards, and the
appropriate NASA technical policies, procedures, and standards.  Specifically, the program
adheres to the following Government and Agency technical policies, procedures, and standards:

. NPD 2800.1, Managing Information Technology

. NPD 2810.1, Security of Information Technology

. NPD 2820.1, NASA Software Policies

. NASA-STD-2100-91, NASA Software Documentation Standard

. NASA-STD-2201-93, Software Assurance Standard

. NASA-STD-2202-93, Software Formal Inspection Process Standard

. Other NASA Computer-Related Technical Standards

. NIST standards

5.5.3 WORK BREAKDOWN STRUCTURE (WBS)

Because there is no reasonably affordable approach for transforming NASA’s information
systems “overnight” from 10 or more architectures into a federated system, a series of strategic
steps are required to ensure continuity of operations in support of current mission and program
needs, while building the foundation for the future with a focus on fixing the most immediate
problems. Toward that end, four specific, but interrelated strategic IT infrastructure service areas
have been identified.  In addition to the Agency and Center ongoing operational components of
these service areas, this program includes specific projects that have been identified and
prioritized based on the overall program, as well as budget and workforce realities.  The service
areas are as follows:
ß Enterprise Architecture (overarching framework)
ß Security Services
ß Communication Services
ß Computing Services
ß Electronic Work Environment
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The following figure (5-5) shows the top-level WBS and its component parts.  The lighter boxes
reflect the first phase of projects within this Program Plan.

6.0 PROGRAM SCHEDULE

Target dates for activities and milestones relative to Program- and Project-critical activities are
established, tracked, and controlled.  The Program's Schedule Management Framework provides
details on the overall schedule management process.  Significant to this process is the
establishment of control points (key milestones) at the Program, Project, and Center levels.  Each
level will maintain a separate schedule to support the control points that enable measurement of
contractor and project accomplishment.  The schedule milestones and activities will be specific
enough to provide guidance to the project teams while providing management with visibility into
the ongoing performance of the implementation effort when accomplishments are compared to
plans.  Schedule baselines will be established at the time a project is approved for
implementation.

NASA Integrated Information
Infrastructure Program

Security Services Communications Services Computing Services Electronic Work Environment

NASA Enterprise Architecture

Account Management

Network Security Perimeter

Identity Management

IP Address Management

Wide Area Network

Local Area Network

Voice

Video

Desktop HW & SW

Application Services

Data Centers

Messaging & Collaboration

Web

XML Data Dictionary

Figure 5-5.  Top Level Work Breakdown Structure and Component Parts
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The amount of detail in project schedule management is a function of the phase of the project life
cycle.  Each project will be managed through five distinct phases:  Formulation, Agency Design,
Pilot Implementation, Agency Rollout, and Operations.

Formulation begins with a decision to implement a project.  It includes requirements
development, an initial gap assessment between requirements and the chosen Agency solution,
and selection of an implementation support contractor.  The major deliverables during project
formulation are performance commitments, cost, scope, and schedule baselines.

Program Milestones and Output Metrics for FY 2004

The program milestones and output metrics will be those defined in the Exhibit 300, which is
under development at this time.  This program plan will be revised to include this information
when the Exhibit 300 is finalized in September 2003 for inclusion in the FY 2005 President’s
budget.

Milestones Due
Date

Output Metrics

7.0 PROGRAM RESOURCES

The Program Commitment Agreement (PCA), approved by the Deputy Administrator, includes
a Program Cost Commitment (PCC) depicting both Program and Enterprise funding
commitments, approved by the NASA Comptroller.  The dollar amounts shown in that
commitment are based on funding of Program Management activities, consistent with the planned
project schedules, and a planning wedge for individual projects.  Part of a Project Manager's
commitment to the Program is a project budget with sufficient reserves to ensure project
completion on time and without budget overruns.

The Program will be accomplished within the budget allocations and resources designated in the
Exhibit 300, which is currently under development, plus investments required to effect
Agencywide infrastructure improvements and efficiencies.  This information will be incorporated
in a revision to this document when the Exhibit 300 is finalized in September 2003 for inclusion
in the FY 2005 President’s budget.

Table 6-0. Program Milestones and Output Metrics
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Resources as Reported in Exhibit 300

Fiscal Year 2004 2005 2006 2007 2008 2009

7.1.1.1 New Obligation
Authority

Civil Service Full Time
Equivalent

Infrastructure Improvement Investments ($K)

Area FY 03 FY 04 FY 05 FY 06 FY 07 FY 08 FY09
Computing &
Communications

12,100 12,100     400     100      100         0         0

Security
Services

12,513 12,900   8,200   5,700   5,700   5,700

Enterprise
Architecture

    400   1,900   2,100   1,600   1,400   1,400

Electronic Work
Environment

  1,000   2,000   2,000   2,000   2,000   2,000

New investments   7,800 12,600 15,600 15,900 15,900
Total $12,100 26,013 25,000 25,000 25,000 25,000 25,000

Investments for future infrastructure improvement will be specifically identified, and projects
will be advocated for approval in accordance with the Capital Planning and Investment Control
(CPIC) process and other established Agency decisionmaking processes (e.g., EC, IC).

Funding Requirements by Project (included in Table 7-2)

FY 03 FY 04 FY 05 FY 06 FY 07 FY 08 FY09
12.1 12.1 0.4 0.4 0.1 0.0 0.0

($M) FY04 FY05 FY06 FY07 FY08 FY09
IT Security 12.5 12.9 8.2 5.7 5.7 5.7
Account Mgmt. 4.3 1.3 0.7 0.7 0.7 0.7
IP Address Mgmt 0.5 4.0 3.1 0.6 0.6 0.6
Network Security Perimeters 3.4 1.9 0.9 0.9 0.9 0.9
Identity Mgmt 4.3 5.7 1.5 1.5 1.5 1.5
IMCC-2 0.0 0.0 2.0 2.0 2.0 2.0

Table 7-1.  Resources as reported in Exhibit 300

Table 7-2.  Infrastructure improvement investments ($K)

Wide Area Network upgrade ($M) included in first line of Table 7-2

Details of IT Security Services ($M) included in line 2 of Table 7-2
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8.0 CONTROLS

The NASA IIIP has established multiple levels of program control over schedule, project
deliverables, and budget.  Prior to approval by the Program Manager, each Project Manager
commits to a project schedule containing milestones and control points.  Project status is
reported monthly to the Program Executive, typically the cognizant Deputy CIO, and to the
Program Manager on a quarterly basis.  Figure 8-0 illustrates the hierarchy for providing direction
and reporting status within the program.  The Associate Deputy Administrator for Institutions
and Asset Management will determine the reporting requirements to the governing program
management body (i.e., PMC, IC, or EC, as appropriate.)

Direction: Program Manager ‡ Program Executive ‡ Project Manager

Reporting: Program Manager fl Program Executive fl Project Manager

Each Project will also have a project-planning schedule for implementation management
addressing those activities leading up to the milestones and control points agreed to by the
Program Manager.  This schedule is not controlled at the Program level and may change at the
discretion of the Project Manager as long as the agreed-to milestones and control points remain
unaffected.

Budget reserves are a function of individual Projects.  Each Project Manager will establish and
allocate reserves consistent with risk and schedule requirements.

Annually, the Program Manager will review the PCA to identify changes to commitments,
update as necessary, and review project-specific addendum for each project.  Reserve application
will be reviewed with the Program Executive.  The Deputy Administrator will approve changes
to the PCA.

The NASA IIIP has developed a complete management framework that provides standard policy,
guidance, and processes for managing the Program, consistent with the principles of NPG 7120.5.
This framework assures comprehensive communication, coordination, oversight, and control of
all program phases, as well as multiple-phased initiatives.  Roles and responsibilities for each

($M) FY04 FY05 FY06 FY07 FY08 FY09
Electronic Work Environment 1.0 2.0 2.0 2.0 2.0 2.0

eXtensible Markup Language 1.0 2.0 2.0 2.0 2.0 2.0
Electronic Work Environment ($M) included in line 4 of Table 7-2

Figure 8-0.  Program Direction and Reporting Flow
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level of Program/Project management, as well as standard processes and techniques, are identified
and are consistent with current NASA management structures.  The framework will serve as the
basis for developing detailed management plans in support of the Program and each individual
project.  Projects are required to follow the framework unless a waiver is granted.

Controls specific to the ongoing operational components of the Program will be addressed in the
CIO Management Plan, to be developed upon approval of the CIO Management Model.

8.1 PROGRAM AND PROJECT CHANGES

The PCA, the Program Plan, the Configuration Management Plan, and each Project Plan are
controlled documents.  The retention, updating, and approval of these documents is controlled as
follows:

Document Retains
Approved
Documents

Preparation of
Updated
Documents

Approves
Documents

Primary Supporting

Program
Commitment
Agreement

NASA HQ
Program Office

NASA CIO Program Office Office of the
Administrator

Program Plan Program Office Program Office Project Offices Office of the
Administrator

Configuration
Management
Plan

Program Office Program Office Project Offices NASA CIO

Project Plans Project Offices Project Offices Project Lead
Performing
Orgs.

Program
Executive

Any change to the NASA IIIP, or one of its projects that alters the commitments within a
controlled document, must be approved by the approving official(s) for all levels of documents
impacted by the proposed change.  The PCA, Program Plan, and Configuration Management Plan

Figure 8-1.  Configuration Management of Documents
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include change logs, which document all changes from the beginning of the project to the date of
the latest approved change.

8.2 SECURITY

All participants in the NASA IIIP must comply with current NASA security policies regarding
access to networks, servers, applications, and computers.

8.3 SENSITIVE TECHNOLOGY

NASA management, working with industry and NASA IIIP engineers, are responsible for
identifying sensitive technologies.  These technologies are handled in such a way that their
dissemination to foreign persons, companies, laboratories, and universities is restricted.

Sensitive information that is generated under formal cooperative agreements between NASA and
non-Federal parties is protected by the National Aeronautics and Space Act of 1958, as amended.
Data produced under such an arrangement will be protected from Freedom of Information Act
requests for a period of 5 years after the date of production.

Negotiated License Agreements are used to restrict access to privately developed technology
performed under the auspices of the IIIP.  These agreements provide NASA with limited rights
to use proprietary data or designs in NASA in-house or cooperative projects.  These agreements
specify limits on the distribution and use of the proprietary data by NASA and NASA-licensed
entities.

Some software and information developed solely within the NASA IIIP may be subject to
protection under the Export Administration Regulations or the International Traffic in Arms
Regulations, which are export controls established by law.  The participants in the NASA IIIP
will follow applicable export control laws.  These regulations establish lists or categories of
technical data and/or products that may not be exported without an approved export license.
(Note that the definition of “exported” includes “disclosed” and “discussed” as well as
published.)

9.0 RELATIONSHIPS TO OTHER PROGRAMS AND AGREEMENTS

The NASA IIIP provides services which enable and support all NASA programs, projects, and
functional/management customers.
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10.0  ACQUISITION STRATEGY

Emphasis will be on structuring contracts that align with the EA framework and service delivery
models.  Full and open competitive procurements will be used to the maximum extent possible.
Implementation services will be procured through use of the existing General Services
Administration (GSA) schedules where possible.  Similarly, any additional Commercial-Off-The-
Shelf (COTS) software required will be acquired through GSA where possible.  Detailed
acquisition plans will be developed by the program and each approved project in accordance with
Federal Acquisition Regulations (FAR) Part 7, Acquisition Planning, and the NASA FAR
supplement (NFS), Part 18-7.  Emphasis will be placed on defining contracts with strong
performance incentives.

11.0  TECHNOLOGY ASSESSMENT

This program is not a technology development program and, instead, will rely heavily on COTS
products.  Nonetheless, there is a degree of technology development required to integrate new
systems into the current architecture, tailor open system software, and install complex enterprise
systems.  In addition, promising new commercially available technologies can present risks during
the early market introduction phase.

As the program progresses, periodic assessments will be made of technology requirements.
These technology assessments will define which technologies should be incorporated into the
program and the risks associated with incorporating those technologies.

12.0  COMMERCIALIZATION OPPORTUNITIES

There are no expected benefits to the commercial sector as a result of this program, other than the
opportunity to provide products and services through contract vehicles.

13.0  DATA MANAGEMENT

Key components of the NASA IIIP are to provide mechanisms for managing data.  Each of the
Project Plans will address data management activities, as well as several overarching documents
that include the following:

• Architecture Strategy
• Security Plan
• Operations Plan

The Architecture Strategy will provide the top-level integration of each component of the
Information Systems Services Program, along with integration into other NASA systems, and the
FEA.
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A Security Plan will be developed that integrates new security requirements that address evolving
needs, current IT security operations, and the security requirements of each project. Project-
specific security plans will address the security controls, user profiles, and security architecture
(account management, network security, and database security strategies and processes) to be
implemented.

An Operations Plan will be developed for each project.  This plan will include the data backup,
recovery, and archival procedures to be implemented.

14.0  SAFETY AND MISSION SUCCESS

A key element of this Program is to provide security and privacy for information systems and
data that ensure the protection of information critical to missions and to the safety of individuals.

15.0  RISK MANAGEMENT

Risk is inherent in the development and implementation of systems, particularly in the highly
dynamic area of IT.  Examples of identified risks for the NASA IIIP, the impact and probability
of these risks, and the associated risk probability mitigation strategies, are presented in the
following subsections.  The risk mitigation process is fully documented in each project’s
mitigation plan.

15.1 RISK MANAGEMENT PROCESS

NASA IIIP risk management approach includes continuous assessment of what could go wrong,
determining what risks are important, and implementing risk mitigating strategies that are
reasonable and commensurate with the probable adverse effects should a risk occur.  At the core
of this approach is the assignment of risk management responsibilities to the appropriate
management level, where there is direct professional involvement and concern over the impact of
risks and where identification, mitigation, and reporting activities become an integral component
of program and project management planning, budgeting, and execution.

Identify
Risks are identified at all levels of the Program on a continuous basis.  Project-specific risks are
identified in the individual project plans.  Program-level risks, as well as Project-specific risks, are
reviewed on at least an annual basis concurrent with the review of the Program’s controlled
documents.  Program reviews, as well as Project-level boards, are essential elements of the risk
identification subprocess.
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Analyze
A three-level risk exposure analysis has been applied to the current Program-level risks. The
impact and probability of the risks are rated low, medium, or high. This results in nine distinct
values of risk exposure, allowing for a ranking of risks.

Plan
A risk mitigation plan will address decisions on what actions should be taken, if any, for each risk
identified.  In general, Program-level risks must be monitored continuously, and action is required
on a continuous basis to achieve mitigation.

Track
Risk impact and probability are tracked.  In addition, progress towards milestones is used as a
risk indicator for the Program.  Due to the milestone hierarchical structure (e.g., multiple task
milestones enabling project milestones, multiple project milestones enabling program milestones,
multiple program milestones enabling PCA
milestones), progress towards milestones provides
effective warning of risk probability in not meeting
schedule commitments.

Control
Risk-specific indicators may trigger, for example, a
review of more aggressive risk impact and risk
probability mitigation and/or risk contingency plans.
Any foreseeable delay of Program or PCA milestones
triggers the review of appropriate Program-level risk
mitigation and/or risk contingency plans.  Risk
indicators triggered at the task- or project-milestone
level are addressed with mitigation actions at the
Project level.

Communicate
Risk management processes are reviewed on an annual basis concurrent with the review of the
Program’s controlled documents.
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15.2 RISK IDENTIFICATION, ANALYSIS, AND MITIGATION

 Examples of Program-level risks are presented below.  For each risk, the impact and probability
of the risk are identified.  In addition, ongoing processes to reduce the probability of the risk are
presented.  The Project-specific risks are addressed in the Project Plans.

Risk Risk
Impact

Risk
Probability

Risk Probability Mitigation Processes

Program does not
remain current with
evolving customer
technical
requirements

High Medium • Involve customers in the implementation,
from concept through delivery

• Monitor potential changes in customer
requirements

• Design approach to adapt to customer
changes

Partners do not
meet resource
commitments

High Medium • Formal Memorandum of
Understanding/Memorandum of Agreements

• Periodic management review
• Formal joint plans/teams

Reduction/loss of
funding

High Medium • Advocate benefits to customers/stakeholders

Technical projects
do not meet
performance or
schedule
commitments

Medium Medium • Monitor progress towards all milestones in
hierarchical milestone structure

• Regularly-scheduled reviews of technical
progress and status

• Identify and utilize leverage opportunities by
redirecting technical approaches among the
various activities

Elements of
technical project
duplicative and/or
not coordinated
with a different
project

Medium Low • Facilitate interproject integration and
coordination

• Reallocate resources to reduce inappropriate
technical duplication

Changes in technical
project activities
adversely affect a
different project

Medium Low • Facilitate interproject integration and
coordination

Unavailability of
major facilities

Medium Low • Establish partnerships with other programs
and organizations

• Formalize relationships through agreements
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16.0   ENVIRONMENTAL IMPACT

None

17.0   LOGISTICS

There are no new logistics requirements for the ongoing operational components of this
program.  Project Plans will define logistics requirements specific to the individual projects.

18.0  TEST AND VERIFICATION

Testing is a particularly critical activity during the implementation of information systems and
services.  The Program Configuration Management Plan will address the entire system
development life cycle, including test and verification.

19.0  REVIEWS

Various reviews will be conducted over the life of the Program.  For each review, the recipient,
presenter, timeframe, content, and purpose will be described.

19.1 MANAGEMENT REVIEWS

Management reviews will be scheduled periodically.  The type and frequency of the reviews
will be established according to the program needs and requirements.  Reviews will be scheduled
to keep Agency, Center, program, and project management informed of the current status of
existing or potential problem areas.  Special reviews by any level of management will be
scheduled when the need arises.  Management reviews may include the following:

• Project Monthly Status Reviews
• Program Quarterly Status Review
• CIO Board Review
• Peer reviews at major milestones
• Non-Advocacy Review
• Independent Annual Reviews
• Systems Compliance Reviews
• Requirements Reviews

19.2 FIRST INDEPENDENT ANNUAL REVIEW

The Program will not be subject to a First Independent Annual Review as such, since it is the
integration of an ongoing set of operational activities.
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19.3 INDEPENDENT ASSESSMENTS

The NASA IIIP will utilize a peer review process at appropriate milestones throughout the life
of the program to provide an independent assessment of program performance toward achieving
leadership in the use of IT as defined in IS-2 of the NASA Strategic Plan.

19.4 TECHNICAL REVIEWS

Various technical reviews will be conducted for the Program and its individual Projects as
required.  The purpose of these reviews is to ensure that the Program and Projects are achieving
the desired technical performance on schedule and within budget.  The timing of these reviews
will be based on the Program and Project life cycle.

As this methodology becomes known, specific technical reviews will be defined and scheduled
for each Project.  At a minimum, the following reviews will be conducted:  Requirements Review,
Test Readiness Review, and Operational Readiness Reviews.

20.0   TERMINATION REVIEW CRITERIA

The results of the Peer Review Process, including an evaluation of performance against the
milestones and performance measures identified for the Program, will be utilized to consider
whether a termination review should be conducted.

21.0   TAILORING
The requirements of NASA Policy Directive (NPD) 7120.4 and NASA Procedures and
Guidelines (NPG) 7120.5 apply to the program as tailored by this document.  This Program Plan
conforms to NPG 7120.5, with only minor adaptations.  Sections on environmental impact and
logistics were not necessary for this plan.

The Program is managed by the Program Office under the direction and leadership of the NASA
IIIP Program Manager.  Approved projects will be managed by the specific Project Manager
under the governance of the Program Manager and the Program Executive.

Each approved project will develop an addendum to attach to the PCA, which outlines its
specific technical performance, schedule, and resource commitments.

 22.0    CHANGE LOG

Changes to the Program Plan will be documented in a change log.


