E-mail Spam and Virus Filtering Service

Frequently Asked Questions (FAQ)

As part of our ongoing efforts to combat spam and virus e-mails, pilot testing of a new e-mail filtering service has begun on Saturday, July 17, 2004. This service will remove computer viruses, and remove unsolicited junk E-mail messages (SPAM) from e-mail messages before they are sent to your workstation. If this pilot test is successful, this service will remain in place permanently.


General Questions:

1. What is the purpose of this service?

The volume of spam e-mail (unsolicited "junk" messages, primarily advertisements) and virus e-mail has greatly increased over the past year. These messages not only are an annoyance to computer users, but also pose a great threat to the security and efficiency of NASA operations. The new Anti-Virus/Anti-Spam service being deployed on July 17, 2004 is intended to significantly reduce the amount of spam and virus messages sent to workstations at NASA HQ.

2. What product is being deployed? Will it be on the server or on my workstation?

Barracuda Networks SPAM Firewall will recognize and filter most virus and SPAM messages at the server level before they reach your workstation.  The product receives regular updates from the vendor as new SPAM and virus messages are discovered.  No workstation software is required for this service – all changes will take place on the e-mail server side.

3. Why are we switching from the previous product? How is this product different?

Pilot testing of the Trend Micro Interscan Messaging Security Suite revealed a definite need for e-mail recipients to be able to manage their own quarantined e-mail and control their own e-mail preferences, including the ability to “opt out” of the service completely.  The new product will provide this flexibility.  A SPAM Firewall User’s Guide has been developed to guide you through these product features, though many features are simple and straightforward (i.e., “one click”).  This document is available for download on the FAQ page.

The SPAM Firewall is also likely to capture more SPAM than the Trend Micro product, because it has specific knowledge about a message’s source as well as its content. 

To simplify operation, the SPAM firewall will now only block viruses and block or quarantine SPAM; it will not “tag” subject lines and then deliver SPAM.

4. What will the SPAM Firewall do with spam and virus messages intended for me? Will I know if it filtered out any messages?

The SPAM Firewall simply deletes incoming messages that contain known viruses.  It does not notify you that this has happened. (NASA Headquarters receives thousands of such malicious junk messages every day.)

To enforce a standing policy against e-mail attachments which contain executable Microsoft-OS files, the SPAM Firewall also deletes these messages.  Initially, no notification will be provided; in an upcoming release, we will enable the ability to notify the recipient that such a message was discarded.  (Note: This is not a very common occurrence.)  The attachment types that trigger this filter are: *.drv; *.dll;* .bin; *.ovl; *.sys; *.ade; *.adp; *.bas; *.bat; *.chm; *.cmd; *.com; *.cpl; *.crt; *.exe; *.hlp; *.hta; *.inf; *.ins; *.isp; *.js; *.jse; *.lnk; *.mdb; *.mde; *.msc; *.msi; *.msp; *.mst; *.pcd; *.pif; *.reg; *.scr; *.sct; *.shs; *.shb; *.url; *.vb; *.vbe; *.vbs; *.wsc; *.wsf; and *.wsh.

If the message is determined to be sent from an Internet location exclusively associated with the business of generating SPAM, the SPAM Firewall will block (not deliver or quarantine) the message.  About 200 organizations are thought to generate 90% of all SPAM on the Internet.  This product tracks those SPAM generators and discards messages from them.

If the message content is otherwise strongly suspected to be SPAM, the SPAM Firewall will “quarantine” the entire message, and will not deliver it at all to your workstation. Unless you specify otherwise, you will receive a daily summary e-mail message listing the messages that have been quarantined for you, and you will be able to retrieve them easily.  The message contains clickable links to perform most commonly needed functions.

See the SPAM Firewall User’s Guide for more information about how to interact with the SPAM Firewall to retrieve messages and set preferences.

Note: The SPAM Firewall is no longer configured to “tag” the subject lines of suspected SPAM.  Based on feedback from the first pilot, users found this feature to be more annoying than useful.  If you see such tags, you will know that they have been inserted by another organization, and not NASA Headquarters.

E-mail Questions:

5. I have a legitimate reason to send an executable attachment to another e-mail user, or to receive one from someone else. How can I send or receive that attachment to someone without the SPAM Firewall deleting it as a possible virus?

The SPAM Firewall will look for and delete ALL messages containing executable attachments that have extensions noted above. If there is a need to send a file with one of those extensions, we recommend compressing the file using Winzip (on PCs) or Stuffit (on Macintosh computers). Using these utilities will change the file extension to *.zip (using Winzip) or *.sit or *.sitx (using Stuffit) and allow the attachment to go through without being deleted by the SPAM Firewall filter.  Optionally, messages encrypted with Entrust or PGP will also bypass the filter.

6. Can the SPAM Firewall filter out messages as spam that I may send to another HQ user? Will messages sent to me by another NASA person be potentially filtered out as a spam?

Yes, it is possible. However it is very unlikely and we will take steps to make it less likely over time.  If you encounter an instance of official e-mail being blocked, please turn on “full headers” (“blah blah blah” in Eudora) and forward a copy to “notspam@hq.nasa.gov”.  We will take steps to ensure that it will not re-occur.

Because up to 10% of incoming SPAM messages falsely claim to be coming from NASA sources, the new SPAM Firewall will not blindly accept such e-mail. Instead, it will examine the source Internet address of the e-mail, not the textual “From:” address.  This is more difficult to configure at first, but should yield much better SPAM capture rates in the long run.

The SPAM Firewall does not filter e-mail that you send to other NASA locations, only e-mail inbound to NASA Headquarters.

7. Will the SPAM Firewall prevent ALL spam and virus messages from reaching my workstation?

No. People who create virus messages and spam are always working to outwit automated filters such as the SPAM Firewall. They do this by constantly changing the characteristics of the message so that filters do not recognize them, thus allowing those messages through to the workstation for a time. The lists of known virus and SPAM messages must be continuously kept up-to-date. However, there is always the possibility that some may slip through unrecognized by the SPAM Firewall. The expectation, however, is that the total volume of virus and spam messages will be significantly reduced.

8. What if I receive a spam message that the SPAM Firewall did not recognize and filter? What should I do?

The SPAM Firewall will occasionally miss SPAM messages; these will be delivered to you.  Your Eudora junk mail filtering feature may or may not catch them and put them in your “junk” folder.

If you turn on “full headers” (“blah blah blah” in Eudora) and forward a copy to “spam@hq.nasa.gov”, we will train the SPAM filter that the message was SPAM, and it will reduce the instances when similar messages get through in the future.

If you are continuously bothered by e-mail from a certain address, domain, country, etc, you may wish to “blacklist” that sender or group of senders, preventing them from sending you e-mail in the future.  See the SPAM Firewall User’s Guide for information on how to do this.

As always, please notify “abuse@hq.nasa.gov” about offensive e-mail or other Internet abuse situations.

9. What if I expected an E-mail from someone, and I didn't get it? Does that mean that the SPAM Firewall thought it was spam and prevented it from being delivered?

If the message was quarantined as SPAM, you will see it in your daily SPAM summary, and you will be able to retrieve it and/or “whitelist” the sender.  “Whitelisting” means that the sender’s e-mail to you will never be SPAM-filtered again.

If the message contained a dis-allowed attachment, it will be dropped.  See the information above on how to work around this issue.

It is possible, however unlikely, that the sender may be sharing a specific network with a SPAM-generating company, in which case their e-mail may be dropped by the SPAM Firewall.  If you have a persistent problem receiving mail from a specific sender and have exhausted other avenues, open a trouble ticket with the Help Desk.  An administrator will check the logs to ensure that this is not the case, and take corrective action if it is the case.

User Interface Questions:

10. What is the URL of the SPAM Firewall?

The URL is:
http://spamfw.hq.nasa.gov:8000

11. I can’t login. I’m sure I know my password! Why?

Be sure that you are using the right username. Your username is a combination of your Unique Username (NASA account name, example: “asmith”) appended by “@mail.hq.nasa.gov”, (example: “asmith@hq.nasa.gov”).  You may also login with just the first portion, e.g., “asmith.

Be sure to check “CAPS LOCK” and “NUM LOCK” as passwords are case-sensitive.

If you still can’t login, type your username (as shown above), and click “Create New Password”. The system will e-mail you your password if you type in a valid account name.

12. Why is my username “something@mail.hq.nasa.gov”?

This system knows you by your “real” deliverable e-mail address as seen in your X.500 directory entry. This is the only unique address that we have for all users at this time.  If we had used the “hq.nasa.gov” domain, you would be issued a SPAM quarantine account for “asmith”, “Ann.Smith”, “Ann.T.Smith”, etc.

A future release of this service will be able to query the online directory and determine that these names all represent the same person.

13. When I click on the link in the message from my home PC, I can’t get anywhere, Why? What should I do?

For security reasons, because the links give you easy direct access to your account, access to the server is block to the external Internet.

You can use the Secure Nomadic Access (SNA) web service to access the SPAM Firewall from home, or click on the link when connected to HQ dial in, or just wait until the next time you will be on a NASA Headquarters private network.

14. When I click on the link in the message, the login screen displays instead of my SPAM quarantine list. What went wrong?

For security reasons, the links in the messages expire.  Currently, they last about a week.  Try clicking a link on the newest message that you have.  If all of your messages are too old, login manually with your username and password.

15. How do I display a message so I can decide whether to deliver or delete it?

From the quarantine display, simply click on the message line itself.  A separate window will open that displays the raw text content of the message.  Graphical messages will not display very well, however.

If you are still unsure whether you want the message, just “deliver” it so that you can see it in your usual e-mail client. It is free of viruses, so there is no risk in delivering it, displaying it, and then deleting it from your e-mail client.

16. Why does the SPAM Firewall log me out when I change my password?

The URL’s for your current session contain your authentication information.  This becomes invalid when you change your password, so the SPAM Firewall asks you to sign in again.

We have requested an enhancement from the vendor to change this behavior.

If you have any questions regarding this product, please contact the IT Help Desk,

358-HELP (4357), 1-866-4NASAHQ (462-7247), service@hq.nasa.gov  or http://www.saichelpdesk.com
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