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Quick Guide to Functions

	Login to User Interface:
	Click “Click Here” link at bottom of latest SPAM Summary message

	
	Connect to http://spamfw.hq.nasa.gov:8000
Type in Username and Password

	Retrieve SPAM from quarantine:
	Click on “Deliver” in SPAM Summary

	
	Login to User Interface
“Quarantine Inbox” tab
Click on “Deliver” link next to message

	Delete SPAM from quarantine:
	Click on “Delete” in SPAM Summary

	
	Login to User Interface
“Quarantine Inbox” tab
Click on “Delete” link next to message

	“Whitelist” the sender of a message (so they are not blocked as SPAM any more):
	Click on “Whitelist” in SPAM Summary
(also delivers the message to you)

	
	Login to User Interface
“Quarantine Inbox” tab
Click on “Whitelist” link next to message

	Change SPAM Firewall password:
	Login to User Interface
”Preferences” tab
”Security” tab
Key in old, new, new
Click “Save Password”

	“Opt out” of SPAM filtering:
	Login to User Interface
”Preferences” tab
”SPAM Filter Enable/Disable” tab
Click “No”
Click “Save Changes”

	Have e-mail delivered with “[SPAM]” tag instead of being quarantined:
	Login to User Interface
”Preferences” tab
”Quarantine Enable/Disable” tab
Click “No”
Click “Save Changes”

	Change delivery interval or stop SPAM Quarantine Summary messages:
	Login to User Interface
”Preferences” tab
”Quarantine Notification” tab
Click “Daily”, “Weekly”, or “Never”
Click “Save Changes”

	“Whitelist” (guarantee delivery) or “Blacklist (block delivery) of a sender:
	Login to User Interface
”Preferences” tab
”Whitelist/Blacklist” tab
Type E-mail address or domain
Click “Add”


How the SPAM Firewall works

The SPAM firewall is positioned in front of NASA Headquarters e-mail systems. All incoming mail passes through the SPAM Firewall. The SPAM Firewall filters (deletes) or quarantines (holds) e-mail based on policy settings.

The SPAM firewall silently discards incoming mail with any of the following characteristics:

· contains a known virus

· contains file attachments with known Microsoft-OS executable file extensions

· is sent from an Internet domain whose sole intent is known to be the generation of unsolicited junk e-mail

The SPAM Firewall’s actions related to viruses and executable file attachments are mandatory and not configurable.

The SPAM Firewall quarantines (saves on server) e-mail that has a high probability of being unsolicited junk mail. This prevents the mail from cluttering up your e-mail in-box, Blackberry handheld, or similar device.  You will receive regular e-mail notifications about your e-mail being held in the quarantine, and will be able to retrieve or delete these messages yourself.

All actions related to unsolicited junk mail filtering (i.e. blocking, quarantining, and regular notification messages) are completely optional, and you may configure the service to do as little or as much of this on your behalf as you prefer.  If you submit a request through the Help Desk, an administrator can also set these preferences on your behalf.

Further, you can take actions to “train” the SPAM filter when it makes a mistake, as well as specify Internet addresses or domain names that should always be able to send you mail (“whitelist”), and/or addresses or domains that should never be able to send you mail (“blacklist”).

Messages from the SPAM Firewall

The SPAM Firewall sends you e-mail messages that make interacting with it very easy. In many cases, you merely need to click on a single link in the e-mail message itself to accomplish a task. All interactions with the SPAM Firewall are completely optional.  If you ignore the messages and take no action, a reasonable virus and SPAM filtering action will result, not unlike the previous pilot program.  You may elect not to receive any messages and/or not to have your SPAM filtered at all. 

Initial Greeting Message

The SPAM Firewall first learns that your e-mail account exists when it blocks a virus or SPAM message that was intended for you.  At this time, it introduces itself to you by sending you an lnitial Greeting message.  The subject of the message will be “User Quarantine Account Information”, and it will look a lot like this:

From: NASA Headquarters Spam Firewall <spam@hq.nasa.gov> 
To: asmith@mail.hq.nasa.gov 
Subject: User Quarantine Account Information 
Date: Wed, 19 May 2004 16:41:30 -0400 (EDT) 
Welcome to the NASA Headquarters Spam Firewall. This message contains the information you will need to access your Spam Quarantine and Preferences.

Your account has been set to the following username and password:

        Username: asmith@mail.hq.nasa.gov

        Password: abcdefghijkl

Access your Spam Quarantine directly using the following link: http://spamfw.public.hq.nasa.gov:8000/cgi-bin/index.cgi?user=asmith@mail.hq.nasa.gov&password=e1eb37e2ee8adfa1082faca70979f00b&et=1084085890
You can click on the link in this message to open a browser window where you can manage your SPAM quarantine, set preferences (including opting out), and perform all functions described in this User Guide.

Notes:

For security reasons, there are restriction on the URL’s in messages from the SPAM firewall:

(1) The links expire after about one week. Your username and password, however, will not expire, so you can always login manually.

(2) The links can only be used on the Headquarters Private network, via dial-in, or via Secure Nomadic Access (SNA). You will not be able to click on the link if you are using Eudora while connected to a private ISP or DSL/Cable Modem service – you will need to launch and connect to the SNA service first. The links can be copied and pasted from your e-mail client into the SNA browser.

Subsequent messages will also contain clickable links, but only this message spells out your password should you ever wish to login manually, so it’s a good idea to save this message.

If you lose this message, you can recover your password by the following procedure:

1. From a web browser connect to the SPAM Firewall at this address:

<http://spamfw.hq.nasa.gov:8000>


2. Type your username in the username field. Your username on this system is your unique login account name that you use elsewhere followed by “@mail.hq.nasa.gov”. Example:

asmith@mail.hq.nasa.gov

Just the username portion should also work. Example:

asmith

Leave the password field blank.


3. Click “Create New Password”.  Your password will be e-mailed to you, along with a new, working clickable link. Click on the link to login, or use your username and password.

Daily SPAM Quarantine Summary

Unless you configure it to do otherwise, on every day that you receive new SPAM in your SPAM quarantine, the SPAM firewall will send you a daily message listing all SPAM messages that are being quarantined for you. The message looks similar to this:
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No action is ever required on your part to maintain this quarantine. If there are no apparent non-SPAM messages in the quarantine, you may simply discard or ignore this summary message.  If you don’t want to receive this message, you can set your preferences or submit a request that you never receive such messages.

If there are messages that you want to take action on, there are clickable links in the summary message itself that will perform these actions immediately. For example, if you want a message delivered to you, simply click “Deliver” next to the message.

Note: For security reasons, the URLs in messages from the SPAM firewall can only be used on the Headquarters Private network, via dial-in, or via Secure Nomadic Access (SNA). The links can be copied and pasted from your e-mail client into the SNA browser.

Currently, the links in these messages expire after about one week.

Accessing the SPAM Firewall WWW Interface

Logging in using a link in an e-mail message

The easiest way to access the SPAM Firewall’s WWW interface is to click on a link in an e-mail message that you received from the SPAM Firewall. Any of the action links (like “deliver”, “whitelist”, etc) will connect you to the SPAM Firewall and perform the action. There is also a link at the bottom of the message (labeled “click here”) that connects you without performing any additional action.

Note: For security reasons, the URLs in messages from the SPAM firewall can only be used on the Headquarters Private network, via dial-in, or via Secure Nomadic Access (SNA). The links can be copied and pasted from your e-mail client into the SNA browser.

These links expire; currently, they expire after about a week.  If you wish to use this method to access your quarantine, you should do it soon after receiving the message.  There are other ways to access your quarantine, such as by logging in.

Logging in manually

To login manually, perform the following steps:

1. Start a web browser and connect to <http://spamfw.hq.nasa.gov:8000>.

2. You will receive a login prompt.
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3. Enter your username and password, as provided to you in the initial greeting message.

Recovering your Password

If you have lost or forgotten your password, fill in your username.  Then click the “Create New Password” button. Your password will be e-mailed to you.

Processing Quarantine Messages

Once at the WWW interface, click on the QUARANTINE INBOX tab to display your quarantine messages.
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Displaying a message

To display the contents of a message, single-click on that message. A window will pop up that displays the contents of the message. Dismiss the window when ready to return to the interface.

Note that this displays the message in its “raw” text form, i.e. not HTML-formatted. Graphical messages may be difficult to recognize. If you want to see the message displayed normally in your e-mail client, deliver the message. See below for instructions.

Teaching the SPAM Firewall about your messages

The SPAM Firewall has a learning engine based on Bayesian principles. As more and more examples of SPAM and non-SPAM messages are identified to the engine, it will get smarter about classifying these messages.

To confirm that the SPAM messages in your quarantine are actually SPAM:

1. Check the checkbox of all messages that you wish to classify.

2. Click “Classify as SPAM”.

To teach that SPAM Firewall that some messages in the quarantine were not SPAM:

1. Check the checkbox of all messages that you wish to classify.

2. Click “Classify as NOT SPAM”.

Note that some bulk commercial e-mail is considered useful by some and SPAM by others (e.g., e-mail from a major travel agency).  There not much use in trying to train the SPAM engine about this sort of “marginal” e-mail.  It is more effective to specify a “whitelist” if you wish to receive such e-mail and a “blacklist” if you don’t.  Read on for how to do this.

Delivering message from the quarantine

To deliver a message from the quarantine, click “Deliver” in the “Actions” column to the right of the message. The message will disappear from the list, and be e-mailed to you in the usual way; you should receive it within a few minutes.

Note that since the message disappears from the list as soon as you click “Deliver”, you should perform any other actions that you wish to perform (such as SPAM filter training) first.

Whitelisting the sender of a message in the quarantine

If someone sent you e-mail that was quarantined, and you want to ensure that e-mail they send is never quarantined again, you should put them on your “whitelist”.

To do this, click “Whitelist” in the “Actions” column to the right of the message.  The SPAM Firewall will deliver the message to you and put the sending e-mail address exactly as it appears in the message into your personal whitelist. From that point on, messages from that e-mail address to you will never get placed in the SPAM quarantine.

Note that some commercial mailings may come from one of several servers such as “mail3.abcbank.com”, and a subsequent message may come from “mail2.abcbank.com”. See the section on managing your whitelists and blacklists for tips on specifying whitelists with greater effectiveness.

Deleting a message from the quarantine

To delete a message from the quarantine, click “Delete” in the “Actions” column to the right of the message. This is not necessary, but feel free to do it if it helps you to keep track of which quarantine messages you have reviewed, or for any other reason.

Messages that are not manually deleted are automatically pruned from the SPAM quarantine after about 30 days in order to make room for more. Deleted messages are not recoverable.  For this reason, do not use the SPAM quarantine as any sort of message archive.  If you wish to keep one of these messages for any reason, have it delivered to you as soon as you discover it.

Setting Preferences

Once at the WWW interface, click on the PREFERENCES tab to manage your personal SPAM Firewall settings.

Changing your password

To change your password:

1. Click on the “Security” Button.

2. Enter your old password.

3. Enter your new password twice.

4. Click “Save Password”.

5. The login screen will be displayed, where you can login with your new password.
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Note that changing your password will render the clickable links in your old e-mail reports from the SPAM Firewall unusable. Changing this password is not required.  Be sure not to set your SPAM Firewall password the same as any of your other accounts!

Enabling or disabling your quarantine

If you do not want the SPAM Firewall to quarantine SPAM messages for you, you may disable the quarantine. If you do this, all messages that would have been quarantined for you, are instead delivered to you with the subject line prefixed with “[SPAM]:”.

To disable quarantining for your e-mail:

1. Click the “Quarantine Enable/Disable” button.

2. Click “No”.

3. Click “Save Changes”.
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Note that this is different from opting out of SPAM filtering altogether. The SPAM firewall will still score and identify the messages that it thinks are SPAM.

Enabling or disabling SPAM scanning for your e-mail

If you do not want the SPAM Firewall to evaluate any of your e-mail for SPAM content, you may disable SPAM filtering. If you do this, all messages, SPAM and non-SPAM, will be delivered to you untagged and unmodified.  This is the full “opt out” choice.

To disable SPAM filtering for your e-mail:

4. Click the “SPAM Filter Enable/Disable” button.

5. Click “No”.

6. Click “Save Changes”.
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Note that your e-mail will still be subject to virus filtering and executable attachment filtering; this is not optional.

“Whitelisting” or “Blacklisting” sending e-mail addresses

A “whitelist” is a list of e-mail addresses or domains whose e-mail you wish to always receive without SPAM filtering. A “blacklist” is a list of e-mail addresses or domains whose e-mail you wish to never receive.

“Whitelisted” senders’ messages are sent to you without modification, provided that they do not contain viruses or disallowed attachment file extensions.

“Blacklisted” senders’ messages are immediately discarded, not quarantined, and are not recoverable. The sender will receive no notice that the message was discarded, and neither will you. Clearly, the “blacklist” feature is a very powerful feature that should be used very carefully.
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To whitelist or blacklist senders follow these steps:

1. Click the “Whitelist/Blacklist” button:

2. If you have any existing whitelisted or blacklisted addresses, you will see them listed, along with a graphic of a trash can.

3. To delete a whitelist or a blacklist entry, click on the trash can icon next to the entry. It will disappear immediately.

4. To add an entry, type an e-mail address into the appropriate field, and click the corresponding “Add” button. The entry will be added.

Tips on specifying addresses:

· If you specify a full e-mail address, such as “abcghi@yahoo.com”, just that user will be specified. If you specify a domain, such as “yahoo.com”, all users will be specified. (Note: Lots of SPAM will appear to come from a large domain like yahoo.com.)

· If you specify a domain such as “duke.edu”, it will include all subdomains, such as admissions.duke.edu, engr.duke.edu, etc.

· The mass mailings from web sites you are familiar with may not actually come from the same domain name that you are used to typing into the browser.  For example, you may want to receive mailings from “historybookclub.com”, but you will find that this site sends out its mailing from the domain “hbcfyi.com”. Examine the actual “From:” address of an actual mailing that you are trying to whitelist or blacklist to determine what to specify.

Changing how often you receive SPAM Quarantine Summaries

The SPAM Firewall allows you to specify how often you wish to receive the SPAM Quarantine Summary. The default setting is daily. This setting is recommended, especially in the early stages of the pilot.  Note that “daily” means days on which you have received new SPAM messages in your quarantine.

To change this setting:

1. Click on the button marked “QUARANTINE NOTIFICATION”.

2. Click the radio button for “Daily”, “Weekly”, or “Never”.

3. Click “Save Changes”.
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If you choose not to receive SPAM Summary notifications, you can still access the WWW interface to check your SPAM quarantine any time you like.
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