Security Vulnerabilities and Updates

for WINDOWS AND Macintosh Systems

The NASA HQ Security Office has identified two (2) information technology (IT) security vulnerabilities.  All computers at NASA HQ are being updated, and installation or configuration of these updates on home computers is highly recommended.

Vulnerabilities were found in:

· RealPlayer - affects both Mac and PCs; and

· StuffIt Expander - affects only Macs.

REAL PLAYER

Problem: 

A vulnerability, known as a "buffer overrun," has been discovered in RealPlayer Intranet versions 7 or 8.  This could allow an attacker to run arbitrary code on your machine. 

Solution for Macintosh Systems:
· Open RealPlayer

· Under the Apple menu, select About RealPlayer.

· Click Check for Update.

· Select Customize.

· Select RealMedia File Format Update.

· If you see other desirable updates, make selections, then click Get it Now. 

NOTE: You may need to increase the amount of memory that RealPlayer uses in order to perform the update.  (Find the RealPlayer application program file on your hard drive, highlight it, press Apple-I, and select Memory.)

Solution for Windows Systems:
· Open RealPlayer

· Under the Help menu, select About RealPlayer.

· Click Check for Update.

· Click Close when you see the Update window.

· Select RealMedia File Format Update.

· If you see other desirable updates, make your selections, then click Get it Now. 

STUFFIT EXPANDER

Problem:
Auto file execution vulnerability in Mac OS.  Automatic expansion of a downloaded file could run an arbitrary program on your Mac.

Solution:
Change the Preference settings in StuffIt Expander to the following:

· Under the Expand setting, uncheck Continue to expand (if possible)
· Under the Disk Images setting, uncheck Mount Disk Images
· Under the Destination setting, under the Destination section, select Ask
OTHER VULNERABILITIES FOR MACINTOSH WORKSTATIONS

BROWSER DOWNLOAD FOLDER

It is recommended you change the initial "Download Folder" of your browser to something other than the “default” folder.  At NASA HQ, your download folder path is set to Macintosh HD> Documents> Downloads.

· Internet Explorer : Go to Edit> Preferences> Receiving Files> Download Options> Download Folder

· Netscape Communicator 4.x : Go to Edit> Preferences> Navigator> Applications, and click the Choose button.

· Netscape 6.x : There is no initial "Download Folder", because the download dialog box appears every time you attempt to download a file.

QUICKTIME AUTOPLAY SETTING

It is recommended you change the following setting in QuickTime.  At NASA HQ, this preference is already set as stated below.

· Under the Apple menu, select Control Panels> QuickTime Settings
· Select AutoPlay, and uncheck Enable CD-ROM Autoplay 

NOTE: Mac OS X is only affected if the “Classic” environment is running.

