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WINDOWS 2000 DIAL-IN ACCESS

Purpose

To provide the configuration parameters needed to support dialing into NASA Headquarters using Windows 2000 on the PC.

Description

Because the NASA Headquarters Domain Name Servers (DNS) are behind the NASA Headquarters firewall, workstations dialed into a commercial Internet Service Provider (ISP) are unable to access the NASA servers.  In order to connect to the NASA Headquarters domain server, you will need to install, configure, or modify your Windows 2000 Dial-Up Networking.  
Prerequisites

· Windows 2000 compatible modem

· NASA HQ Dial-in Account (use form NHQ 252)

· SecureID Token and Personal Identification Number (PIN)

1. If you want to be able to access your NASA HQ Server data, you will also need:

2. NASA HQ server account 
· Local account on your machine that has the same ID and password as your NASA HQ login account

· The Computer Name of your Windows 2000 workstation at home must be registered with the NASA HQ server domain (Complete Form 224) and your Windows Roaming Profile must be turned off.
Configuration Instructions

3. Registering your Computer Name

***IMPORTANT***

If you want to connect to the NASA HQ Domain to see your data on the server, you must submit Form 224, NASA Headquarters Automated Systems Standard Access Request. Your Windows 2000 computer name must be registered with the NASA server administrator in advance and your Windows Roaming Profile must be turned off. If you do not register your computer name you will still be able to receive internet services (i.e. Netscape, Email, Telnet, FTP); however, you will NOT be able to access NASA HQ data servers. For more information, please contact the NASA ITSC at 1-866-4 NASAHQ.

Setting the Telephony Service
1. Using the Local Administrator account (the administrator account you created when installing Windows 2000 on your computer), log on to your home computer. 

2. From the Start menu, select Settings, Control Panel, Administrative Tools, select Services.
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3. Verify that the Telephony Status is Started. If  the service is not started under the Status column, double-click the Telephony row.
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4. Select Automatic from the Startup Type drop-down menu. Then click the Start button in the Service Status section of the window. Click OK.

5. Close the Services window.

Modem Installation/Configuration

(If you have already installed or configured your modem for use with Windows 2000, please proceed to the Network Identification section.)

4. From the Start menu, select Settings, Control Panel, and double-click the Phone and Modem Options icon.
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6. Click the Modems tab and then click the Add button.

7. At the Do you want to detect your modem? window, click Next. Windows 2000 will begin searching for your modem (this may take a few minutes).
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9. If  Windows 2000 can not successfully detect your modem configuration, you must select the Manufacturer and the Model of modem from the Install New Modem window. (Please contact your hardware vendor if you are unsure what type of  modem you have installed.)

10. Select Finish or close windows.

Network Identification

1. NOTE: If you want to connect to the NASA HQ domain to be able to access your data on the HQ servers, you must complete this section. Otherwise, skip to the Create New Dial-in Connection Shortcut section below. XE "Network Identification" 
2.  On your Windows 2000 Desktop, right-click the My Computer icon. Select Properties.
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4. In the System Properties window, click the Network Identification tab, and click the Properties button. The Computer Name and Workgroup fields need to be changed to reflect NASA HQ home naming convention for home use computers. 
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5. In the Computer Name field, enter a Computer name and Workgroup for your computer.

IMPORTANT: It is strongly recommended that you rename your computer in the following manner by replacing your current computer name with the new one:

Computer Name:
either JDOE_HOME or JDOEHOME
Workgroup:

either Home or HomePC
(To register your computer’s name, you must complete Form 224. You may contact the NASA HQ ITSC at 1-866-4 NASAHQ for assistance.)

6. Click OK. You will be asked to Restart the computer.

7. Log back into Windows 2000 using your Local Administrator account.

Create New Dial-in Connection Shortcut

1. On your Windows 2000 Desktop, right-click the My Network Places icon. Select Properties.
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2. Double-click on the Make New Connection icon. This will start the Network Connection Wizard. Click Next.

3. In the Network Connection Type window, select Dial up to private network. Click Next.

4. If asked to select a device to use, click to place a check next to your device. Click Next.
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5. In the Phone Number to Dial window, enter the preferred NASA HQ remote access phone number, then click Next.

· For Local calls: 202-358-4488 (From within DC, you do not need the area code.)

· For Long Distance calls: 1-800-371-8504

6. In the Connection Availability window, select For all users. Click Next.
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7. In the Completing the Network Connection Wizard window, enter a name for your remote connection (i.e. NASA Local or NASA 800#). Click to place a check in the box next to Add a shortcut to my desktop, and then click Finish.

Configuring Settings for HQ Dial-in

1. The Connect <Dial-in icon name> window appears. If not, double-click the icon on your Desktop. 
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2. Click the Properties button.
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3. Click the Options tab. Verify that your settings match the diagram above.
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4. Click the Security tab. Verify that Show terminal window is checked.

11. Click the Networking tab.
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12. From the Type of dial-up server I am calling drop-down menu, select PPP:Windows 95/98/NT4/2000, Internet.

13. Under the Components checked are used by this connection section, highlight Internet Protocal (TCP/IP) and click Properties.
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14. Click to select Use the following DNS server addresses and enter the Preferred and Alternate DNS server IP addresses.

· Preferred DNS server:
131.182.1.28

· Alternate DNS server:
131.182.230.28

15. Click the Advanced button. Click the DNS tab.
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16. Verify that Register this connection’s addresses in DNS is UNCHECKED. Enter hq.nasa.gov in the DNS suffix for this connection field.

17. Click the WINS tab.
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18. Click Add and enter the Primary WINS IP address information. Click Add. Click Add again, and enter the Secondary WINS IP address. Click Add.

· Primary WINS: 
131.182.5.102

· Secondary WINS: 131.182.5.202

19. Click OK to close all windows that are open until you see the Connections window below.

Connecting to the NASA HQ Domain 

NOTE: If you do not want to access the NASA HQ servers, you can skip to the Dial-in Process section below.
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1. If you are using an analog phone line, just click Dial. If you are using an ISDN line, enter your NASA HQ UserID and PIN + Password, then click Dial.
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2.
The computer begins the connection process…..
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3.
For analog phone line users only (ISDN users continue to step 4):

After a connection has been established, you will receive terminal window.  From this window you will be prompted for your Username.  Type your Dial-in UserID and press the Return or Enter key.  You will then be prompted to enter your PIN + Password.  (The password is the six-digit number displayed on your SecureID token.) After typing in your PIN + Password, press the Return or Enter key.

4.
You will receive a confirmation message -- Entering PPP Mode….--  after you have successfully connected to NASA Headquarters. Click Done. 

5.
Right-click on the My Computer icon on your desktop. Select Properties.

6.
In the System Properties window, click the Network Identification tab, then click the Network ID button. This will start the Network Identification Wizard.
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7.
Click Next.

8.
Verify that This computer is part of a business network… is checked, then click Next.

9.
Verify that My company uses a network with a domain is checked, then click Next. 

10.
At the Network Information window, click Next.
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11.
Enter your NASA HQ UserID and password, and enter HQ as the Domain. Click Next. This is the same UserID and password that is used on your office computer.
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12. Enter your Computer name (i.e., JDOEHOME, or whatever you have named it). Enter HQ in the Computer domain field.

13. After a few seconds, a message will appear telling you that your machine has been added to the HQ Domain.
14. Click Close.

15. Click OK and reboot the computer.

Dial-in Process
For those who connected to the HQ domain: 

1.
The Windows Login screen will appear after you press CTRL-ALT-DEL, and you will now have three (3) fields: Username, Password, and Domain. When you want to dial into NASA HQ, click to place a check mark in the box next to Logon Using Dial-up Networking.

2.
Select HQ from the Domain drop-down list.

3.
Login using your NASA HQ UserID and password.

4.     Follow steps 1-4 in the Connecting to the NASA HQ Domain section on page 15.

For those who did not connect to the HQ domain: 

1.
The Windows Login screen will appear after you press CTRL-ALT-DEL, login as the Local Administrator.

2.
Double-click the Connect <Dial-in icon name> that you created on the Desktop.

3.      Follow steps 1-4 in the Connecting to the NASA HQ Domain section on page 15.

Accessing the NASA HQ Servers

NOTE: These steps work only if your workstation is registered on the HQ Domain.

1. To access your files on the NASA HQ servers, double-click My Computer.

2. You will have the same connections that you have at work:

U: = your Code folder (location of your Home Folder)

W: = hq_groups

X: = hq_shared

3.
Double-click on the desired network volume icon.

Disconnecting from the NASA HQ Dial-Up Network

1. Locate the Windows Tray on your screen, usually in the bottom-right corner. 

2. Right-click the Dial-Up Status Monitor icon (looks like two computers).

3. Select Disconnect. 

This concludes the Windows 2000 Configuration and Dial-in Instructions.  If you have any questions or problems regarding these procedures, please call the NASA Headquarters IT Support Center (ITSC) at 1-866-4NASAHQ (462-7247).
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