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Introduction 

Information Technology (IT) resources are essential tools for work performed at NASA Headquarters.  Thus, employees must have the mechanisms needed to quickly and economically acquire such resources.  In an effort to reduce the overhead of adding unique items to the Shop4NASA catalog, the Headquarters Information Technology and Communications Division (Code CI) is authorizing the purchase of IT and communications equipment using the NASA Headquarters purchase card.  This is in accordance with the trust relationship between NASA Headquarters and its employees and NASA’s goal of providing a modern, productive, and supportive work environment. 

This document sets forth NASA Headquarters policy and responsibilities for appropriate use of the NASA Headquarters purchase of IT and communication resources using a Headquarters issued purchase card. This policy is applicable to all NASA Headquarters purchase card acquisitions, with the exception of those made by the Office of the Inspector General for its Crime Division network.
A. Appropriate Use 

As authorized by their Codes, Headquarters employees may use their Headquarters purchase cards to obtain IT equipment not exceeding $250.  This includes items such as computer mice, keyboards, and peripherals.  Prior to any purchase greater than $250, approval must be obtained from the Chief of Code CI’s User Services Branch, or designee.

In addition, to maintain interoperability, protect the HQ IT infrastructure, and avoid unanticipated costs or performance and availability issues, purchase of the items below will only be allowed on an exception basis.  

· Computers, software, network connections, cable plant, or replacement of other items issued as part of the HQ software and hardware baseline at URL http://www.hq.nasa.gov/office/codec/codeci/ITservices/help/software/hqwsstdm.doc 

· Telephones (including Wireless)

· Any item requiring a change to the computer's operating system or user permissions, this includes software installation, driver installation, etc.

The Chief of Code CI’s User Services Branch must authorize purchase of these controlled items.  The primary factors in granting approval will be NASA mission criticality and the urgency of the requirement.

Some items acquired through a purchase card that store or process data may require a security assessment before connecting them to NASA equipment.  Employees should contact the Headquarters Help Desk for assistance in making this determination.
B. Support Issues 

Items acquired using a Headquarters purchase card may require additional funding for services such as software compatibility testing, ongoing maintenance, and other technical support.  When such support is anticipated, the items should be purchased through the Shop4NASA catalog to guarantee functionality, performance, and sufficient funding.  If proper support has not been arranged and an item obtained with a purchase card disables the computer on which it is installed, technical support will be limited to reloading the core software products on the computer.

C. Placing an Order 

Complete the following steps to purchase IT equipment:
1) Contact your Code’s ICPM to discuss support issues and security assessment requirements.
2) Arrange for technical support on your computer if necessary.

3) Enterprise Users:  Contact your Code’s purchase cardholder to make your purchase.  Institutional Users:  Contact Code CI’s purchase cardholder to make your purchase.

D. Sanctions Unauthorized IT Purchases 

Unauthorized IT procurements made with NASA Headquarters purchase cards could result in loss of use or limitations on the use of the purchase card, and/or employees being held financially liable for costs resulting from the purchase and installation of such items.   

E. Additional Requirements 

When using the NASA Headquarters purchase card, employees must follow all requirements contained in the Bank of America MasterCard Purchasing Card Program Handbook.

