Frequently Asked Questions (FAQ):

Secure Workstation Passwords

Over the autumn months of 2004, NASA HQ is undertaking an activity to increase the complexity of workstation passwords. This FAQ document may answer many of your questions as to why we are performing this activity, what it means to you as a NASA HQ computer user, and provide advise on how to successfully create a secure password.

1. Why am I being asked to change my workstation password?

The NASA Procedural Requirements (NPR) 2810.1 provides guidance and requirements for account password complexity. In general, passwords for all accounts used to access NASA systems should meet three of four of the following requirements:

Passwords should contain:

· At least one upper case letter (A, B, C, etc.)

· At least one lower case letter (a, b, c, etc.)

· At least one number (1, 2, 3, etc.) and

· At least one special character (~, @, !, #, $, %, etc.)

The intent is to create passwords that are not only easy to guess, but are also difficult to "crack" using hacker software tools.

When will I be asked to change my workstation password?

Windows PC users: Windows PC passwords will occur for each PC user concurrent with the Windows XP Refresh being undertaken by ODIN. The Windows XP refresh project will begin the week of October 25, 2004, and will continue until all Windows 2000 workstations are upgraded to Windows XP (or replaced by Windows XP, depending on the age of the equipment). This is scheduled to be completed by February 2005. NASA Windows PC users who already have Windows XP workstations will not be required to change their passwords at this time. However, they are strongly encouraged to do so as soon as possible, for the purpose of increasing the level of security of their data.

Macintosh computer users will not be prompted to change their password at this time (unless you are a Macintosh computer user who also has a Windows PC, in which case you will be asked to do so on the date the IT Notice states). Macintosh computer users but will be asked to change their password in the near future. There are technical issues with how the Macintosh computers interact with our NT servers that must be addressed before we enforce NPR 2810.1 compliance on those workstations. When this issues are resolved, Macintosh computers will be scheduled for this activity, and those customers will be informed of the date via an IT Notice. This FAQ will be updated with additional information at that time.

What makes a good password that is also compliant with NPR 2810.1 requirements?

In general, a good password consists of numbers, special characters and letters. It should not be a common name or another word that might be easily guessed by someone who knows you reasonably well. Your password must be AT LEAST eight (8) characters in length and must use 3 out of the following 4 complexity requirements: lower case, upper case, number, special character.

It is important to remember that the password you use is case sensitive, meaning that the system "knows" the difference between an uppercase "A" and a lowercase "a" (for example.)

Good Passwords Can Be Created By (Do's):
· Using at least one symbol or number (preferably not just one at the end or at the beginning).

· Using a varying combination of lower and upper case letters (for example: IsDlMs).

· Using more than eight letters or symbols; hackers try short words first.

· Using two words that normally don't go together that are separated by a punctuation mark or number. For example, s+@r3laTer! (meaning "starblaster") would be difficult to guess.

· Using the first letters of a phrase you can remember with numbers and special characters: "I sure do love my spouse number 1!" becomes the difficult-to-crack Isdlms#1!
Passwords Should NOT (Don'ts):

· Be created from an easily guessed word such as your name, User ID, Employee ID, or any variation thereof (backwards, changing case, etc.).

· Be coined form any word referring to anything personal about you, such as the name of your spouse, child, pet, favorite football team, or literary character.

What more can I do to keep my new password secure from hackers and others?

· Never write your passwords down. Sticky notes on walls, monitors, or under keyboards are the first place people will look to steal your password.

· Never share your password with others. This includes trusted co-workers, family members, and your manager.

· Avoid typing your password when another person is looking over your shoulder or otherwise watching you type.

· Regularly change your password. Soon, our systems will be designed to enforce a password change every 90 days. Don't wait until you have to change your password – for greatest security, we recommend you change your password every 30 days or less, or every time you believe the possibility exists that someone else could have learned of it (if, for example, you did not follow the pervious instructions, and wrote your password down or shared it with another person).

Who do I call if I have trouble changing my workstation password?

Call the NASA HQ IT Help Desk at 358-HELP (4357), 1-866-4NASAHQ (462-7247), email to: service@hq.nasa.gov, or http://www.odin.lmit.com/hq/helpdesk.html.
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