This Notice, regarding home computer systems, is being sent to all NASA HQ users.

Blaster Worm – Important information about computer virus.

A security flaw has been discovered in several versions of the Microsoft Windows operating system.  This flaw makes the system vulnerable to various automated attacks currently circulating around the Internet.  These particular viruses can affect computers that connect to the Internet, without any action on the part of the computer user.  The affected operating systems are as follows:


Microsoft Windows NT 4.0 (all versions)


Microsoft Windows 2000 (all versions)


Microsoft Windows XP (all versions)


Microsoft Windows Server 2003 (all versions)

Please note that the Microsoft Windows 95, 98 and ME users will NOT need to perform the following steps on their home computers or laptops, as these operating systems are not vulnerable to this particular virus.

There is a need to check the files on your home computer to determine if your system has become infected.  The following is a list of files that may indicate an infection.  The filenames are:


msblast.exe


teekids.exe


index.exe


root32.exe


penis32.exe


mspatch.exe


files beginning with “TFTP”

In addition, there is an e-mail being circulated, apparently from Microsoft, containing a file “mspatch.exe” which is NOT the patch – it is the virus.  Microsoft states that they will NEVER send a patch via e-mail, and neither will Code CI and their IT Contractor, ISEM. 

How will you know if your computer is infected?  Possible symptoms include:

1. Slow computer and network performance

2. "msblast.exe" as a running task in Task Manager

If your home computer is already infected, please take the following steps:

1. Disconnect your computer from all networks.

2. From another computer, download to a floppy disk the Symantec removal tool and follow the instructions on the Symantec removal tool page:

http://securityresponse1.symantec.com/sarc/sarc.nsf/html/w32.blaster.worm.removal.tool.html
If your home computer is not infected, we are asking you to take immediate steps to prevent the inadvertent spread of these viruses:

1. If Windows Update is available to you, run the Update on your computer and install the current service pack and all critical security patches.  Doing so will make your computer immune to automated network attacks.

If Windows Update is not available to you, download and install the specific patch required to fix the vulnerability.  Information including links to download the patches for different operating systems can be found at:


http://www.microsoft.com/security/incident/blast.asp
Follow the links under “2. Update Windows” to download the correct patch for your operating system, and apply the patch.

2 Ensure that current anti-virus software is running on your home computer and that the virus signatures are up to date.  With Norton/Symantec products, this is done by running the "Live Update" function. To catch current malicious programs, your virus signature should be dated 8/13/2003 or later. To catch future programs, you should update your virus signatures at least weekly.

If you do not have current anti-virus software installed on your home computer, please call the IT Help Desk to request it.  

3 If you have not yet performed these steps on your home computer or laptop computer, DO NOT dial in or connect directly to NASA networks until you have done so. Otherwise, your computer could be the source of a problem that destroys many other computers.

Notes about specific operating system requirements:  For the patch to work effectively, Windows 2000 users must have Windows 2000 SP-3 or later installed, and Windows NT 4.0 users must have SP6a installed.

