USER GUIDE – ENTRUST CLIENT FOR MACINTOSH

GETTING STARTED

The first step in using Entrust is to create an Entrust profile. Your Entrust profile is a file that contains all of the information necessary for you to encrypt/decrypt files and digitally sign them as well.

Creating An Entrust User Profile

1. Double click on the Entrust Client 4.0 icon on the desktop

2. At the Welcome to Entrust window, click on the Create User… button
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3. Before entering your Username in the Create Entrust User window, make sure the CAPS LOCK key is not engaged

4. Enter your NASA HQ login ID in the Profile name: field. Your login ID is the name that you use to check mail or log-in to the NT server farm.

5. When you enter your password, please note that it must conform to the following guidelines: 

· It cannot contain any part of your user name

· It must be a combination of more than 8 lower and upper case characters and contain at least one numeric character

· It should not repeat any character more than twice

· If the password you have chosen breaches any of the guidelines it will not be accepted by the server. If this occurs, you will receive an error message listing the requirements above. The first sentence in the modal error window indicates where the problem lies with the password you have selected 
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6. Now type in the Reference Number and Authorization Code that were provided to you by the Service Center making sure that you enter the letters, numbers and dashes exactly as they appear on the form.

7. Click the OK button to create the new profile. If you receive an error message that states “Error while creating a user. Unable to connect to the server,” go back and re-enter the Reference Number and Authorization Code. If you are certain that you have entered this information correctly, but continue to get the above message, please call the HELP DESK at 358-HELP.
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8. When you have successfully created your profile, go to the Entrust/Client 4.0 folder (in the Applications /Other Apps Folder) and create a backup of your profile. If possible, create a backup on a floppy diskette and save the diskette in a secure location (such as a locked drawer). If this is not possible, save a copy of the profile in your home directory on the network drive.

Introduction To Entrust Desktop – An Interactive Tutorial

An icon named Entrust Tutorial has been installed on your desktop below the Entrust Client 4.0 icon. When you double click on it, you will need to select Intro to Entrust Desktop 4.0 and click the Open button. The tutorial is very easy to use and, in just a few minutes, will walk you through the entire process of how to use Entrust. 
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One other module called EntrustExpress is included in the tutorial. This module provides information on services and files that are not part of this current installation.

An extensive User’s Guide in pdf format has also been included in the installation and can be found in the Entrust Client folder.

Using Entrust Client For Macintosh

1. There are two ways to encrypt or decrypt files using Entrust Client. The first is by dragging and dropping the necessary files over the alias of Entrust on the desktop. The second by selecting Entrust Client 4.0 from Programs/Other Applications under the Apple. Using either of these options will bring up the login screen below.
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2. If there are no options in the Profile Name field, click the Find button and navigate to the Entrust Profiles folder inside the Entrust/Client 4.0 folder, highlight your profile, enter the password and click OK
3. If you opened Entrust by double clicking the application alias icon, the Entrust Main menu will be displayed as follows:
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Drag and drop the file(s) to be encrypted or decrypted on to the relevant Encrypt and Sign or Decrypt and Verify buttons shown to bring up the associated sub-window. Otherwise, if you opened Entrust by dropping files on the alias icon, the appropriate sub-window will already be open and the files to be encrypted/decrypted will already be entered in the files box.

4. You will need to select the destination folder the first time you encrypt or decrypt a file. Default folders named Encrypted Files and Decrypted Files have been placed in the Entrust/Client 4.0 application folder. If you wish to save your files in either of these folders you can navigate to them by clicking on the blank Folder field and selecting New Destination… as illustrated below. These will become the default SAVE destinations
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5. By default the original of any file you either encrypt or decrypt will be retained so that you will have two copies of the file. If you check the option Delete Source File (shown in the Encrypt & Sign screen above) the encrypted or decrypted file will write over the top of the original file being encrypted or decrypted 

6. Below are the menu options when Entrust is active: 
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Things To Note

1. Profiles are portable, and cross-platform compatible. If you want to be able to use Entrust Client 4.0 or its Windows equivalent, Entrust Entelligence, on another Macintosh or PC, simply copy all the files from the backup copy of your Entrust Profile folder into the Entrust Profile folder or directory on the other computer. You will need to click the Find… button on the Macintosh login screen to navigate to the Profiles folder and select your profile. Instructions for installing Entrust on the Windows or NT platform can be obtained from the Service Center

2. It is important to note that if you have made any changes within Entrust Client such as selecting another destination folder for your encrypted or decrypted files you will be prompted to Save/Don’t Save these changes before you are able to QUIT the application
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