Procedure for Obtaining an Entrust Certificate:


Now that you’ve decided that you need an Entrust certificate to encrypt information, here are the steps to follow to have the software installed on your workstation.  Encryption is a process by which information is scrambled in order to prevent illicit access.  It requires that communicating parties use the same encryption software.  Encryption can also be used to scramble local files on your hard drive or diskette.  This is what you need to get started – software, certificates, documentation, user's guide (Getting Started), and where to call if you need help.


The sequence depicted below explains what needs to be done, and the organizations and people involved:

· The Requestor determines a need to send and/or receive sensitive information or to encrypt local files.

· The Requester completes an NHQ 261, "Application for Digital Signature."


Note:  The documents that need to be read before signing the NHQ 261 are located at http://www.hq.nasa.gov/office/codec/codeci/pki/pki.htm<>.

· The Requestor takes the completed NHQ 261 to the NASA Headquarters Registration Authority (RA) in Code CI and leaves the form in the NASA Incoming Forms Box.  The NASA HQ Registration Authorities (RA’s) are Mary Shouse and Tom Walthall.

· An RA approves the request, signs the NHQ 261, and passes it to the RA Administrator in Code CI-1 (DeVaughan Mayo, Daimon Greaves and Andi St.John).

· The RA Administrator creates the Digital Certificate.

· The RA Administrator records the Reference Number and Authorization Code on the Form AA (Entrust Number and Authorization Code Distribution Slip), seals the Form AA in an envelope, and hand delivers the envelope directly to the requester.  The RA Administrator will also deliver the User Guide for the specific platform (Macintosh, Windows 95, or NT), the NASA PKI Subscriber Agreement, and the Subscriber Obligations, as specified by the NASA Certification Authority Certification Practice Statement.

· The RA Administrator sends a copy of the NHQ 261 to ODIN who will open a ticket to have the software installed on his or her workstation. 

· The Requestor receives the Entrust software via SMS package and, using the instructions provided in the User Guide, the Requestor creates his or her Entrust profile.

If any questions or problems arise, please contact the IT Support Center at (202) 358-HELP (4357) or 1-866-4NASAHQ (462-7247). .

