Internal Control Council (ICC) Progress Meeting Minutes 

February 5, 2004

Opening Statement

Frederick D. Gregory, ICC Chair, opened the first progress meeting of 2004, stating that the purpose of the group is about integrity of performance, adding value and vitality to the assessment of major management activities as corrections to problems are made and presented in a collaborative environment.  The membership has been limited in the past but is now expanded to include all senior staff to the Administrator, all Enterprise Associate Administrators, and all other heads of Headquarters offices.  The council meets 4 times a year to keep abreast of corrective actions.  New control deficiencies can be added at any meeting.  The Performance and Accountability Report (PAR) includes results of the council’s deliberation.  Officials responsible for identified control problems repeatedly give briefings on their progress with the goal of getting removed from the ICC watch list.  The meetings provide a forum for speaking out, owning problems, gaining insight from other members, and ultimately resolving management control weaknesses. 

New Directions and Capabilities

Jeffrey E. Sutton, Functional Lead for NASA Management Controls and newly appointed Assistant Administrator for Institutional and Corporate Management, cited pertinent laws and emphasized that management control amounts to doing “the right thing.”  He showed examples of controls and covered the 3 levels of significance pertaining to control deficiencies.  The 3 ratings form the ICC’s scorecard for items on the watch list.  The management controls activity has a web site where members and others can get information about meetings, decisions, policy, and membership.  The Management Systems Division also has a management controls module on the Corrective Action Tracking System (CATS) II, which also has a new capability for tracking recommendations of the Columbia Accident Investigation Board (CAIB).  John D. Werner, Director, Management Systems Division, explained that CATS contains web-based components, which are accessible to the ICC and others and used extensively by Agency-wide audit liaison representatives.

NASA MANAGEMENT CONTROL DEFICIENCIES

SPACE SHUTTLE (MW)

Lynn F. H. Cline, Deputy Associate Administrator, Office of Space Flight, covered highlights of the Space Shuttle Return to Flight (RTF) material weakness.  She announced an update to the web-based link to the RTF Plan.  Another milestone is the issuance of an interim report by the Stafford-Covey Task Group.  Ms. Cline stated that the office has added inspections and increased hardware improvement.  A summit meeting is planned to cover safety, infrastructure, sustainability, and strategy integration with industry.  The Service Life Extension Program (SLEP) Summit II is planned to refocus to the new goal of the Crew Exploration Vehicle (CEV) development.  Shuttle planning supports an autumn 2004 window of RTF.  The Inspector General (IG) asked why the shuttle was called a qualified material weakness in the PAR.  Mr. Werner took an action to determine what reference may have been incorrect in the PAR.
INTERNATIONAL SPACE STATION (ISS) COST MANAGEMENT (MC)

Ms. Cline briefed the ICC on the continuing good health of the ISS.  The U.S. Core portion of the Station is 80% delivered.  ISS is effectively budgeted in the 2004 Program Operating Plan (POP).  James Nehman of the new Office of Exploration Systems, Code T, added that NASA is in the early stage of new exploration goals.  International partners have expressed concern.  Meetings in February and March are scheduled to plan the goals.  Ms. Cline stated that the Office of Space Flight is continuing to refine cost controls and management tools.  The office used the CAIB report as a baseline in developing a companion plan for ISS.  Mr. Gregory asked about service life run out.  

Ms. Cline took the action, stating she would have to look at the Russian side to estimate the service cycle end point.  Richard S. Williams, Chief Health and Medical Officer, inquired about the risk in losing $100 million in the recent POP.  James D. Lloyd, Deputy Associate Administrator, Office of Safety and Mission Assurance, asked if we have international partner agreement.  Ms. Cline took the action to negotiate.  

FINANCIAL MANAGEMENT (MC)/CONTRACTOR HELD PROPERTY (OW) 

Lloyd A. Blanchard, Senior Advisor to the Deputy Chief Financial Officer (CFO),  briefed the ICC on financial management and contractor held property.  He began with the announcement that this year’s auditors of the financial statements issued a disclaimer, indicating they could not provide an opinion on the integrity of the statements.

Mr. Blanchard argued that the CFO management team is not discouraged because we have a single integrated system now.  However, the system is only as good as the information in it, so attention must be focused on good data.  Since 2003 was a transition year, the implementers anticipated problems.  The CFO management team must comply with General Accounting Office (GAO) standards and many laws on financial management.  The President’s Management Agenda (PMA) has pushed hard for performance budgeting and integrated financial management.  Reconciliation of data and accounts presents a massive internal control effort.  The office seeks to focus on the right audit criteria for both NASA and the independent auditors.  The emphasis should be on the long-term health of the Agency.

Robert W. Cobb, Inspector General, commented that the status of financial management in the Agency is grave and that his deputy personally spent an inordinate amount of time dealing with problems that arose on the FY 2003 audit.  He emphasized that the integrity of the Agency is at stake and will be determined by its ability to improve financial management.  The issue is not just one for the CFO.  Major problems exist throughout the Agency, so everyone at Headquarters and the centers must be involved and take actions to correct the discrepancies.  The public perception is that the financial management system is broken badly and, as a result, the IG is having difficulty contracting with a new auditor to conduct the audit of NASA’s FY 2004 financial statements.  Mr. Blanchard expressed the CFO’s concern for a solid audit.

Richard J. Keegan, Director, Business Division, Office of Earth Science, asked why this issue was not discussed when the ICC decided in early October to lower the issue of contractor held property from a material weakness to an other weakness.  The IG replied that the magnitude of the problems was not clear until October through December, information that the ICC did not have in early to adequately judge the significance level of the deficiency.  In particular, problems arose that indicated the value of contractor held property reported on last year’s financial statements was not correct.

Mr. Cobb noted that the Integrated Financial Management Project (IFMP) was expected to be a “silver bullet” to fix financial management, but when the financial statements were finally delivered in December—after missing deadlines in October and November—they contained errors and discrepancies that could not be resolved.  As a result, the auditor ultimately disclaimed their ability to render an opinion on the statements.  At the heart of the disclaimer was the auditor’s conclusion that NASA lacked sufficient internal controls to ensure that its financial statements complied with requirements and were accurate, complete and supported by readily identifiable documentation.  As one example of the problems, Mr. Cobb cited the fact that in order to produce the financial statements, NASA made manual adjustments outside of IFMP that totaled $565 billion—a number which is closer to NASA’s total appropriations for its history than its FY 2003 level of $14 billion.  Mr. Cobb warned that in such an environment, it is unreasonable to expect that NASA will be able to produce financial statements that can be audited by the Office of Management and Budget (OMB) mandated deadline of November 15, 2004. 

Mr. Blanchard pointed to the complexity of organization and assets.  Mr. Sutton said that the next part of the IFMP is asset management.  Mr. Blanchard ended with the view that the challenge is to organize with our partners to bring the system back to health.

FULL COST (MC)

Mr. Blanchard addressed the management challenge of full cost by saying that NASA accounting is now performed with full cost.  We are in the early part of the learning curve, but budget guidelines for Fiscal Year 2006 are in accordance with full cost.  The Financial Management Manual (FMM) is being rewritten as a new regulation.  A large training effort is being planned for the new FMM regulation workforce.  Patricia L. Dunnington, Chief Information Officer (CIO), requested more information on the service pool component of full cost.  Policy challenges will result in significant impacts on daily operations.

SOFTWARE MANAGEMENT (MC)

 John C. Kelly, team lead for Software Management in the Office of the Chief Engineer, presented the action plan for correcting deficiencies in NASA’s management of software.  Currently 8 NASA Procedural Requirements provide rules on various aspects of software engineering, configuration, and control.  A new NASA Policy Directive is under development.  Mr. Kelly recommended a new control issue called “Monitoring Software Capability.”

INFORMATION TECHNOLOGY (IT) SECURITY (OW)

Scott S. Santiago, Deputy CIO for IT Security (Acting) began his briefing with acknowledgment that NASA has taken significant criticism from the OMB for our decentralized management of IT systems.  We have the most systems in the entire federal government when we count redundant systems across NASA centers.  OMB is pushing NASA into the examination of collapsing different systems into one integrated system.  Some 1,550 systems have been created across the Agency.  He cited a different badging system at each NASA center.  The CIO’s IT Security team has developed an action plan, which includes rewriting all IT Security policy in accordance with guidance from the National Institute for Standards and Technologies (NIST).  The plan includes annual testing of controls.  A new certification program is required to meet standards.  Mr. Gregory asked how the IT Security group is approaching these new requirements.  He posed this question also to the Assistant Administrator for Safeguards and Security Management, David A. Saleeba.  Mr. Saleeba responded that his office is working toward one system and eliminating guidance in favor of rules.  Mr. Santiago stated that he needs more resources.  Mr. Sutton added that NASA’s decentralized culture is pulling us down such as the inability to perform enough security tests.  The IG asked if organizational impediments are at the center of the problem.  Mr. Gregory questioned where the line is drawn between Headquarters and the centers.  Mr. Santiago stated that we have a common software patch management system.  Dr. Williams commented that the CIO has responsibility for enforcing IT Security. 

Ms. Dunnington cited the oversight of Enterprise CIO’s as well as Center CIO’s. James L. Jennings, Associate Deputy Administrator for Institutions and Asset Management, added that the newly designated rules group will initiate the formalization of policy for better internal control.

ACCESS TO FACILITIES AND TECHNOLOGIES (OW)

Mr. Saleeba reported that the General Services Administration  (GSA) is moving to get new smartcard badges.  In May some equipment will be in place.  The Department of Defense (DOD), the Office of Homeland Security, and GSA have worked jointly on the government-wide smartcard initiative.  Budget cuts have resulted in delays.  Mr. Saleeba noted that $93 million was allocated to design a government-wide smartcard.  NASA has approval to move ahead on the initiative.  Mr. Gregory asked if we will save money.  Mr. Saleeba said that we will badge all civil servants, contractors, and others associated with NASA reviews and work.  As for saving money, he emphasized the problem of centers cutting their security budget in order to switch funds to other programs.

OPEN OFFICE OF IG RECOMMENDATIONS (OW)

Mr. Sutton asked Mr. Werner to address the trend on closure of open IG recommendations.  Mr. Werner displayed a trend chart indicating better results over time.

ORBITAL SPACE PLANE (OSP) (MC)

James Nehman, Director, Development Division, Office of Exploration Systems, began with saying he has been at NASA for 2 weeks since leaving DOD.  The redirected focus of this area is now on the CEV.  Particularly at Marshall Space Flight Center (MSFC), managers are refocusing their efforts on the new CEV.  

Mr. Nehman cited extensive meetings at MSFC as well as planning meetings of the transition office at Headquarters.  A large government and contractor team, approximately 500 personnel, reside at Marshall.  They are currently providing reports on funding and facility resources, staff competencies, equipment and other assets.  The review is to determine level 0 and 1 requirements.  Interface requirements are being analyzed, and options on a spiral development methodology being studied.  Mr. Gregory asked for clarification on the transition team as part of Headquarters.  Mr. Nehman cited 2 distinct sets of teams.  NASA is also examining related work at DOD, particularly hypersonic work.  The Office of Aeronautics will continue its work on hypersonic technology.  Mr. Gregory asked if a statement of work (SOW) has been developed for the contractors.  Mr. Nehman agreed on the need to formalize work through the SOW mechanism.  He envisions full and open competition for CEV development once the planning phase is complete.  Mr. Gregory asked that recommendations be provided  to the NASA Executive Council.  Mr. Nehman concluded with the statement that his office is also working with the NASA Space Architect.

COMPETITION IN CONTRACTING (MC)

Mr. Becker, Procurement Analyst, Office of Procurement, began with reviewing the Federal Acquisition Regulation (FAR) and NASA FAR Supplement parts on competition in contracting.  He discussed the recommendation from two recently completed IG reports on competition in contracting that cited a lack of justification and inadequate competition.  Action has been taken and the IG closed all of the recommendations.  Statistics were presented that indicate NASA competes 50% of all dollars available for competition.  However, when major noncompetitive contracts were excluded from the equation (JPL, ISS, Space Shuttle) because they met at least one of the exceptions for competition, the dollars competed increased from 50% to 85%.  Mr. Cobb stated that was correct.  At this time there is no further action to take other than to monitor the numbers.  Mr. Cobb stated that there might be more to come on this subject, as his office is conducting a body of work addressing competition in contracting.

New Management Control Issues

Mr. Werner suggested the review and modification of all Agency Rules as a possible addition to the ICC watch list.  James D. Lloyd, Deputy Associate Administrator, Office of Safety and Mission Assurance, reported that a special task force is presently developing a strategy for making changes to the Agency level requirements to make these easier to understand and more enforceable.  A report on this effort is due to the Associate Deputy Administrator for Institutions and Asset Management in mid-March along with the output of the first phase of this process—a batch of redlined documents to be reviewed within a two week window.  He commented on the past major review of the mid-1990’s when the number of directives and page count were significantly reduced.   The focus now is on quality and conformance.  Mr. Gregory questioned how we will communicate the changes to our policies.  Mr. Lloyd said the short-term method would  use a “bolding” approach to accentuate the requirements (the requirements will be in boldface type), whereas longer term actions would include the merging and elimination of documents, using the NASA Online Directives Information System (NODIS) process.  Mr. Werner added that the group will also define a hierarchy of external and internal laws and rules.  The total page count of Agency directives now stands at 9400.  Another goal is to eliminate center duplication of Agency Rules.  Under consideration is also a possible certification by the Administrator.  The ICC Chairman declared Review of Agency Rules as a Management Challenge.

2004 Schedule

Mr. Werner said the next 2 progress meetings would be in May and August with the decision meeting in October.  Mr. Cobb recommended an extension to the date of the annual decision meeting for FY 2004, possibly the week before November 15 when the PAR is due.  That timing would allow for possible completion of the financial statements audit.  He was critical of the timing of the PAR process for FY 2003, which put the ICC in a position of making recommendations to the Administrator well before the results of the financial audit were known.  Presentation charts appear separately from the minutes on the Management Controls Home page under ICC meetings in the Vision statement.

