Internal Control Council (ICC) Quarterly Status Review

February 21, 2003

Opening Statement

The ICC Chairman, Mr. Gregory, Deputy Administrator, opened the quarterly review meeting with a summary of management control (MC) definitions, purpose of council meetings, and results of deliberations by the membership.  NASA’s ICC currently defines 3 levels of MC deficiencies as (1) Material Weakness (MW) – an externally reportable deficiency; (2) Other Weakness (OW) – a significant internally tracked deficiency; and (3) Management Challenge (MC) – a 3rd level of internally reviewed deficiency.  The work of the council is documented in quarterly status reviews and an end of year decision meeting.  ICC members can recommend new deficiencies at any council meeting, but the removal of any weakness can occur only at the annual decision meeting.  The major outcome of the ICC is the annual Statement of Assurance by the Administrator, which appears in the annual NASA Performance and Accountability Report.  

Management Control Process

Mr. Sutton, Assistant Administrator for Management Systems, cited contractor held property as the single material weakness identified in NASA’s 2003 report to the Office of Management and Budget.  He reserved discussion of the Space Shuttle as a new issue agenda item at the end of the meeting.  Mr. Sutton commented that the Chief Information Officer (CIO), Mr. Strassmann, recommended the addition of Electronic Government (E-Gov) to the MC watch list.  The E-Gov Act of 2002 contains requirements that pose major internal control challenges to senior management across government.  Mr. Sutton concluded his overview of the MC process, citing examples of management controls in government.  

Progress Reports

Cost Estimating & Risk Analysis (OW)

Mr. Hamaker from the Cost Analysis Division of the Office of the Chief Financial Officer (CFO) briefed the corrective actions in work for cost analysis.  First, a refresher on the status of this activity from the November 5, 2002, meeting was given which included reminders of the problems that NASA has had in the past in cost estimating (e.g., challenging projects are inherently difficult to estimate; the Agency has to commit to cost early in the development cycle; reserves have generally been insufficient; and advocacy estimates have not been independently verified to combat over optimism in design inheritance, complexity underscopes, etc.).  A summary of the current status of corrective actions was provided.  These included the establishment of Code BC, an independent cost estimating capability at Headquarters (status:  recruitment of staff nearly completed); the establishment of Code AE independent program evaluation organization under the Deputy Chief Engineer for Programs (status: recruitment of staff nearly completed and the working relationship between Code BC and AE firmly established); the institutionalization of probabilistic cost risk analysis (status: all ICE's now required to perform this function); the new requirement for a Cost Analysis Requirements Document (CARD) (status:  CARDs now being required for all ICEs--a preliminary CARD by the end of Phase A and a full CARD at the end of Phase B).  Mr. Gregory asked a question concerning how the the CARD requirement was being implemented and was told that a CARD template was being developed and modeled after the Intelligence Community's Cost Analysis Improvement Group (the "IC CAIG") CARD process, which is a much streamlined and tailored version of the CARD than that typically used by the Department of Defense and one which matches NASA's procedures very well.   Also, it was mentioned that the current rewrite of 7120.5 (the "7120.5C" version) will include documentation of the procedures for these cost estimating initiatives and where voluminous, will refer to the NASA Cost Estimating Handbook, which is in revision currently as well.

International Space Station (ISS) Cost Management (OW)

Since the ICC Decision Meeting in November 2002, the ISS program, formerly a "Material Weakness" was re-classified as an "Other Weakness" in accordance with NASA's new management controls definitions.  Mr. Uhran, Senior System Integration Manager for ISS, presented a status of the ISS corrective action plan and reported on progress since November.  In an updated program assessment issued in December, the ISS Management and Cost Evaluation Task Force noted the "progress made across the board in the ISS program" and expressed confidence that "NASA will address the remaining open issues and the ISS program will be positioned to move forward to an end state configuration that realizes the full science potential of the ISS."  The Heads of Agency for the ISS International Partners concluded work on the 2002 ISS Program Action Plan and endorsed an option path that will enable maximum ISS utilization during the 2006-2007 timeframe and will lead to agreement on an ISS configuration by December 2003.  The FY04 budget, which was released in February, enables assembly to the Core Complete configuration, augments reserves, and funds projects necessary to support an expanded configuration.  While the Columbia accident investigation proceeds, it was reported that ISS science operations were continuing and options to sustain a human presence on the ISS in the temporary absence of Shuttle flights were being explored.  A decision to proceed beyond the Core Complete configuration will be made when the process of reforming and revitalizing the ISS program is completed.
Contractor Held Property (MW)
Mr. Blair, Director, Financial Management Division, Office of the CFO, addressed the status of contractor held property with the admission that we must report this deficiency outside the agency as a material weakness.  The Administrator made this decision on December 18, in a meeting with NASA’s external financial statement auditor.  Mr. Blair sited several system deficiencies including: work in process (WIP) valuation, obsolete WIP and materials, inadequate documentation and training, and quality control problems.  Planned corrective actions will include a Tiger Team chaired by the Deputy Administrator and supported by Codes B, J, H and others.  Potential solutions include training and enhanced guidance to contractors, quarterly submission of NASA Form 1018, and enhanced accounting guidance for assets in space.  

Information Technology Security (OW) 

Ms. Dunnington, Deputy Chief Information Officer, briefed the council on the status of IT Security.  A lot of progress has been made since the last meeting; however, there is still a lack of clarity on what exactly needs to be done and when it must be completed.  There are several Headquarters policy issues that must be addressed but the overall policy updates are in good shape.  Penetration testing has increased steadily over the last several months from 3 to 6 centers.  The CIO is working closely with the OIG and they are sharing test results.  Ms. Dunnington said they don’t want to change the current rating right now, but we need to monitor execution closely.  Mr. Howard, Deputy Inspector General, said that his office is pleased with the progress to date. 

Financial Management (OW)
Mr. Blair addressed the deficiencies in NASA’s financial management system.  Currently, we have 10 separate centers that don’t function all in the same way.  The solution we came up with is to promote a one NASA approach to financial management.  As discussed above, there are also some property issues that we are progressing along with.  Code B will be doing interim testing in the next several months to check or success.  ARC has been moved out and should be brought up in April.  At MSFC all payment issues are being resolved.  Mr. Blair does not foresee any problems with JSC or KSC.  JSC and KSC may have different issues relating to procurement that MSFC and ARC don’t have.  Lessons learned from MSFC and GRC have been useful; in reference to the other centers, there have been lessons learned.  Mr. Blair is also actively engaged in looking at the deployment of the system and working with Mr. Ciganer.

Decommissioning of Plum Brook Reactor (OW)

Funding is in place and we are more comfortable than we have ever been.  Mr. Sutton will be recommending that this deficiency come off the list at the November 2003 ICC decisional meeting.  Mr. Henn, Code R, said that his office supports the decision to remove it. 

National Environmental Protection Act/NEPA (OW) 

We have improved guidance in 7120.5B as it pertains to NEPA.  The early results are promising and show that facilities and program project members are complying with the required environmental statements.  Code J would like additional time to gain some experience with the new approach.  There is nothing negative to report so far, and we will continue to assess and hopefully in November recommend that NEPA be removed from the ICC list.

Access to NASA Facilities & Technology (OW) 

Mr. Piasecky, Director, Security Management Division, Code X, said that the HQ access control system and the data systems at JSC & KSC are failing.  NASA’s current badging system and policy must be revamped to ensure only authorized persons gain access to NASA facilities.  Codes X and AO have funded the first phase of the One NASA Smart Card badge access program.  Current estimates are that 2,000 NASA civil servants should be badged by 9/2003 beginning with HQ in April.  The issue of foreign nationals is addressed within the new badging system and with Code I in the Foreign National Tracking System.  Code X and Code AO are working through the GSA to address the problems associated with access control.  Code X will continue to meet with the Deputy Administrator for guidance.  

Software Management (MC) 

Dr. Greenfield, Associate Deputy Administrator for Technical Programs, issued a letter January 10, 2003, to the CIO, Code Q, and the Enterprises asking for members to examine the issue of Agency software management.  The level of membership offered by the Codes was mixed and unacceptable to Code A.  Mr. Bradley, Chief Engineer, will prepare another letter to the Enterprises insisting on senior level people to comprise the team.  We need senior people and we will follow up with suitable contacts.  He encouraged the appropriate ICC members to have the proper representation for the Steering Group (senior level board).

Open Inspector General Recommendations (OW)

Mr. Sutton, Code J, reported that Management and the OIG continue to resolve and close open recommendations.  Mr. Sutton noted that the total number of open final OIG recommendations had fallen below 200 for the first time in four years.  This item will be a permanent part of the ICC agenda to continually remind the Agency to solve problems in a proactive and cooperative manner.

New Issues for ICC Consideration

In light of the recent Columbia accident, Mr. Gregory asked that Space Shuttle be added to the ICC agenda.  It was further recommended that this be listed as a Management Challenge, which is defined as “a concern about a challenge to Management.  There is insufficient information to affirm serious systemic management control weakness in this area.  Close monitoring is required.”  The ICC concurred with this recommendation.

Dr. Asrar, Associate Administrator for Earth Science, pointed out that full cost accounting is a major agency undertaking that we need to monitor.  He also noted that a large element of full cost accounting is associated with the Space Shuttle Management Challenge.  The ICC agreed to also include full cost accounting on the next agenda as a management challenge.

Mr. Blair reminded everyone that we are accelerating the performance and accountability report date to the last week in October and which will require all contributors to accelerate their dates as well.  Code JM will work offline with Code B to revise the ICC’s quarterly meeting schedule.

Mr. Gregory announced that the next ICC Meeting will be in the May time frame and he concluded by saying how happy he is with the progress we have made and appreciates everyone’s energy and focus.  

