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October 6, 2003

W

TO:

J/Assistant Administrator for Management Systems 

FROM:
W/Inspector General

SUBJECT:
OIG Federal Managers’ Financial Integrity Act Input

Your memorandum of August 20, 2003, requested that we identify major deficiencies in management controls that we believe NASA management should address in developing the fiscal year (FY) 2003 Federal Managers' Financial Integrity Act (FMFIA) section of the NASA Performance and Accountability Report.

Office of Management and Budget Circular A-123, “Management Accountability and Control,” provides guidance to assist agencies in meeting FMFIA requirements.  A-123 states, “In identifying and assessing the relative importance of deficiencies, particular attention should be paid to the views of the agency IG.”  The determination and classification of weaknesses is a management responsibility.  To assist management in making this determination, we have identified material weaknesses, other weaknesses in management controls, and other management challenges using the following definitions:

· Material Weakness (MW):  a deficiency in management controls significant enough to be reported outside NASA.


· Other Weakness (OW):  a deficiency in management controls that should be reported and monitored internally.  These weaknesses may be reported to management as part of our input to the FY 2003 combined Performance and Accountability Report.


· Management Challenge (MC):  OIG concern about a management issue.   The body of work of the OIG is insufficient to affirm that there are serious systemic management control weaknesses in this area.  We will continue to monitor these challenges and may report them under the Performance and Accountability Report.

An index of weaknesses and challenges is as follows:  

	Deficiency
	Category
	Enclosure

Page

	
	
	

	Information Technology Security
	MW
	1

	Launch Vehicles, Space Shuttle
	MW
	5

	International Space Station Program Management
	MW
	5

	Contractor Held Property
	OW
	6

	Financial Management Systems
	OW
	6

	Full-Cost Management
	OW
	7

	Open OIG Audit Recommendations
	OW
	7

	Launch Vehicles:  Space Launch Initiative
	MC
	8

	Safety and Mission Assurance
	MC
	9

	Procurement
	MC
	10


We have provided information on each weakness and challenge in the enclosure.  In addition, page 12 of the enclosure discusses other issues that do not merit inclusion in one of the categories listed above at this time, but do merit continuing management attention. 

Thank you for the opportunity to provide input to this year's FMFIA process.  If you have any questions concerning our comments, please contact Mr. David Cushing, Assistant Inspector General for Auditing, at 358-2572.

[original signed by]

Robert W. Cobb

Inspector General

Enclosure

cc:

A/Administrator

AD/Deputy Administrator

AA/Chief of Staff

NASA Office of Inspector General

Material Weaknesses, Other Weaknesses, 

Management Challenges, and Other Issues

Information Technology Security (Material Weakness)

NASA’s leadership has implemented several information technology security (ITS) improvements and is now formulating plans to address many of the ITS concerns we have raised in past audits and assessments.  We believe these positive changes should help to improve NASA’s overall ITS posture.  While management has recognized various ITS concerns, many challenges remain.  Accordingly, the ITS program at NASA should be reported as a material weakness for the purposes of the Federal Managers' Financial Integrity Act (FMFIA).  The NASA Office of Inspector General (OIG) will continue to focus audit, assessment, and investigative resources on protecting the Agency’s information assets.  We found recurring significant internal control weaknesses related to ITS, including inadequate:  

· system administrator training
· implementation of host and network security, including wireless networks
· compliance with Federal and NASA ITS requirements
· physical security over IT resources
· IT contingency plan testing and alternate processing facilities

· incident response capability

· control of access to sensitive information

· interpretation of NASA ITS guidance

· ITS performance measures

NASA’s ITS, while improving, needs more effective implementation, monitoring, and enforcement.  As in prior years, we continue to encounter serious policy and procedure deficiencies in the Agency’s ITS program.  Without a strong ITS program, NASA’s mission-critical and other systems may be open to malicious attacks.  We continue to identify and support the arrest and prosecution of individuals who criminally breach NASA’s information systems.  Through our audits, assessments, and submissions in support of the Federal Information Security Management Act (FISMA) and the Performance and Accountability Report, we continue to emphasize that NASA needs to focus significant attention on ITS.

Our audits and assessments continue to identify significant security weaknesses, including noncompliance with Federal and NASA ITS requirements.   Specifically, we examined NASA’s information systems in order to determine whether ITS controls were adequate and in compliance with various Office of Management and Budget (OMB), National Institute for Standards and Technology (NIST), and NASA requirements.  These audits and assessments focused primarily on controls to help protect NASA systems, data, and information from 

unauthorized internal and external access.  In addition, the independent public accountant (IPA) responsible for NASA’s FY 2002 financial statement audit identified several ITS deficiencies relating to the general controls environment over NASA’s IT architecture that processes financial applications.  Preliminary results of the IPA’s FY 2003 financial statement audit have also identified similar ITS deficiencies.  The following examples demonstrate the need to identify ITS as a material weakness:

Training

We continue to find that some system administrators with responsibilities for system security have not received proper technical security training.  We have linked inadequate technical training to security implementation problems in critical NASA systems.  Individuals responsible for security administration must remain current with ever-changing technology.  Without necessary training and knowledge, security administrators may not understand the vulnerabilities in the systems for which they have responsibility and may not be able to effectively secure them.  In addition, we found that many individuals responsible for ITS did not receive training to enable them to properly prepare information system security plans.  Training is important in order to prepare security plans that are up-to-date and contain all required elements to ensure system security.  

Implementation of Host and Network Security

We continue to find inadequate implementation of NASA’s computer security policies in major NASA systems, including mission-critical systems.  Contractor personnel manage most NASA systems with oversight from NASA.  Inadequate security implementation can be attributed to a variety of problems, including unfamiliarity with NASA policy, differing interpretations of policy, inadequate training, and inadequate security tools.  We have recently reported inadequate operating system and database security implementations and the need to strengthen firewall filtering, network monitoring, and other network controls.  
Particularly noteworthy is our ongoing assessment of the use of wireless networks at NASA.  Wireless networks are a versatile and efficient method for transferring data between computer systems.  However, their use has several potential security risks.  Our assessment to date has identified wireless networks in use at NASA that are not adequately secured.  In large part, this was caused by the absence of an Agencywide policy related to wireless network security.  The Agency has agreed to address the lack of policy in this area.

Physical Security

We identified some instances where security personnel allowed individuals to enter controlled areas without proper identification.  Additionally, in some circumstances, terminated personnel retained controlled area access.  Unauthorized individuals with physical access to the controlled area increased the risk of unauthorized system access and damage to the area’s systems and facility.

We also found some workstations left unattended and accessible in mission-critical system environments, with open data files and data displays.  Weak workstation security increased the risk that data could be viewed and compromised by unauthorized personnel without the knowledge of the user assigned to a workstation.    
IT Contingency Plan Testing and Alternate Processing Facilities

We identified numerous systems we believe were not tested in accordance with the intent of NIST guidance governing contingency planning.  IT contingency plan testing would help ensure that the plan will work when needed and that deficiencies are identified and addressed.  Further, we found major NASA systems that did not have alternate facilities that could be used for testing contingency plans or for continuity of operations in the event of a disaster.  Alternate processing facilities should be identified so that critical NASA systems can continue operations or recover quickly in the event of a major disaster.  

Incident Response Capability

NASA has established formal procedures for reporting security incidents for unclassified systems and for sharing information regarding common vulnerabilities.  The procedures require the IT Security Manager at each NASA Center to report most incidents to the NASA Incident Response Center (NASIRC), which provides an Agencywide computer and network systems incident response and coordination capability.   In turn, the NASIRC provides incident information to the Federal Computer Incident Response Center (FedCIRC), which is responsible for coordinating an incident response for Federal and civilian agencies.

We found that NASA Centers were not submitting all required reports on ITS incidents to the NASIRC.  Thus, senior NASA ITS managers lacked incident information on an Agencywide basis, and NASA underreported and incorrectly reported incidents to the FedCIRC.  Additionally, information in the NASIRC incident database was unreliable for a variety of reasons, and the NASIRC could not produce accurate, complete, and meaningful analyses and reports.  NASA addressed all OIG recommendations associated with this evaluation.  We have closed all recommendations with the exception of clarifying ITS incident definition in Agency guidance, which will not be completed until August 2004.

Unauthorized Access to Sensitive Information

There are examples from our ongoing investigations where inadequate ITS, such as weak password controls, resulted in unauthorized access to significant amounts of NASA data that was sensitive but unclassified.  The Agency is aware of the cases and acknowledges that serious compromises have occurred.  

Inconsistencies in Interpretation of NASA IT Security Guidance

On several occasions, we found that security weaknesses may be the result of inconsistent interpretations of NASA ITS guidance by the Centers.   Of particular note was unclear guidance regarding ITS incidents and disaster recovery planning and testing.  We reported that NASA disaster recovery planning and testing guidance did not define testing or describe the extent to which testing of the disaster recovery plan should be conducted.  Without adequate guidance, NASA system managers test their systems to the extent they deem appropriate.   We found that plans for mission-critical systems were sometimes tested less stringently than those for less critical systems.  As a result, we recommended that certain guidance be clarified.  NASA is currently updating and clarifying ITS guidance.

IT Security Performance Measures

We reported that improved performance measures were needed for vulnerability scanning, monitoring security throughout an IT system’s life cycle, ITS plans, and incident response.

When performing vulnerability scanning, certain NASA Centers did not scan and obtain results on all IT systems.  Some Centers adjusted their scanning results for exemptions (known system vulnerabilities that were not corrected because the Center CIO had accepted the risk) and did not report them as required.  As a result, NASA did not have an accurate vulnerability assessment of its networks.

Due to inadequate performance measures for monitoring security throughout an IT system’s life cycle, NASA had limited assurance that its managers had considered specific risks and implemented appropriate controls for each life-cycle phase.

Some IT officials inaccurately reported to the NASA CIO that they had properly accomplished ITS plans for certain systems in accordance with NASA guidelines and OMB requirements.  This decreased the NASA CIO’s ability to effectively monitor and manage the Agency’s ITS program.

NASA has addressed many of our recommendations regarding ITS performance measures and plans to address all remaining recommendations by 2004.

NASA’s Actions and Plans to Address Key IT Security Challenges

NASA is making progress in improving ITS.  The plan to establish a OneNASA governance model includes centralizing certain key security services and establishing a control process to ensure uniformity.  Consolidation activities under the OneNASA architecture should also provide cost reductions.  NASA plans to upgrade and standardize its ITS architecture to provide meaningful and realistic guiding principles and standards to be applied when designing and implementing information services for NASA users.  This is a major step in the right direction.  

Planning is underway to staff an assurance group within the Office of Security Management and Safeguards to validate that NASA ITS policy is being implemented.  Current ITS guidance is being revised for clarity and to address new issues.  NASA continues to deploy its Public Key Infrastructure (PKI) technology to perform encryption between applications on its networks and to resolve infrastructure and technical issues.  This process has been slow.  NASA also plans to enhance system vulnerability scanning and to deploy intrusion detection systems and rapid response capabilities to attempted break-ins. 

NASA has also started a new program that requires all system administrators to be certified.  This should result in the development of a consistent measure of the knowledge of their workforce.  The measure is key to the implementation of appropriate ITS measures.  NASA also plans to expand training to address ITS planning and risk analysis and to mandate various ITS courses for users, managers, and system administrators, as well as specialized courses for ITS personnel.  Plans are also underway to make ITS and risk management a key component of system development activities.  Finally, NASA is making progress in developing metrics for ITS performance and in instituting a comprehensive corrective action program system to prioritize, track, and manage efforts to close security performance gaps and to support FISMA requirements.  Whether all plans come to fruition remains to be seen.  

Launch Vehicles:  Space Shuttle (Material Weakness)

The Columbia Accident Investigation Board (CAIB) report contains numerous and significant findings, recommendations, and observations on the Shuttle Program.  The report, among other things, reflects serious cultural, organizational, and programmatic deficiencies impacting the safety and effectiveness of shuttle operations.  Implementation of the recommendations will require extensive effort by the Agency.  NASA established a Return To Flight (RFT) Planning Team to help the Shuttle Program plan and implement the CAIB recommendations.  Also, the Administrator established a RTF Task Group to assess NASA’s actions to implement the CAIB recommendations as they pertain to the safety and operational readiness of STS-114.   

NASA has substantial work to perform to address concerns raised by the CAIB.  In light of the loss of the Columbia and the critical and massive undertaking required to safely return the Shuttle fleet to flight, the Internal Control Council should recognize these concerns as a material weakness.

International Space Station Program Management (Material Weakness)

The Agency has taken positive steps to address cost growth, cost estimating, and program management and has developed success criteria for restoring confidence in NASA’s ability to manage the International Space Station (ISS) program.  In June 2003, NASA issued a letter to the Office of Management and Budget (OMB) explaining how the Agency has met the success criteria for ISS cost management.  OMB is preparing a formal response, which NASA believes will allow planning for expanded ISS capabilities.  However, the uncertainties about the affect of the Columbia accident on the ISS program’s schedule and cost, expanded capabilities, and future direction will pose formidable challenges.    

In December 2002, the ISS Management and Cost Evaluation Task Force warned that the February 2004 milestone for ISS core complete was at significant risk, having no margin for additional Shuttle delays.  NASA’s ISS corrective action plan, which was prepared prior to the Columbia accident, does not consider the schedule and cost impact of the Shuttle fleet’s grounding on the ISS Program.  Because the core complete milestone slips farther for each day the Shuttle fleet is grounded, the Program schedule is currently more than a year off track and the cost impact will likely be significant.  
The General Accounting Office (GAO) issued a draft report on August 21, 2003, stating that, while NASA has conducted reassessments and independent reviews of the program in efforts to institute corrective actions that would ensure proper cost controls, difficulties in controlling costs have persisted.  NASA officials stated that it was too soon to determine the magnitude and costs of delayed assembly and implications of the CAIB’s recommendations.  Until the Shuttle return-to-flight date is known, it is difficult to determine how and when potential cost and schedule increases will impact the ISS, or the Agency as a whole.

The Internal Control Council should recognize these realities either in relation to the ISS cost management deficiency or as a separate material weakness.

Contractor-Held Property (Other Weakness)

OMB Bulletin 01-09, “Form and Content of Agency Financial Statements” requires agencies to follow guidance issued by the Federal Accounting Standards Advisory Board (FASAB) when preparing their annual financial statements.  The guidance issued by FASAB requires that information to be complete and free from material misstatement.  NASA’s controls over contractor-held property, plant, and equipment remain weak.  The controls do not ensure that information provided for inclusion in the financial statements will be reliable and complete.

Information provided by contractors contains errors and omissions.  NASA’s IPA will likely cite the lack of adequate controls over contractor-held property as a deficiency in the audit of the FY 2003 financial statements.  In June 2003 NASA modified the reporting process.  Beginning with the period ending June 30, 2003, the top 55 contractors are now required to provide information on NASA Property in the Custody of Contractors (NASA Form 1018) on a quarterly basis.  The initial submission of this information has shown mixed results.  Of the 17 contracts selected for interim testing, only 4 reported no problems.  Individual errors greater than $5 million dollars were cited for six contracts.  Cumulative errors greater than $5 million were reported for five contracts, and a lack of supporting documentation was noted on eight contracts. Additionally four contractors missed the initial interim-reporting deadline, and at least one contractor had to resubmit its report to correct errors.

Financial Management Systems (Other Weakness)

During FY 2003 NASA completed its implementation of the Integrated Financial Management (IFM) Program Core Financial Module to replace the 10 different legacy accounting systems.  The Core Financial Module is the backbone of the IFM Program (IFMP).  It consists of a NASA-wide, fully integrated, auditable accounting system that the Agency previously lacked and for which NASA has been criticized.  Implementation of the system was intended, among other things, to eliminate weaknesses identified in prior year financial statement audits.  

The June 30 interim financial statements contained several errors and omissions due to Core Financial Module system problems.  These problems include a lack of transaction codes and inability to record all transactions in the general ledger as they occur.  A lack of transaction codes caused the omission of required supplementary information for the Statement of Budgetary Resources, an incorrect allocation of expenses between Federal and non-Federal on the Balance Sheet and the Statement of Net Cost, and omission of information on trading partners.  Additionally, system restrictions prevent costs in excess of obligations to be recorded in the general ledger (until funding is provided) and downward adjustments of previously recorded costs.  NASA financial managers had not immediately recorded $245 million of costs into the general ledger.  This occurred because the system does not automatically require an increase in obligations to cover costs that are incurred (billed).   Instead, the system records partial costs up to the amount of the obligation.  Costs incurred in excess of obligations are “warehoused” until funding is provided.  As a result the general ledger is misstated until manual entries are made to record these costs.

Also, on the June 30, 2003 financial statements there were $222 million of excess costs recorded into the general ledger.  This occurred because the system requires a manual downward adjustment of costs when the actual billed costs are less than costs previously estimated and recorded.  The general ledger is misstated until a manual entry is made to record this amount.

Full Cost Management (Other Weakness)

The objective of Full Cost Management is to establish the true mission costs of programs and activities, thereby enabling NASA managers and other users of financial information to make more reliable business decisions when performing critical work with fewer resources.  NASA plans to use the IFM Program to implement and operate full cost management.

NASA has not yet implemented full cost management.  Although NASA has implemented the Core Financial module, the IFM Program Budget Formulation Module must also be fully implemented.  This is scheduled for completion in February 2004. Until then, NASA will continue to use alternative, and sometimes ineffective, procedures to fully account for its programs, provide information to managers, and support the financial statement audit.

Launch Vehicles:  Space Launch Initiative (Management Challenge) 

NASA restructured the Space Launch Initiative (SLI) in November 2002, replacing the 2nd Generation Reusable Launch Vehicle (RLV) Program with the Orbital Space Plane (OSP) and the Next Generation Launch Vehicle (NGLV) Programs.  In light of the Columbia accident, the Administrator instructed the Agency to accelerate development of the OSP and to have a vehicle ready to send to the ISS by 2008 to serve as a crew rescue vehicle.  We recently completed an audit of SLI.  Although the 2nd Generation RLV Program was terminated during our audit, we issued a management letter to relate cost estimating and risk management concerns that we identified prior to the restructure.  Specifically, we found:

· NASA did not include contractor general and administrative costs, contractor fee, funding reserve, and Headquarters and Center assessment for program management support costs in its cost estimate for program formulation that would have resulted in an additional $2.1 billion in costs.

· The 2nd Generation RLV Program office had not effectively implemented a continuous risk management process.

These concerns are similar to those GAO and the OIG have identified in prior NASA programs.  The Agency’s experiences on the 2nd Generation RLV Program should provide “lessons learned” for future programs.  For successful development of the OSP, NASA needs to produce reliable cost estimates; seek adequate program funding; and develop and demonstrate, on a tight schedule, new technologies that meet all the requirements of safe human spaceflight.  

Open OIG Audit Recommendations (Other Weakness)

NASA management and the OIG have worked together to significantly reduce the number of open and unresolved OIG recommendations.  In November 2001, there were 495 open OIG recommendations, of which 73 were unresolved.  By September 2003, the number of open recommendations had been reduced to 158; currently there are no unresolved recommendations.

As part of the process to reduce the number of open recommendations, NASA management and the OIG developed new procedures for dealing with expired recommendations (recommendations on which the estimated date of completion has passed but corrective action is incomplete).  Under the process, organizations to whom the recommendations are addressed request extensions through the Management Assessment Division (Code JM).  Code JM sends these requests to the Deputy Administrator for approval, and subsequently to the OIG for concurrence.  In addition, the OIG provides a weekly listing of expired recommendations and works with management to reconcile recommendation data in the OIG and Code JM’s respective systems.  

Despite the above efforts, expired recommendations remain a concern since some organizations have not made timely requests for extension.  As of September 12, 2003, 18 recommendations had expired.  For all 18, the recommendation addressees have not requested extension dates.  Seven of the 18 recommendations are addressed to the Office of Security Management and Safeguards.  Five of the 18 recommendations are addressed to the Chief Information Officer.  Over the past several months, these two organizations have been responsible for many of the expired recommendations.  Also, by October 31, 2003, an additional 40 recommendations will expire.

Pursuant to a new procedure, extension requests for expired recommendations received by Code JM will be forwarded to the OIG.  Each month, the Inspector General and Deputy Administrator will review the listing of all expired recommendations and mutually approve extension requests.  This increased visibility and attention should help to reduce the number of expired recommendations.

Safety and Mission Assurance (Management Challenge)

As a result of the tragic loss of the Space Shuttle Columbia and its crew on February 1, 2003, the importance of having an effective Agency-wide safety program was further emphasized by the CAIB in its August 2003 Final Report of its investigation of the cause of the Columbia accident.  The CAIB stated that: 

Cultural traits and organizational practices detrimental to safety were allowed to develop, including: reliance on past success as a substitute for sound engineering practices (such as testing to understand why systems were not performing in accordance with requirements); organizational barriers that prevented effective communication of critical safety information and stifled professional differences of opinion; lack of integrated management across program elements; and the evolution of an informal chain of command and decision-making processes that operated outside the organizations rules. 

This report discusses the attributes of an organization that could more safely and reliably operate the inherently risky Space Shuttle, but does not provide a detailed organizational prescription. Among those attributes are: a robust and in-dependent program technical authority that has complete control over specifications and requirements, and waivers to them; an independent safety assurance organization with line authority over all levels of safety oversight; and an organizational culture that reflects the best characteristics of a learning organization. 
In response to the CAIB’s findings and recommendations, the Administrator announced the establishment of the NASA Engineering and Safety Center (NESC) at the Langley Research Center.  However, the specific roles and responsibilities of the NESC are not yet firmly established, and the NESC relationship to the CAIB-recommended “independent Technical Engineering Authority” is pending definition.  NASA must still further improve its safety practices in all areas relating to human space flight, and safety will always be a significant challenge for the Agency.  

We have recently identified the following issues, which indicate management control weaknesses in the safety area:

· In an on-going audit of Stennis Space Center (Stennis) pressure systems, we identified that the Center was not properly managing its pressure vessels and pressurized systems (PV/S) program.  We found that the Center had not followed NASA requirements and guidelines for recertifying, maintaining and repairing, and documenting its PV/S to ensure safe and reliable operation.  Proper management of the PV/S program is important because of the risks associated with the pressurized and volatile contents used in the Center’s aging systems.  At least 175 of Stennis’ 344 operating pressure vessels are more than 35 years old.  Failure to perform adequate recertifications and maintenance and to make needed repairs puts the Center at high risk for system failure that could result in loss of or harm to personnel, flight hardware, and vital test facilities and equipment.  Stennis is taking steps to address its pressure systems management structure and to determine other needed corrective actions.  

· A recent audit of railroad operations involving hazardous commodities at Kennedy Space Center (Kennedy) found inadequate surveillance and safety procedures for the railroad transportation of Space Shuttle Reusable Solid Rocket Motor (RSRM) segments, nitrogen tetroxide, and helium.  We also found inadequate railroad track maintenance and inspection.  While corrective measures were adapted after the various problems occurred or came to light, if the existing surveillance and safety procedures are not enhanced and properly implemented, there is an increased risk of harm to the health and safety of Kennedy and contractor personnel and of damage to critical flight hardware and ground processing facilities.  Management concurred with our recommendations and initiated responsive corrective actions.  

Procurement (Management Challenge)

During FY 2002, NASA procured over $13.3 billion in goods and services to support its program and mission.  The FY 2002 procurement obligations accounted for more than 85 percent of the Agency’s total obligations.  With such a large percentage of the Agency’s budget expended through contracts and other procurement vehicles, effective and efficient procurement practices are critical to NASA’s success in achieving its overall mission.  The CAIB alluded to several concerns regarding NASA contracting, including contract consolidations, award fee provisions, and contractor oversight.

NASA also continues to be challenged in promoting competition in contracting and in improving contract administration.  We continue to see deficiencies in basic management controls to provide reasonable assurance that competition is maximized where practical and justifications for noncompetitive procurements meet regulatory requirements.  Specific control deficiencies included (1) justifications for noncompetitive procurements did not meet the requirements of the Federal Acquisition Regulation and (2) approvals for such procurements were not elevated to the correct management level.  Similarly, we observed breakdowns in NASA’s management controls over the administration of major contracts.  Specifically, control deficiencies included (1) failure to obtain required contracting officer approvals for contract changes, (2) failure to conduct required reviews, (3) inadequate price analyses, and (4) insufficient surveillance of contractor performance.

Competition in Contracting

Competition in contracting is a core value for Federal procurement.  Studies on the use of competitive contracting have concluded that potential savings range from 15 to 50 percent over sole-source contracting.  According to the Administrator of the Office of Federal Procurement Policy, “Competition results in better value and improves performance by bringing viable, responsive, innovative and cost-effective competitors (public and private) to the table.”  Further, NASA’s Competition Requirements Quick Reference Guide states, “The competitive forces of the marketplace can result in lower prices, better products, safe effective performance, and can also provide innovative, commercial solutions to meet NASA’s needs.”  Accordingly, Federal and NASA procurement policies require the use of competition to the fullest extent possible to procure the goods and services necessary to carry out NASA’s mission.  We believe that NASA could save substantial dollars through more use of competition in its contracting and by ensuring maximum competition by its prime contractors.  Audit and reviews we performed this year found several instances where competition was not pursued and the lack of competition was not adequately justified.  For example:

· Three NASA support service contractors did not obtain adequate competition for 13 (59 percent) of 22 subcontracts awarded and did not adequately justify the lack of competition.

· Two NASA prime contractors awarded 10 (about 48 percent) of 21 subcontracts noncompetitively without adequately justifying the lack of competition.

· At 2 NASA Centers, 5 (about 24 percent) of 21 sole-source and limited competition contract actions citing the urgency exception were not adequately justified in accordance with the Federal Acquisition Regulation or NASA requirements.

Contract Administration

Contract administration is critical to ensure that NASA receives the goods and services it contracts for and to hold contractors accountable for adequate performance.  GAO has repeatedly cited NASA on its need to improve the management of contracts.  In its January 2003 report on major management challenges and program risks for NASA, the GAO stated “for years, it [NASA] has been unable to oversee contracts effectively, principally because it lacked accurate and reliable information on contract spending and it placed little emphasis on end results, product performance, and cost control.”  NASA also faces increased contract oversight and accountability issues as it continues to outsource activities and increase its reliance on contractors.

OIG audits and investigations continue to find weaknesses in contract administration.  For example:

· NASA Contracting Officers had not adequately reviewed the prices of products for reasonableness and consistency with current market prices.  Further, NASA may have opportunities for volume discounts when purchasing catalog products.

· Investigations conducted or concluded during the year identified numerous fraudulent actions that involved NASA contracts.  The actions included false claims, counterfeit parts, improper repairs, false certifications, and kickback schemes.  For example, a major contractor agreed to pay $111.2 million (approximately $11 million of which was returned to and attributable to NASA) to settle false claim charges for five separate schemes to mischarge costs on contracts, resulting in increased costs to the Government.  The NASA contracts involved NASA Headquarters, four NASA Centers, and the Jet Propulsion Laboratory.  Another major contractor paid $7.1 million to settle a dispute regarding alleged false claims for facilities lease costs under NASA contracts.  Other investigations involved a contractor that provided the Agency counterfeit electrical contacts and another contractor that improperly repaired and certified work on parts for combustion chambers and other flight critical parts.  Another investigation found a contractor had falsely certified flight safety critical components that were sold to NASA.  Finally, one contractor provided kickbacks for Government graphics and printing contracts.  

Excessive Contract Costs

Recent Congressional action has raised concerns regarding potential excessive costs in NASA contracts.  The concerns address contract provisions requiring NASA to pay for cost overruns and/or costs realized due to program delays.  Further, the CAIB report also discusses several contract cost issues regarding the Space Shuttle contractor.  NASA may need to review the contract provisions in its shuttle contract, support contractors, and other NASA enterprise contracts to ensure contract costs are effectively managed.

Other Issues

The following issues are areas that, at this time, the OIG does not consider to be a material weakness, other weakness, or management challenge.  However, they merit continuing management attention.

Physical Security

NASA has taken significant steps to improve security, including FY 2002 and 2003 allocations to Headquarters and field Centers totaling over $120 million in supplemental funding for physical security enhancements.  Implementation of a new, NASA-wide badge and technology for physical access by civil servants, contractors, and foreign nationals is underway and is planned for completion by 2005.  Access control will be accomplished at various levels with several technologies within the new NASA badge; including biometrics, computer chips, bar codes, magnetic stripes, and others, depending on level of access, need, and IT considerations.

Our work has identified the following areas where security policies and controls can be improved: 

· In an FY 2000 audit, we found that controls over access to NASA facilities by foreign national visitors need to be strengthened and uniformly applied on an Agencywide basis.  We made recommendations to establish NASA-wide requirements and procedures for obtaining background checks, escorting, and badging of foreign national visitors.  Although the Agency accepted our recommendations, we continue to await confirmation that agreed-upon corrective actions have been taken.  Specifically, NASA has not implemented the revised NPG 1620.1C, “Security Procedures and Guidelines,” which contains improved policies and procedures for managing foreign national visitors at NASA facilities.  

· Under the agency’s Mission Critical Space System Personnel Reliability Program (PRP), NASA and contractor employees in mission critical positions or those requiring unescorted access to mission critical space systems areas must be investigated and found to be reliable.  Our ongoing audit of NASA’s Implementation of the PRP identified that NASA has not fully implemented the program at the Lyndon B. Johnson Space Center (Johnson), Kennedy and Stennis.  The audit identified a conflict in regulations and policies as to which NASA office is responsible for PRP policy and oversight.  In addition, Johnson and Kennedy have not officially designated mission-critical space systems areas or mission-critical positions, Stennis has not implemented PRP, and Johnson has a significant backlog of persons to be investigated (who have been granted access on an interim basis).  Inappropriate unescorted access to mission critical areas or the inadequate investigations could compromise the safety and security of NASA and contractor personnel, programs, and assets.

Software Management

Independent verification and validation (IV&V) is a critical management control that helps ensure the safety, quality, and reliability of NASA’s software.  In a recent audit report, we found that NASA lacked assurance that it adequately assessed all applicable software development projects to determine the appropriate level of IV&V.  Existing management controls were not sufficient to ensure that Centers’ software development projects would be reviewed by the NASA IV&V facility.  Without adequate assessments, some mission-critical projects may not receive needed software reliability assurance and, therefore, the safety, quality, and reliability of NASA’s scientific missions may be compromised.

We recommended that NASA establish a process that provides the NASA IV&V Facility, on a recurring basis, a complete and accurate list of the Agency’s programs and projects; and that the IV&V Facility initiates actions to ensure the programs and projects identified comply with NASA’s software IV&V policy.  Corrective actions are still in process.

Human Capital 

NASA is undertaking initiatives to reshape and strengthen its work force, including developing a strategic human capital plan and Agency-wide work force planning and analysis system.  These internal planning and analytic controls are not yet fully implemented.  Additionally, NASA has legislation pending aimed at providing the Agency with tools and authorities to facilitate efforts in recruiting and retaining skilled personnel.

These are positive steps that have helped NASA moved from “red” to “yellow” on the OMB scorecard.  However, NASA still faces key human capital challenges requiring ongoing focus and creativity.  NASA managers apparently continue to have difficulty hiring personnel with the experience needed to address key programmatic areas.  The CAIB report also emphasized the need for an Agency-wide strategy for leadership and management training that provides a more consistent and integrated approach to career development.  Continued attention to implementing appropriate controls, particularly planning and analytic controls, as well as developing a standardized agency-wide career planning process, will mitigate the NASA human capital dilemma over time.

NASA Facilities

NASA owns over 5,400 buildings and other structures and over 100,000 acres of land.  Many facilities are aging and funding has not been sufficient to keep them in good repair.  To address these issues, NASA formed a Facilities Tiger Team.  The Team determined that the current condition of NASA facilities is poor and deteriorating and that the current process for funding facility construction, maintenance, and repair needs improvement.  

The Team made recommendations to improve the funding process for facilities management.  The Team also recommended that an analysis be performed to compare NASA program and mission requirements to existing real property to identify opportunities for consolidations, facility disposals, and other facility uses.  NASA has contracted with the Staubach Company to develop a real property business plan for the Agency.  The plan lists numerous opportunities for NASA to improve the management of its facilities and land.

Implementation of the Facilities Tiger Team recommendations and serious consideration of the opportunities identified by the Staubach Company are important steps in ensuring that adequate facilities exist to meet Agency needs.
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