Internal Control Council (ICC) Decision Meeting Minutes

November 5, 2002

Opening Statement

Mr. Gregory, Chair of the Agency ICC, opened the Annual Decision Meeting and welcomed Ms. Gwendolyn Brown, the new Deputy Chief Financial Officer (CFO) who has joined NASA from the Department of Defense (DOD).  Mr. Gregory explained that the purpose of this annual meeting is the group’s determination of what management control deficiencies are being effectively corrected and which ones need more attention.  The outcome of the meeting should be the Council’s recommendations on major deficiencies for the Administrator’s final decision on reporting to OMB.  

Annual ICC Decision Process

Mr. Sutton, Assistant Administrator for Management Systems, spoke as Functional Lead for NASA Management Controls.  He summarized the Annual ICC decision-making process as a management activity that has changed over many years since the Federal Managers’ Financial Integrity Act of 1982 (FMFIA).  We have more latitude in defining management control terms; in fact, material weakness (MW) will be redefined.  For the past year we have consistently used the current definition for MW, and that definition will apply for the 2002 decision process.  Significant areas of management concern will not be reported outside Agency – this is a major change made by senior management.  We will combine the definitions for Significant Area of Management Concern and Potentially Major Vulnerabilities for internal tracking at quarterly progress meetings.  We invite the Inspector General (IG) and others to help us in redefining key terms.  Mr. Sutton concluded with summarizing the Agenda items.

Annual Summaries of Major Deficiencies

Internal Space Station (ISS)

Mr. Sofge, Chief of Staff, Headquarters Space Station Office (Code M-1) presented the briefing on the ISS.  Mr. Sofge summarized the ISS Program status as of November 2002 versus November 2001, when the ICC assigned the category of material weakness to the identified significant deficiency.  Key actions to address the ISS material weakness include the new management structure, new reporting structure with a research focus, implementation of improved contract consolidation strategy, development of life cycle technical baseline to manage total cost and schedule, completion of ISS internal and independent cost estimates that range between 10-15% of each other.  Mr. Sofge concluded that significant progress has been demonstrated.  The Office of Space Flight recommends downgrading its material weakness to a lower level that will be continually monitored until intended results are fully demonstrated.

Mr. Gregory asked about assessments made on the basis of last year’s independent evaluation team led by Mr. Thomas Young.  Mr. Sofge answered that in a recent meeting with Mr. Young, 9 of the 12 assessment recommendations met with Mr. Young’s approval and his overall rating of corrective actions was good.  

Mr. Gregory clarified to the Council that the Agency has chosen not to have a separate Associate Administrator for ISS despite Mr. Young’s disagreement.  The Chair repeated that it is incumbent on the ICC to recommend external reporting of a material weakness.    The Deputy General Counsel and Mr. Ciganer, Special Assistant to the Administrator for Financial Management, recommended delay of a decision on ISS until issuance of the “Young Report.”  Parts of the CAP are not yet implemented, but lack of cohesion across the board is not implied.

Mr. Sutton clarified that this year’s report will have to justify any material weakness downgrade or upgrade of an identified deficiency, but in the future we will limit external reporting to material weaknesses and internally track second and/or third tier Agency deficiencies.  Mr. Cobb, the NASA Inspector General, repeated his concern for a timetable of demonstrated results, but the view of the ISS progress as a continuum of results prevailed.  The Chair accepted the opinion to recommend lowering the deficiency level from material to significant.

CONCLUSION: ISS – SIGNIFICANT AREA OF MANAGEMENT CONCERN 

IT Security

Ms. Dunnington, Deputy Chief Information Officer (CIO) & CIO Chief of Staff from Code AO, briefed the Council on the status of IT Security.  She began with the Corrective Action Plan focus on 10 priorities for improved controls, 3 of which are in classified areas.  The classified security areas are being closely worked with Mr. Saleeba, Assistant Administrator for Security Management and Safeguards (Code X), who has the lead responsibility for protection of classified information.  

Mr. Cobb questioned if the overall IT Security environment is suspect.  He reminded the ICC of the seriousness of the International Traffic in Arms Control (ITAR) incident of July 2002, which Mr. Strassmann, NASA CIO (Acting), has aggressively moved to correct.  Mr. Cobb acknowledged the amount of attention by the CIO Office to new security measures but is not convinced that plans are being implemented.  The Deputy CIO stated that the ITAR issue was fixed.  OMB has recognized NASA leadership in many areas of IT Security.  In fact, NASA now ranks 3rd among Federal agencies in its IT Security Program.  Many open audits on IT Security areas have been closed in the last 2 months.  The Deputy CIO reiterated the position that IT Security is a Significant Area of Management Concern but not a Material Weakness.  

Mr. Gregory questioned if the issue of approving authority is high or low.  Mr. Cobb said that at this point in time, he has merely a small snapshot of NASA’s overall vulnerability with regard to approval authority.  Mr. Gregory concluded the discussion with recommending the continuation of IT Security as a Significant Area of Management Concern, but the CIO Office has one quarter to demonstrate progress on its Corrective Action Plan.

CONCLUSION: IT SECURITY – SIGNIFICANT AREA OF MANAGEMENT CONCERN

Financial Management

Mr. Blair briefed the Council with the annual assessment of the IFM deficiency.  He stated that two NASA Centers have completed the action to implement the IFM core financial component.  The implementation schedule requires completion of phase 2 in February 2003 and phase 3 in June.  He recommended that the deficiency remain open as a Significant Area of Management Concern for continued attention by the ICC in 2003.

Mr. Cobb expressed his concern over the management challenge presented by the strategy to roll out the old systems with the new IFM.  PwC’s disclaimer to last year’s financial statement leads to another issue for this year’s statement.  NASA property is not tracked yet in the IFM system.  Mr. Ciganer explained that contractor held property is a bigger problem than NASA owned property.  The Agency is 2 years away from implementing the full asset management (physical property) component of IFM.  The CFO Office is working closely with the Office of Management Systems to get a grip on the issue of contractor held property.  Hopefully, next year, a significant audit of the Jet Propulsion Laboratory (JPL) will yield insight into the magnitude of the contractor held property issue.  Mr. Sutton asserted that NASA standards for contractor held property are rate higher than many other government agencies.  Mr. Blair mentioned the issue of missing property.

Mr. Sutton recommended that we carry IFM as a continued area of management concern and add property management to the overall deficiency.  The IG’s issue focuses on the adequacy of NASA controls.  Mr.Blair and Mr. Ciganer agreed that we have very cumbersome controls.  Financial management controls are systemic across government.  Mr. Gregory concluded with designating Financial Management as a continuing Significant Area of Management Concern.

CONCLUSION: FINANCIAL MANAGEMENT – SIGNIFICANT AREA OF MANAGEMENT CONCERN

Cost Estimating and Risk Analysis

The ICC then reviewed the status of the CFO Office deficiency on Cost Estimating and Risk Analysis.  The CFO’s Corrective Action Plan includes financial reserves for tracking significant change to program cost, risk, schedule, and ultimately performance.  Langley Research Center (LaRC) is moving swiftly in hiring cost estimating and risk analysis experts who will focus on solutions to this deficiency.  The soon to be released NASA Procedures and Guidelines (NPG) 7120.5, “NASA Program and Project Management Processes and Requirements,” includes highly needed requirements for the performance of cost estimating throughout the program/project management life cycle from formulation through sustaining engineering and/or conclusion.  The NPG requires both independent and NASA internal cost estimating as a checks and balances measure.

The latest OIG report on cost estimating and risk analysis resulted in no findings on any deficiencies in this area.  Mr. Gregory concluded with recommending use of the IG’s category, Management Challenge, as the ICC’s opinion on this issue.

CONCLUSION: COST ESTIMATING AND RISK ANALYSIS – SIGNIFICANT AREA OF MANAGEMENT CONCERN

Decommissioning of Plum Brook Reactor
Mr. Sutton summarized the state of the Plum Brook deficiency as required to stay on the ICC watch list during 2003.  The Administration’s continuing resolution on government funding could result in an adverse impact on closure of this deficiency.

CONCLUSION: DECOMMISSIONING OF PLUM BROOK REACTOR – SIGNIFICANT AREA OF MANAGEMENT CONCERN

National Environmental Policy Act (NEPA)

Mr. Sutton announced his recommendation that the ICC hold the NEPA deficiency open until NPG 7120.5 is issued.  NEPA will remain on the current watch list.

CONCLUSION: NEPA – SIGNFICANT AREA OF MANAGEMENT CONCERN
Access to NASA Facilities and Technology
Mr. Saleeba announced the implementation of almost all supplemental budget items for security improvements.  NASA has purchased security identification cards, and Marshall Space Flight Center has begun to provide its workforce with new badges.  New retiree cards will replace current retiree badges to prevent incidents of abuse and misuse.  Interns and co-op students will have new identification cards.  Mr. Saleeba continues to work closely with Mr. Strassmann on complex, overlapping issues.  Since NASA-wide implementation of new badges is incomplete, the activity should remain on the ICC watch list.

The issue of technology access was raised at the October progress meeting and again at the annual ICC decision meeting.  Mr. O’Connor confirmed Mr. Saleeba’s earlier clarification that the ITAR security incident was a computer access violation – a technology as opposed to a facility issue.  Smartcards for technology access should be on the ICC watch list for several years.  Mr. Cobb recommended dropping Mr. Saleeba’s deficiency as it is presently named since the CIO should oversee corrections to technology access problems.  The IG repeated his emphasis on the need for evidence to close management challenges.  Other weaknesses, apart from badge violations, make the case for upgrades to various components of physical access security.  Mr. Cobb cited the example of foreign national access and other unfinished business with issues of internal control.  Mr. Sutton asked the Council for a recommendation, a name for the security access deficiency.  Mr. Ciganer recommended leaving the subject as named.  The ICC Chair declared the issue as significant.

CONCLUSION: ACCESS TO NASA FACILITIES AND TECHNOLOGY – SIGNIFICANT AREA OF MANAGEMENT CONCERN
Open Inspector General Recommendations

Mr. Sutton summarized the progress on addressing open IG recommendations, stating that the numbers are way down.  We will never get to zero.  This potentially major vulnerability will continue to be tracked.  The outcome of keeping the pressure on ourselves to pay attention, correct, and close an unmanageable number of OIG recommendations has demonstrated results.  Mr. Sutton and Mr. Cobb agree that the subject should remain on the ICC list for continuing to raise the bar on good management attention to a long-standing problem area and proactive corrections and cooperative work by many employees across the Agency.

CONCLUSION: OPEN IG RECOMMENDATIONS - SIGNIFICANT AREA OF MANAGEMENT CONCERN

NEW ISSUES FOR ICC CONSIDERATION
Mr. Sutton stated that Codes J, Q, AE, and AO met last week to discuss software management as an Agency-wide problem area.  The senior management team asked Code AE to head up a working group.  Software management should be a core competency for NASA employees.  The Chief Engineer will address this matter at the next ICC meeting.

Mr. Cobb raised the possible new issue of the Space Launch Initiative (SLI), which he had brought up at the October progress meeting.  The OIG Accountability Report cites SLI and the Space Shuttle as management challenges.  The Office of Aerospace Technology’s (Code R) concentration is on getting the requirements right; they are vital to the successful outcome of the program.  Code R’s view is that a period of stability is needed to combat the huge flux.  Mr. Sutton agreed that SLI has many complex problems but not necessarily a lack of management controls.  The IG countered that although Level 1 program requirements have been approved, they have not been properly reviewed.  Mr. Henn, Deputy Associate Administrator for Aerospace Technology, recommended that the Agency continue to permit the change processes to work themselves out – with careful management oversight.  Code R and the OIG agree on outstanding open items on SLI, which must be resolved.  Mr. Gregory asked for an examination of the SLI program management structure.  Mr. Sutton remarked that the Program Management Council (PMC) would soon address the organizational framework for SLI program/project management.  The PMC is becoming more assertive on monitoring critical oversight of programs and projects.

The IG raised the possibility of a new issue with NASA procurement at the October ICC progress meeting.  Mr. Luedtke, Assistant Administrator for Procurement, agreed with Mr. Cobb at the last progress meeting that procurement is constantly a management area for scrutiny by external auditors.  Mr. Becker, who represented Mr. Luedtke at the ICC Decision Meeting, commented that the statistics on procurement deficiencies look bad, but the recovery rate of NASA versus DOD in resolving procurement problems is a factor for the ICC to consider.  Also, the ICC should consider the questionable numbers of NASA Contracting Officers versus DCAA auditors.  Mr. Becker pointed out that the very nature of government procurement and contracting is ripe for audit, and the NASA Office of Procurement has improved its many problems thanks to GAO and OIG evaluations.

The meeting concluded with the determination that new issues raised – Safety and Mission Assurance, Strategic Management of Human Capital, and SLI – are all Management Challenges but not systemic problems across the Agency.  Mr. Sutton stated that Software Management will be added to the ICC watch list as a Significant Area of Management Concern for progress reporting to the ICC in 2003, but the other areas mentioned by the IG will not be tracked except within their oversight organizations.  Mr. Cobb will write his position on Management Challenges for the Performance and Accountability Report.  By December, the Office of Management Systems will provide a future schedule of ICC meetings for 2003.
