EXECUTIVE SUMMARY OF CONTROL DEFICIENCY

November 5, 2002

Control Number:  MW-01-01
Title:    International Space Station  (ISS) Cost Management

Description:   Continued rising cost and cost estimating deficiencies within the ISS Program warranted identification of the program at the level of material weakness.  Cost growth issues are long standing and have been recognized by several external review teams, most recently in the report of the ISS Management and Cost Evaluation (IMCE) Task Force in November 2001.  The IMCE noted much of the cost growth was “a consequence of underestimating cost and a schedule erosion”.  This impact has resulted in technical content reductions to offset higher than expected funding requirements on other work and reduced research capability for the ISS.  The material weakness is in the financial and cost management of the program, as program management in the areas of safety and technical performance continue to be recognized as extraordinary.

Responsible Official: 


Name:
William F. Readdy


Title:  
Associate Administrator for Space Flight

        
Organization:  Office of Space Flight, Code M

Corrective Action Plan (CAP) Schedule


Year Identified: 2000

Year Significance Elevated: 2001

Year Significance Lowered:  N/A



Target Correction Date:  (Sept. 2003) Comprehensive action plan applicable through FY’03


Target Correction Date Change:  N/A


Reason for Change in Target Correction Date: N/A

Year Closed:  N/A

Corrective Action Plan: The ISS Program is committed to restoring fiscal responsibility and is working to achieve high priority ISS objectives within the funding limitations established by the Administration and Congress.  The CAP is formulated into five major focus areas.  The first and most critical area is the prioritization of our research plans, the foundation to base the ISS end-state configuration upon.  The second area is a detailed, single-minded focus on the completion of the U.S. Core Complete configuration.  The third area is the improvement of cost estimating and management activities.  Most notably, a structured, disciplined DOD style independent program cost estimate is being conducted, facilitated by the development of a costable set of ISS requirements.  Initial actions to improve cost estimating ability, institute management efficiencies and refocus staff for maximum accountability and performance area being documented in a FY 2002 Program Management Action Plan.  The program is also implementing a world-class management information system.  The fourth focus area is coordination with our International Partners, which will identify potential growth paths and levels of international involvement.  The fifth focus area is the overall assessment of mission and research operations, as we must not only launch all of the components of the ISS and its research, we must be able to safely operate and sustain those operations.  Operations activities are being carefully assessed to ensure that the required logistics support is available for safe effective operations.  

Reason for Change in CAP:  N/A

Results/Measures for CAP:  Performance against a broad set of quantifiable/qualifiable metrics (agreed to across multiple Codes and the Administrator’s office) will be measured and assessed periodically through FY2003.

Validation Process:  These metrics will be validated externally by reconstituting the above-mentioned IMCE external Task Force. 

 Executive Summary of Control Deficiency

November 5, 2002
Control Number:  SIG-01-01

Title:  Financial Management System
Description:  Because NASA uses individual, nonintegrated systems at Headquarters and its Centers to meet statutory and regulatory reporting requirements; the Agency reports its financial management systems as a significant area of management concern.  While financial management systems are not integrated, compensating policies and procedures have been implemented that provide appropriate assurance regarding the fundamental completeness and integrity of internal accounting and administrative controls related to the financial statements.

Responsible Official:

Name:  John M. Blair

Title:  Director, Financial Management Division

Organization:  Chief Financial Officer, Code B
Corrective Action Plan (CAP) Schedule

Year Identified:  1985

Year Significance Elevated: 
Year Significance Lowered:  1998
Target Correction Date:  2003
Target Correction Date Change:

Reason for Change in Target Correction Date:  

Year Closed:  

Corrective Action Plan:  NASA has made significant strides in implementing a Core Financial System (CFS) using commercial off-the-shelf financial software.  In FY 2001, the design phase for the CFS was completed and implementation at the pilot Center, MSFC, began.  Pilot Center activities will be completed in FY 2003 along with Wave 1 (GRC) implementation (completed 10/02), and the system will be implemented at the remaining Centers in FY 2003.  Until the CFS is in place, NASA will continue to report its financial systems as a significant area of management concern.

Reason for Change in CAP:  N/A
Results/Measures for CAP:  The performance measures that will be used to evaluate whether actions taken have corrected the cause of the deficiency are identified below:

1. Number and nature of differences between SGL balances, subsidiary records, and external sources (i.e., Treasury).

2. Percentage of standardized business processes across NASA centers.

3. Percentage of standardization across the Agency consistent with the ‘Full Cost Initiative Agency wide Implementation Guide’.

4. Percentage of Center-unique financial classification structure elements.

5. Number of crosswalks required from Center to Program-level financial data for Agency reporting.

6. Provide visibility and trace-ability from the Agency summary to the source transaction.
Validation Process:  The following criteria will be used to assess the success of the above performance measures:

1. No irreconcilable differences between SGL balances, subsidiary records, and Treasury.

2. 90% degree of standardization of business processes across all NASA Centers.

3. Enable implementation of Full Cost Accounting principles defined in the Agency wide Implementation Guide, including Service Pools, job order capability, and cost allocation methods.

4. 100% standardization of Agency financial classification structure elements. 

5. 100% elimination of crosswalks from Center to Program-level financial data for Agency reporting.

6. Provide visibility and trace-ability from the Agency summary to the source transaction.

Executive Summary of Control Deficiency

November 5, 2002
Control Number:  SIG-01-02

Title:  Cost Estimating & Risk Analysis
Description:  Most NASA programs have the characteristics of being one-of-a-kind and highly dependent on timely access to leading edge technology.  These characteristics, particularly in the initial stages of formulation and development, militate against having a high confidence in program and project cost estimates and a firm understanding of attendant cost uncertainties.  This is generally acknowledged and understood by decision-makers in the Administration and Congress.  These decision-makers should be equipped, however, with the best available information on project and program estimates and assessed risks as they make funding and policy decisions.  This should include having independent evaluations to complement base-lined estimates.  The availability of such evaluations is vitally important, particularly as the Agency strives to undertake challenging missions in a cost-constrained environment.  Recent performance in this area on highly visible programs indicates that a concerted effort to remedy current shortcomings is urgently needed.

Responsible Official:

Name:  Joseph W. Hamaker

Title:  Director, Cost Analysis Division

Organization:  Chief Financial Officer, Code B
Corrective Action Plan (CAP) Schedule


Year Identified:  2001

Year Significance Elevated:  

Year Significance Lowered:  

Target Correction Date:  2003

Target Correction Date Change:  


Reason for Change in Target Correction Date:  


Year Closed:  

Corrective Action Plan:  The Chief Financial Officer (CFO) will lead the improvement in this key discipline.  Using the Independent Program Assessment Office as a center of competence, the CFO will work with the Enterprises and centers to build expertise in cost estimating.  The Office of the CFO will lead an Agency-wide working group to improve the cost-estimating methodology, competence, and processes used to support and review programs.  The CFO will work to restore sufficient civil service staffing for cost estimating and access to external cost-estimating resources.  In addition to these efforts, aimed at effectively compensating for the loss of skills during downsizing, the Agency will enhance the thoroughness of its decision-making processes to ensure consideration of credible program cost estimating and cost uncertainty analyses in program management and budgeting.

Reason for Change in CAP:  N/A
Results/Measures for CAP:  Establish a Systems and Cost Analysis Office, comprised of five (5) highly skilled Cost Analysts, reporting directly to the CFO.  These professional positions will apply multidisciplinary and interdisciplinary scientific principles and mathematical methods to study and analyze problems of complex systems to provide advice and insight about the probable effects of alternative courses of action.  The work requires the ability to apply quantitative techniques to solve problems or provide alternative solutions for management.  Cost Analyst work involves methods development and assessment, or problem solving.  Cost analysts who develop problem-solving methods are experts on the methods associated with particular class of problems.  They may specialize in one or more areas such as queuing theory, optimization methods, simulation, or artificial intelligence.  They advise other analysts, scientists, or engineers on techniques best suited for analyzing their problems.  Cost Analysis is an advisory function and a structured approach to problem solving.  It is a rigorous process of scientific inquiry and analysis, applied to one-of-a-kind or recurring problems that confront decision makers.  It is the systematic examination and development of alternative courses of action to define and clarify available choices and their advantages and disadvantages.  A key requirement of an cost analyst position will be the ability to work across disciplinary boundaries and to develop multidisciplinary solutions to complex problems.
Validation Process:  Highly-Skilled Cost Analyst’s work will be considered to be technically accurate and is not subject to technical review by the CFO.  Review will be limited to administrative matters and the effect of the work on policy decisions.  Because projects typically will be of broad scope, of great importance, or controversial, the need to negotiate, compromise, persuade, and influence key officials will be great.  These cost analysts will represent the CFO at conferences, meetings, and presentations.  They are expected to present and defend the CFO's position on certain issues and may be delegated authority to commit the organization to a particular course of action or to undertake additional work.

EXECUTIVE SUMMARY OF CONTROL DEFICIENCY
November 5, 2002

Control Number:  SIG-01-03

Title: Decommissioning of Plum Brook Reactor Facility  

Description:  The Decommissioning of the Plum Brook Reactor Facility is a significant area of concern until the Nuclear Regulatory Commission (NRC) approves NASA’s decommissioning plan.  Under NRC regulations NASA is terminating its license through decommissioning by 2007.  The decommissioning of the nuclear reactors is one of NASA’s highest environmental priorities.  The complex planning and execution involve multiple organizations and authorities in both the public and private sector.  Further, the radioactive disposal site closes in 2008. 
Responsible Official:

Name:  Jeffrey E. Sutton
Title:  Assistant Administrator for Management Systems
Organization:  Office of Management Systems 
Corrective Action Plan (CAP) Schedule


Year Identified:  1998 


Year Significance Elevated: 
Year Significance Lowered:  2002 – recommend change to “Potentially Major Vulnerability.”

Target Correction Date:  2003

Target Correction Date Change:  

Reason for Change in Target Correction Date:  NRC review of funding profile and schedule.  


Year Closed:  

Corrective Action Plan:  NASA submitted a decommissioning plan to the NRC in December 1999.  The NRC approved NASA’s plan on March 20, 2002.   Funding to complete this project has been approved in NASA’s 5 Year Plan.  Mr. Sutton met with the Chief Engineer, Theron Bradley, to clarify that the decommissioning project has a contract in place with the Barnwell disposal site.  This discussion satisfied the Chief Engineer’s concerns.

There is a potential for significant revisions to the plan’s funding profile, caused by the continuing absence of an FY03 appropriation from Congress.  The resulting revised schedule may subject the plan to another NRC review.  Financial assurance regulations apply to the Federal government (NUREG-1628, section 10.8).  NASA’s approved plan includes an “Estimated Cost for Decommissioning the PBRF” (Appendix D), as required by 10 CFR 50.75 (f)(3) and (4), for assurance that “funds will be available when needed to cover the cost of decommissioning.”  The approved plan contains an estimated cost for decommissioning and a funding profile by fiscal year.  Changes to the funding profile and the resulting revised schedule would subject the plan to another NRC review concerning NASA’s “financial assurance” commitment.

Recommend the status “Decommissioning of the Plum Brook Reactor Facility” status be reduced to “Potentially Major Vulnerability.” 
Reason for Change in CAP:  The NRC may review the plan’s revised funding profile and revised schedule, and this could jeopardize the plan’s current “approved” status. 
Results/Measures for CAP:  

1) Required result is the NRC’s approval of NASA’s decommissioning plan.   This approval occurred on March 20, 2002.

2) NRC’s continued (implicit or explicit) approval of plan with changes to funding profile and schedule. 

Validation Process:  External review by NRC of NASA’s decommissioning plan is the validation process.
EXECUTIVE SUMMARY OF CONTROL DEFICIENCY

November 5, 2002

Control Number:  SIG-01-04
Title:  National Environmental Policy Act (NEPA)

Description:  NEPA requires integration of: a) environmental quality with NASA’s primary mission and 

b) environmental review milestones with major NASA decision points.  The IG recommended strengthening management controls to ensure greater visibility and more consistent implementation of the NEPA process and made 9 specific recommendations (several with multiple components) summarized as:

1. Expediting update of NASA NEPA implementing procedures and explanatory guidance, 

2. Integrating NEPA requirements and status checks into NASA decisionmaking processes,

3. Correcting deficiencies in 13 specific programs and projects, and 

4. Implementing NEPA training for managers.

These deficiencies could: a) delay, diminish, or preclude missions and related facilities projects, and b) shift staff resources and budget to completing consultation with other agencies and responding to public controversy, heightened Congressional interest, and litigation.

Responsible Official


Name:  Olga M. Dominguez


Title:
Director, Environmental Management Division


Organization:  Office of Management Systems, Code J
Corrective Action Plan (CAP) Schedule


Year Identified:  2000; significant


Year Significance Elevated:  Not applicable.


Year Significance Lowered:  Not applicable.


Target Correction Date:  #7 (9/30/02); #8 (3/31/2002)


Target Correction Date Change:  #8 (10/7/2002)


Year Closed:  2002

Reason for Change in Target Correction Date(s):  #7--NPG 8820 redrafted to emphasize environmental requirements was pending entry into NODIS; #8—Information memo updated to reflect Freedom to Manage guidelines was pending final approval.

Corrective Action Plan (CAP):  In response to the IG’s detailed recommendations, Code JE has:  

1. Initiated rulemaking to update NASA NEPA implementing procedures (14 CFR subpart 1216.3) and issued revised explanatory guidance (NPG 8580), 

2. Integrated NEPA requirements into the Non-Advocate Review (NAR), Program Management Council reviews, NPG 7120.5C (mission) (draft), and NPG 8820.2B (facilities) (draft in NODIS review and comment stage of NODIS), 

3. Corrected deficiencies in NEPA compliance for the set of projects identified by the IG.  Closure was pending issuance of a memo clarifying the process for determining when a proposed facility project is major (and subject to an Environmental Assessment) or minor (and eligible for a Categorical Exclusion).  Issued revised memo to reflect Freedom to Manage requirements on October 3, 2002.

4. Provided training to several Centers and HQ.  Actively seeking additional funding from Code FTT.

Reason for Change in CAP:  No change proposed.
Results/Measures for CAP:  

Code JE has a) deployed a module within the NASA Environmental Tracking System (NETS) to track the status of NEPA compliance and associated documents for programs and projects that trigger an Environmental Assessment or Environmental Impact Statement, and b) asked Academic Grants, Budget, Facilities and each Enterprise each year to provide a list of planned programs and projects.  These organizational elements have designated “NEPA Document Managers.”
Validation Process:  The NETS NEPA module facilitates reporting and sampling for quality review.  The triennial Center Environmental Function Reviews has been revised to include a review of NEPA compliance checks (for example, of the NEPA status check recently incorporated into the NAR process).
EXECUTIVE SUMMARY OF CONTROL DEFICIENCY
November 5, 2002

Control Number:  SIG-01-05

Title: Information Technology (IT) Security
Description: Information Technology Security continues to be a significant area of concern.  There have been a many improvements in this area such as: IT security training, number of IT security plans for systems, and a decreasing ratio of vulnerabilities to number of systems scanned. NASA improved a full grade between FY2000 and FY2001 according to the Horn Report. Also NASA was honored for completing the E-Government security program that enables secure email messaging across Agencies. 

Although the IT hacking attempts are increasing, the penetrations into NASA systems are decreasing. The IT security neighborhood is worsening, but NASA controls are stronger.  A hostile external environment does not justify designating a functional or programmatic area as a management control weakness per the FMFIA.  The CIO has taken the appropriate steps to deal with the worsening external environment. 

IT security is an area requiring long-term attention but does not necessarily require reporting outside the Agency.  The CIO is moving the bar higher for better performance every year. Both the IG and CIO agreed that they are working together and tracking progress on identified deficiencies, trends, and projected problems.

Responsible Official: 

Name:  Paul A. Strassmann

Title:  Chief Information Officer (Acting)

Organization:  Office of the Chief Information Officer, Code AO
Corrective Action Plan (CAP) Schedule


Year Identified:  2000 

Year Significance Elevated: 

Year Significance Lowered:  

Target Correction Date: 2004

Target Correction Date Change: 


Reason for Change in Target Correction Date:  

Year Closed:  
Corrective Action Plan: The NASA web-based GISRA Plan Of Action and Milestones (POA&M) Tracking and Reporting System (GPTRS) is a wide ranging corrective action system that covers areas of weakness identified at both the Center and system level by the OIG such as: decentralized management structure, disaster recovery, performance measures, training, incident reporting, PKI implementation, IT security acquisitions, IT security plans, internal and external system interdependencies as part of critical infrastructure, and capital asset planning. The NASA Centers use the system to monitor and update their system weaknesses. The NASA CIO is correcting the identified inadequacies.

Reason for Change in CAP: OMB requires the identification of weaknesses and establishment of corrective action plans for all Agency information systems on an annual basis.

Results/Measures for CAP:  The NASA IT security program is managed by means of metrics. The GISRA POA&M involves metrics in key areas such as: IT security awareness and training (all employees, NASA managers, line managers authorizing systems, system administrators, CIOs and Deputy CIOs, and Center IT security managers and deputies); vulnerability reduction; monitoring, reporting, and response to incidents; authentication and access control; and policy and procedures.

Validation Process:  Validation is currently based on the results of IG audits and inspections and through the quarterly reporting process. The results of IT security metrics help to verify and validate improvements and identify areas of improvement. 

EXECUTIVE SUMMARY OF CONTROL DEFICIENCY
November 5, 2002

Control Number:  SIG-01-06
Title:  Access to NASA Facilities and Technology

Description:  NASA’s current badging system and policy must be revamped in order to ensure that only authorized persons gain access to NASA facilities. 

Responsible Official:  David A. Saleeba, Assistant Administrator, Office of Security Management & Safeguards
Corrective Action Plan (CAP) Schedule


Year Identified:  2001


Year Significance Elevated:  2001


Year Significance Lowered:  

Target Correction Date:   2004

Target Correction Date Change:   N/A


Reason for Change in Target Correction Date:   N/A


Year Closed:  

Corrective Action Plan: 

· Standardize the NASA access identification badge – In 04-02, Code X procured the services of SPAWAR, (Department of the Navy) to conduct a study of the NASA badging system, and access control systems within a 6-month timeframe.  The goal is to have one badge system Agencywide, wherein all NASA facilities would use one proximity/smart card with standard size, color, font, numbering, and graphics.  The ultimate goal of a 1-badge system is to deter counterfeiting and prohibit unauthorized individuals (anyone other than current NASA employees/contractors) from freely accessing NASA facilities.

Status:
· Code X, in cooperation with NASA’s Office of the CIO (Code AO) has funded the first phase of the One NASA Smart Card badge access program.

· Current estimates are that all NASA civil servant employees should be badged with the new design and technology by June 2003, beginning with MSFC this January.  Approximately 18 months from that date we hope to finish badging all contract employees.

· The issue of appropriate control of foreign national employees and contractors is addressed both within the new badging system and with Code I in the Foreign National Tracking System (formerly known as the IVANS)  

· Access control will be accomplished at various levels with several technologies within the new NASA badge; including biometrics, computer chips, bar codes, magnetic stripes, and others, depending on level of access, need, and IT considerations.

· Code X and Code AO are working diligently through GSA to accomplish this goal and a plan is not only in place, but being executed as well as adjusted as the need arises and new technologies avail themselves.

· New retiree identification procedures have been approved and are being executed; replaces retiree badge with a wallet ID card to facilitate recognition and obtain temporary Visitor Pass.

· This “deficiency” should no longer be considered “a significant area of concern,” as it is being aggressively addressed and corrected on at least three fronts.
· Attached is new OneNASA badge designs to address various workers missions.
EXECUTIVE SUMMARY OF CONTROL DEFICIENCY
NOVEMBER 5, 2002
Control Number:  PMV-02-01
Title:  Open OIG Recommendations 
Description:  There were approximately 76 open OIG recommendations in December 1998; by January 2002, that number peaked at 453.  Recognizing this as unmanageable, the Agency declared open OIG recommendations a Potentially Major Vulnerability.  Significant work by both the OIG and NASA management has resulted in a dramatic decrease in the number of open OIG final report recommendations; as of October 30, 2002, there are 240.
Responsible Official:  
Name:  John Werner
Title:  Director, Management Assessment Division
Organization:  Office of Management Systems, Code J
Corrective Action Plan (CAP) Schedule
Year Identified:  2002 (Identified as a Potentially Major Vulnerability at 5/21/02
                                       ICC meeting))

Year Significance Elevated:  

Year Significance Lowered:  

Target Correction Date:  November 2002 (ICC Meeting)

Target Correction Date Change:  

Reason for Change in Target Correction Date:  

Year Closed:  
Corrective Action Plan:  Code J will work with the OIG to identify and reconcile all open recommendations.  Code J will focus first on unresolved OIG recommendations by scheduling meetings with the Audit Followup Official for final management decisions.  The next focus will be on those recommendations open over one year.  Code J will alert HQ and Center Audit Liaison Representatives of the status of all open recommendations and request that they work with their managers towards closure of recommendations or request extensions for expired corrective action due dates.  Additionally, the revised Corrective Action Tracking System (CATS) will notify responsible parties of actions due, which will enhance NASA management’s ability to close recommendations.  It is anticipated that the revised CATS will be operational by 2003.  The OIG is also working with NASA management towards the same goal of reducing open recommendations.
Reason for Change in CAP:                     
Results/Measures for CAP:  Metrics on open recommendations are updated on a quarterly basis and analyzed to determine trends in open recommendations.
Validation Process:  As part of the new Code J Functional Leadership Plan, to validate results of the CAP, and to further the President’s Management Agenda goal to provide a greater focus on performance, the Management Assessment Division scrutinizes performance metrics on open OIG recommendations.  Validation process tracking focuses on statistics including decreases in the number of total open recommendations, recommendations open over one year, and unresolved recommendations open over six months.
