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Annual Internal Control Council (ICC) Meeting Minutes

November 15, 2001

Dr. Mulville, ICC Chair, opened the meeting and introduced Mr. Sutton, Associate Administrator for Management Systems, to provide the regulatory requirements for NASA’s ICC and the purpose of the annual meeting.  Mr. Sutton summarized the Federal Managers’ Financial Integrity Act (FMFIA), which requires a report from each Agency Head to the President and Congress on key management control issues.  Only the NASA Administrator can designate a management control weakness as material or significant, and the ICC members hold an annual meeting to discuss and recommend what management control areas should be reported outside the Agency in the NASA Accountability Report.

The NASA Inspector General (IG), Ms. Gross, added that other laws such as the Chief Financial Officers (CFO) Act also require reporting on management control issues.

Mr. Sutton explained the difference in definition between a material weakness and a significant management concern.  In summarizing the applicable management control standards, he explained that the focus is on proper identification of internal control weaknesses as manifested in management systems, not on disagreements with basic policy nor with budget decisions.  Dr. Mulville reinforced the clarification that NASA’s budget is not an internal control issue.  Budget constraints and policy deficiencies may be contributing factors to the formal designation of a material weakness or significant management control area, but the budget constraints alone and simple disagreements over policy do not meet the criteria for management control concerns reportable outside the Agency according to the FMFIA.

Mr. Sutton then introduced the 10 management control areas for discussion, indicating that the first 5 were carried over from fiscal year 2000 into 2001 and proposed by NASA management for discussion by the ICC members.  The last 5 areas are new management control issues proposed by the NASA IG for consideration by the ICC.

1.  Financial Management

Mr. Varholy, NASA CFO (Acting), addressed the first management control issue, Financial Management Concerns.  He agreed that this area should continue to be designated a significant area of concern, consistent with last year’s report, because the core accounting system is not yet operational.  Mr. Varholy maintained that when operational effectiveness is demonstrated, he would recommend that the area of financial management concerns be dropped from the internal control issues list.  Ms. Gross did not agree with limiting the area to core accounting and suggested that GAO may not agree either that NASA’s Integrated Financial Management System should drop off the list of internal control issues until fully implemented.  Ms. Gross did agree with the designation of significant area of concern.

ICC Recommendation: Significant Area of Concern

2.  Information Technology (IT)
Mr. Holcomb, NASA Chief Information Officer (CIO), addressed Information Technology as a continuing significant area of concern.  He enumerated statistics on improvements, particularly in IT security.  Although the IT hacking attempts are increasing, the penetrations into NASA systems are decreasing.  Mr. Holcomb asserted that the IT security neighborhood is worsening, but NASA controls are stronger.  The NASA General Counsel, Mr. Frankle, advised that a hostile external environment does not justify designating a functional or programmatic area as a management control weakness per the FMFIA.  Mr. Holcomb stated that his office has taken the appropriate steps to deal with the worsening external environment. 

Ms. Gross explained that her position deals with classic internal controls.  Ms. Gross agreed with Mr. Holcomb on continuing improvements in the IT area but disagreed on changing her designation of the issue from material weakness to significant area of concern.  Dr. Mulville voiced support for IT security as a long-term area for attention but not necessarily reporting outside the Agency.  Mr. Holcomb expressed the CIO position that he is moving the bar higher for better performance every year.  

Dr. Mulville questioned if there is any indicator that the IT function is rated worse in 2001 from the last year that would convince the ICC to raise this area to the level of a material weakness.  Mr. Holcomb cited examples of improvements including a recent score from an external review organization that raised NASA’s grade from a D to a C.  Ms. Gross agreed that the Agency is definitely getting better at IT management controls, but her assessment is that the area still is a material weakness.  Dr. Asrar, Associate Administrator for Earth Science, questioned if there were other problems in the IT area that would convince the ICC to raise the issue to a material weakness.  Both Ms. Gross and Mr. Holcomb agreed that they are working together and tracking progress on identified deficiencies, trends, and projected problems.

ICC Recommendation:  Significant Area of Concern

3.  Decommissioning of Plum Brook Reactor

Mr. Sutton, as the NASA oversight official for environmental management, explained that the decommissioning of the Plum Brook reactor at a cost of $160 million is now under review by the Nuclear Regulatory Commission (NRC).  Plum Brook decommissioning is one of the highest priorities in his Environmental Management Division.  In 2007, the license to decommission expires, and in 2008, the only available disposal site closes.  The complex planning and execution involve multiple organizations and authorities in both the public and private sector.  Mr. Sutton pointed out that, while complex, this project is proceeding well and experiencing no internal control problems.  However, until NRC approval of the NASA decommissioning plan, which is itself a management control, Mr. Sutton agrees that Plum Brook should continue as a significant area of concern.  Ms. Dominguez, Director, Environmental Management Division, announced that the NRC would conduct its site visit to Plum Brook on December 10, 2001, to assess controls.  [Note: NRC has recently informed NASA that the assessment of Plum Brook must be delayed until April 2002.]

ICC Recommendation:  Significant Area of Concern

4.  National Environmental Policy Act (NEPA)

Mr. Sutton stated at the meeting of the ICC in November of 2000, that he had said he would this year recommend NEPA as a material weakness for 2001 if specific environmental requirements were not included in revisions to NASA Procedures and Guidelines (NPG) 7120 on NASA program/project management.  Those changes have been worked extensively and are not included in the soon to be released NPG 7120.  Mr. Sutton recommended that the NEPA area should continue to be designated a significant area of concern, until sufficient time under the new coverage has passed to test the implementation. The IG said that she plans to conduct an audit of NEPA implementation to verify the results against NASA procedures.

ICC Recommendation:  Significant Area of Concern

5.  International Space Station (ISS)

Mr. Spearing, Deputy Associate Administrator (Space Communications) explained that over the next few months an ISS program action plan would be put in place.  Dr. Mulville questioned whether ISS is a significant area of concern or whether cost growth issues pushed this to a level of material weakness.  The IG pointed out a variety of reports dealing with ISS issues.  Cost estimating is a cross cutting issue for the Agency.  ISS and other program cost projections have been inaccurate and reviewed by the IG and other assessment groups, most recently the Report by the International Space Station (ISS) Management and Cost Evaluation (IMCE) Task Force to the NASA Advisory Council.  Thomas Young chaired the extensive review and provided the final report to NASA on November 1, 2001.  Dr. Mulville voiced his concern that NASA is trying to increase its credibility with the Office of Management and Budget (OMB), and anything less than recommending ISS as a material weakness would seem inconsistent.  OMB has clearly challenged NASA testimony and reports on ISS costs.  Mr. Sutton explained that the implications of declaring an item as a material weakness include developing a wellness plan, providing status reports, and other review activities that are already being planned and done to address the multiplicity of assessments performed on ISS deficiencies.  Mr. Christensen, Deputy Associate Administrator, Institutions, asked the IG what made the ISS a significant area of concern from her vantage point.  She responded that her office has carried the ISS area for over 5 years, and the overall problem stems from inadequate program/project management.  Mr. Christensen advised that the ICC should be careful not to condemn the whole ISS program.  NASA should not use a shotgun approach but narrow the scope of the issues to correctable problems.  The IG noted that Mr. Young’s report addresses overall program/project management issues.  Dr. Mulville called for an action plan on ISS to focus on cost estimating as the internal control problem.

ICC Recommendation:  Material Weakness

6. Safety and Mission Assurance

Mr. Lloyd, Director, Safety and Risk Management Division, Office of Safety and Mission Assurance, reported that his area did not appear as a management control issue in the Year 2000 Accountability Report.  He explained that the responsibility for safety and mission success is defined as a responsibility of management in NASA policy, whereas the responsibility for the oversight function of safety and mission assurance is under the purview of the Office of Safety and Mission Assurance (OSMA).  Mr. Lloyd highlighted a number of safety and mission assurance program evaluation tools and added that the Agency’s safety awareness campaign, initiated in February 1999, has made a strong program even stronger.  He proposed that Safety and Mission Assurance be removed from the 2001 list of management concern areas, stating “although there is always room for improvement, this area continues to perform at a high level of management control.”  He felt that the gravity of the points in the IG’s report did not justify designating Safety and Mission Assurance overall as a significant area of concern.  The particular problems cited by the IG are at individual sites, and they do not represent a broad situation indicating a deficiency in overall Agency safety and mission assurance.  Ms. Gross defended her position that it should be called out as a significant area of concern because of audits with significant findings such as unsafe lifting devices.  She asked what communications and enforcements are in place to eliminate safety problems at different Centers.  Mr. Lloyd responded that the message has been received by the Centers, and they are correcting each problem identified.  The IG stated that she concurred with NASA management on safety issues related to the USA contract.  Dr. Mulville added that Mr. Estess, Center Director (Acting) for Johnson Space Center, issued the requirement for all Space Flight Centers to correct the identified safety deficiencies.  Ms. Gross, however, indicated that the Office of Procurement was not included in the management communications between the Office of Space Flight and the Office of Safety and Mission Assurance. 

Dr. Asrar supported Mr. Lloyd’s position that management is clearly working the problems and noted that his interpretation of the IG’s position is that the Institutional Program Offices (IPO’s) should be more involved in the communications of deficiencies and corrective action tracking.  Dr. Mulville agreed, stating that assurance of infrastructure safety as well as mission safety is critical to the Agency.  Mr. Lloyd pointed out that the use of process verification tools has been modified and tried with effective results.  Dr. Asrar repeated his view that NASA’s safety tools are working.  Mr. Henn, Director, Research Support Division, Office of Aerospace Technology, agreed that intercenter and intracenter communications are working, and the IPO’s are included in the action-tracking loop.  Dr. Mulville re-emphasized the importance of the IPO function in examining and determining the most effective communication and closure processes.  Mr. Lloyd restated his organization’s commitment to work closely with the IPO when reporting deficiencies and for assuring correction of deficiencies in a timely manner.  When Ms. Gross mentioned the need for an enforcement mechanism, Mr. Lloyd replied that safety accountability had become stronger during the period of downsizing.  Dr. Asrar commented that the high profile of the Office of Safety and Mission Assurance demanded the constant support of a “walk the talk” performance by line management.  Dr. Mulville requested that the OSMA pursue the verification activities to a quicker closure than currently performed.

ICC Recommendation:  Not Reportable as a Significant Area of Concern or Material Weakness 

7.  Procurement

Mr. Balinskas, Director, Program Operations Division, Office of Procurement, addressed the issue of Procurement as a considerable management improvement area, not a concern.  He cited competition in contracting actions that have driven many improvements.  He noted that NASA has fewer contracts than in previous years, relies more on other Agency contracts, and has more consolidations such as the 6 total contracts to support Space Shuttle & the ISS.  Furthermore, the Office of Procurement competed 87% of last year’s dollars, which is considered a good total.  When the IG questioned the justification for the increase, Mr. Balinskas cited new Federal Acquisition Regulation (FAR) requirements that NASA strove to meet.  When Ms. Gross questioned other procurement issues such as NASA’s award fee for ISS performance, Mr. Balinskas conceded to the oversight failure of authorities that granted an award fee despite the ISS contractors’ cost overruns.  When the IG questioned multiple award fee contracts, Mr. Balinskas explained that many of those were carryover contracts and competed although Mr. Gross added that a different justification applied to carryover contracts.  Mr. Balinskas stated that all procurement issues, including sole source problems, had been closed when the IG issued her final report.  NASA had no regulatory problems, only certain documentation remaining to complete.  Ms. Gross stated that documentation is usually regulatory, i.e., a management control. 

Mr. Balinskas stressed that procurement staff were highly responsive to the pressure of programs and projects to perform and produce.  He also defended the continued use of UCA’s, which are not all bad.  The NASA Administrator himself flagged approval levels and required that UCA’s over 360 days old be cut.  This action reduced dollars expended by 66%, and the count of UCS’s dropped by 50%.  Significant progress is being made on the new procurement goal of 180 days. CSOC, SFOC, and other complex projects require complex cost analyses, and over time the original projections may change due to new risks, technologies, budget adjustments, and many other factors.  The ODIN contract has issues with seats, but procurement officials are working the individual issues.  Ms. Gross contended that big programs have inconsistencies in award dollars versus cost projections.  From inception, these complex programs mean big risk, and the management control issue is oversight from the IG perspective.  Ms. Gross complimented the Office of Procurement for tackling such big problems.  Mr. Balinskas added that his office is also engaged in benchmarking General Electric and others for best practices in procurement.  Dr. Mulville recommended that the ICC drop this area from the list of management control concerns.

ICC Recommendation:  Not Reportable as a Significant Area of Concern or Material Weakness

8.  Cost Estimating and Risk Analysis

To characterize this area as one of significant management concern centered almost exclusively on the IG’s perceived deficiencies with the Independent Program Assessment Office (IPAO) at Langley Research Center (LaRC).

Mr. Varholy assured the ICC that steps have already been taken to improve independent cost estimating capability within the IPAO.  He mentioned that 4 new cost estimators have been added to the IPAO at LaRC.  He also disagreed that the IPAO should be placed under the direct supervision of HQ as recommended by the IG.  He further stated that the use of separate career designations (job classifications) for estimators is also unacceptable to NASA management because the job requires people with broad program and project management backgrounds.

Mr. Keegan, NASA Chief Engineer, pointed out that independent estimating is just one aspect of cost estimating.  He stated that much cost estimating activity was associated with day-to-day program/project activity.  He also pointed out that the term “risk analysis” was better termed “cost uncertainty analysis” for purposes of this discussion. The Office of the Chief Engineer concurred with identifying cost estimating as an element of the ISS material weakness, Mr. Keegan but did not feel that it was appropriate to characterize cost estimating in general as an Agency-wide area of concern.

Dr. Asrar commented that cost estimating is an area of concern that pervades many programs at NASA, and it should be kept on the list as a significant area of concern until there is proof that improvements and progress are being made.  Dr. Weiler, Associate Administrator for Space Science, pointed out that we are not making carburetors for cars.  We can’t always accurately predict costs for such high-risk programs.  We are not in a risk free business.  

Dr. Mulville recommended putting the right people in place to strengthen overall capability in cost estimating.  The CFO and Chief Engineer are to work this area independently from the Office of Space Flight, which is assigned the action for the ISS material weakness.  Dr. Mulville insisted that we must move towards strengthening our workforce and do a better job in explaining our position outside the Agency.

ICC Recommendation:  Significant Area of Concern      

9.  Launch Vehicles

Mr. Henn, Director, Research Support Division, Office of Aerospace Technology, began by suggesting that the new Code R Space Launch Initiative (SLI) should not be included in the area designated as a NASA launch vehicle management concern.  SLI has an approved program plan, and the former cooperative agreement, identified as a weak control mechanism, has been abandoned for a contract with incentives for good performance.  There are no significant areas of concern or management control issues.  The IG said that SLI is a major initiative, analogous to IFMP, and the metric for small businesses has not been met.  Mr. Henn disagreed and said that 20% of all funding was going to small business concerns.  Dr. Mulville added that the NASA expendable launch vehicles are the best in the government and the Shuttle also has a good record.  One suggestion was to bring SLI program management back to NASA Headquarters (HQ) from the Marshall Space Flight Center.  Dr. Mulville agreed that there might be an argument to bring oversight back to HQ.  He suggested taking this concern off the list and examining the possibility of strengthening the Aerospace Technology organization.

ICC Recommendation:  Not Reportable as a Significant Area of Concern or Material Weakness 

10.  Access to NASA Facilities and Technology

The IG clarified this area to include the security of both facilities and computers.  Mr. Saleeba, Associate Administrator for Security Management and Safeguards, stated that many items are weaknesses, not as result of poor management controls but since the events of September 11 have raised the bar for security oversight.  The risk environment has dramatically changed.  For example, stepped up security initiatives include more control over foreign visitors, better badge control for NASA employees and visitors, development of a new system for international visitor tracking, coordination with Homeland Protection and the National Security Council, counter terrorism staff augmentations, higher controls for protecting NASA staff abroad, and the NASA Central Adjudication System at HQ.

The IG said that before Sept. 11, NASA was at significant risk and an FBI report confirmed these dangers.  She pointed out that excellent steps have already been taken to solve some of the problems, but downsizing in the facilities and technology security area has wiped out much of NASA’s oversight.  Dr. Mulville asked if this area constituted a budget concern as opposed to a management control issue.  If it is a budget issue, then it is questionable to include it as a significant management control area of concern?  Mr. Frankle asked why the agency is receiving $93 million from Homeland Security if the security issue is not an area of concern.  He suggested that if other agencies are reporting this issue due to heightened security concerns, then NASA management should be consistent with our counterparts in other parts of government.  Mr. Sutton committed to checking with OMB on any expectations they may have in this area.  The Management Assessment Division/JM subsequently contacted OMB and since the September 11 attacks, all agencies should be concerned about physical security.  OMB suggested that NASA Management consider making physical security an area of concern.  This is not to say that NASA has been doing a poor job but, as Mr. Saleeba pointed out, the bar has been raised for everyone since September 11.  Code X subsequently agreed with this position.

ICC Recommendation:  Significant Area of Concern

NOTE:  In the FY 2000 Accountability Report, two existing significant areas of management concern were reported as closed and thus not part of the FY 2001 ICC discussion meeting.  The two areas were “Equitable Environmental Cost Sharing” (cited as closed on page 79 of the FY 2000 report) and “Flight Termination Systems (FTS)”, which was stated as closed on page 80 of last year’s report.


                                                                                                                            Enclosure



