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Internal Control Council (ICC) Interim Progress Meeting Minutes

August 20, 2002

Mr. Gregory, the new Deputy Administrator and ICC Chair, opened the meeting with an explanation that this meeting is one of a series of interim assessments as the Council prepares for its annual major meeting in November.  Each Council member should focus on closing actions. The ICC should head forward, not slip backwards, on closing identified deficiencies.  The ICC does not take deficiencies off the management controls watch list until the problems are resolved and closed, but new deficiencies can be added for discussion at any time.  If the status of an ICC identified deficiency changes, the update is documented and assessed by the council.  The interim ICC reviews are in preparation for the annual meeting in November at which the ICC members decide on recommending to the Administrator which management control deficiencies are reported outside the Agency as material weaknesses or significant areas of management concern.  

Mr. Sutton, Assistant Administrator for Management Systems, summarized the laws pertaining to management controls.  He acknowledged that the NASA Inspector General (IG) has been a lead player in the area of management controls during the past several years.  NASA leadership requires better accountability and emphasis on the Agency’s role in improving management controls.  Mr. Sutton summarized the definitions of the three categories of management control deficiencies – material weakness, significant area of management concern, and potentially major vulnerability.  He introduced Mr. Werner, Director for Management Assessment, who presented a trend chart on NASA’s open recommendations from the Office of the Inspector General (OIG).  NASA has reduced the open OIG recommendations from 523 to 403 in recent months.

Mr. Hudkins, Deputy Chief Engineer, asked if the trend chart could be distributed periodically to the organizations at Headquarters.  He suggested that the chart might be loaded into the Headquarters Action Tracking System (HATS).  Mr. Sutton stated that his organization can get the trend data loaded into HATS now if the ICC members recommend that action.  Mr. Werner was given the action to examine the method of incorporating the trend chart on open OIG recommendations into HATS. 

[Mr. Sutton presented this data at the next Senior Staff Meeting and Enterprise Council Video-teleconference.]

PROGRESS REPORTS ON MAJOR DEFICIENCIES

Information Technology  (IT) Security 

Mr. Strassmann, Acting Chief Information Officer (CIO), presented IT Security as a continuing significant area of management concern and cited a recent hacker exploitation of NASA export control information.  He stated that NASA does not have a fundamental framework for security.  The lack of accountability for information security permeates the Agency.  Mr. Strassmann characterized NASA websites on hundreds of IT servers as thousands of candy jars tempting potential intruders like the recent hacker who gained unauthorized access to International Traffic in Arms Control (ITAR) data residing on a computer at Marshall Space Flight Center (MSFC).  His office and others are briskly proceeding to check the contents of ITAR files across the Agency in a damage assessment of possible security breaches in the past and future implementation of fail-safe controls.  Currently, we are proceeding to evict unauthorized users and plug system holes. The Office of Security Management and Safeguards has taken responsibility for IT Security policy, and the Office of the CIO has accountability for ensuring Agencywide compliance with IT Security policy.  Top management has relatively sorted out the roles and responsibilities of the Assistant Administrator for Security Management and Safeguards, the CIO, the IG, and others.  A vigorous central administration will guard the walls of NASA electronic information, and subject matter experts will perform forensic investigations of IT Security incidents.  All NASA personnel will have smart cards, and anything distributed will leave a fingerprint.  Mr. Strassmann concluded that NASA has a proliferation of sensitive information, and he expressed alarm over the pervasive vulnerability of our information assets to loss and harm.

Mr. Sutton asked for Mr. Strassmann’s opinion of the previous ICC status report on the state of existing technical controls.  Does the August 2002 status eliminate or invalidate the previous status reported by Mr. Holcomb at the May ICC meeting?  Mr. Strassmann replied that at an earlier meeting on this day, he was advised that IT Security should be declared a material weakness.  The act of elevating the significance of IT Security to an Agency material weakness serves to draw attention to critical needs, but the decision to change the designation of the deficiency depends on expectations of senior management.

Mr. Gregory then asked about what we do next.  Mr. Strassmann called for radical solutions.  He recommended, for instance, that NASA sequester its ITAR servers.  The MSFC Program Manager opened the network portal that allowed the ITAR information security breach.  Sensitive information disappeared without NASA’s knowledge.  Public bragging by the perpetrator alerted NASA officials to the intrusion and theft of ITAR electronic files.  In response to Mr. Gregory’s question, Mr. Strassmann restated the need to sequester ITAR server sites as an immediate next step.  As result of the MSFC incident, Mr. Strassmann posed the question of what legal efforts should be taken.  Without legal controls, he articulated the need to put computers in a box.  The issue truly involves an accounting/legal definition.  We are presently exposed and we cannot know how much.  We need to explore the whole NASA environment of information and IT security.

Mr. Sutton reminded the ICC members that the purpose of today’s meeting is to plan for November.  Mr. Gregory gave Mr. Strassmann the action to provide a Corrective Action Plan (CAP) immediately.  The ICC Chair declared that the decision will be made in November on the appropriate classification level of the deficiency in IT Security.  He said we can implement many technical security capabilities and complete new or improved management controls between now and November.

Mr. Strassmann explained that we cannot put all NASA servers in a box.  We must find a way to execute security solutions appropriately.  Solutions must protect information and systems yet give access to authenticated users and customers.  Mr. Gregory repeated the CIO’s action to create a CAP for IT Security.  Mr. Strassmann stated that he has a plan on his desk.  Mr. Gregory then asked the Enterprise Associate Administrators for their views, questions, and recommendations on IT Security.  Mr. Readdy, Associate Administrator for Space Flight, suggested that it is realistic to expect development of a plan immediately but not full implementation.  Mr. Pastorek, NASA General Counsel, agreed that the problem is bigger than any solution could address by November.           Mr. Gregory re-emphasized that some actions can be taken now.  Mr. Pastorek and   Mr. Strassmann took the action to examine legal issues.

Mr. O’Connor, Associate Administrator for Safety and Mission Assurance, asked who assigns labels to NASA data.  He questioned if Agency executives are satisfied with current ITAR labels.  Dr. Mulville, Associate Deputy Administrator and former ICC Chair, stated that NASA currently uses Department of Defense labels for spacecraft and critical items.  Ms. Cline, Deputy Assistant Administrator for External Relations, explained that the Agency had made significant advancements in export control activities such as training personnel in proper marking and protection of information, but a gray area revolves around information sensitivity level identification.  Mr. Sutton added that NASA consulted the Federal Bureau of Investigation (FBI) as to how to protect information that is sensitive but unclassified.  After a year of review, the FBI said we had a problem and made several recommendations.  Mr. O’Connor then asked if he could put one of his “green card” persons on a particular project.  In private industry, this issue arises.  Mr. Luther, Deputy Associate Administrator of Earth Science, expressed a concern for balance.  Ms. Erickson, Deputy Associate Administrator (Management) for Biological and Physical Research, advocated an aggressive solution as well as a nominal solution.

Mr. Gregory ended the discussion with a question on how to fund IT Security solutions and a request for any other good news.  Mr. Strassmann responded that, for a small amount of money, we are importing to NASA a copy of Lockheed’s global network system to seize network control within a matter of 16 weeks.  

International Space Station (ISS)
Mr. Readdy introduced Mr. Hedin, as the subject matter expert on the ISS deficiency, to provide the status report on behalf of the newly reorganized Office of Space Flight.     Mr. Hedin stated that the ISS continues to comply with the original CAP milestones. The CAP action plan overview goes from Fiscal Year (FY) 2002 into FY 2004.  He stated that the required ISS assembly element hardware is on schedule.  Task agreements to provide the ISS Program Manager with more direct control of all ISS staff support are now completed.  The new Deputy Associate Administrator (ISS and Space Shuttle) at Level 1 is General Kostelnik, a senior program executive who has overseen multiple Department of Defense (DoD) programs, and who also brings a strong IT background to NASA.  More Level 1 management controls have been established.  The office has a contract strategy in place to consolidate 26 ISS contracts into 8, with earned value reporting as a contract requirement. Research priorities have been reworked for the next budget submission.  The office will establish the new baseline cost estimate, using two independent cost estimate studies.  The total cost estimates from the separate studies are about the same, but different assumptions on certain details have caused NASA to perform more extensive analysis.  Better coordination with ISS Partners is moving forward.  Engineering actions on shuttle closeouts are proceeding.  The ISS has found operational cost savings to address a cost disconnect, which existed with the President’s   FY 2002 budget that occurred last year; the cost coordination and accuracy will be fixed this year.  The ISS Management and Cost Evaluation (IMCE) external review conducted last year and led by Thomas Young provided recommendations on ISS performance, and the IMCE will provide another review of NASA performance to address the   recommendations on November 13 and 14.  This 2002 independent review will come one year after the IMCE task force study provided the “Young Report” to the NASA Advisory Council.  The NASA action plan in response to the “Young Report” recommendations, which is consistent with the ICC CAP, has focused on lead center accountability and life cycle cost estimating.  Also, NASA and the Office of Management and Budget (OMB) are working jointly on success criteria for restoring ISS Program management confidence.  

Mr. Sutton asked if OMB’s assistance with success criteria will help us resolve this material weakness sooner than planned.  Mr. Hedin stated that no – closure of the material weakness will take time to validate by verifying results from the actual earned value system and proving that new contracts meet new requirements.  Mr. Hudkins asked if the new Headquarters staffing plan will meet the ISS needs.  Mr. Hedin replied that the staffing task is identified but not done yet.  Dr. Mulville projected that the material weakness will remain on the management controls deficiency list until at least September of 2003.

Financial Management

Mr. Varholy, Deputy Chief Financial Officer (CFO), briefed the ICC on management and legal requirements of NASA’s Integrated Financial Management Project (IFMP).  The core finance module of IFMP is key to closing the significant area of management concern.  When the Centers are running core finance and operationally successful, the Office of the CFO will be ready to recommend closure of the deficiency.  Currently, the implementation of the system module is on target.  Mr. Sutton asked if progress to closure will be reported in November.  Mr. Varholy stated that Financial Management will remain on the management controls list.

Cost Estimating and Risk Analysis

Mr. Varholy reported that the Office of the CFO reorganization has been approved. The new CFO has two Deputy CFO’s, one for Resources and one for Financial Management.  The Comptroller has been designated the Deputy CFO for Resources.  Three divisions report to the Comptroller including two new divisions – (1) Strategic Investments,        (2) Cost Analysis, and (3) Resource Management (formerly the Resources Analysis Division).  This reorganization will enable the Comptroller to provide the Administrator and Deputy Administrator with the kind of objective and thorough analyses needed to support key budget decisions and make the best strategic investments for the Agency and the taxpayer.  The new Cost Analysis Division will be staffed with six full time specialists in cost estimating.  Joe Hamaker has been selected to lead the new Cost Analysis Division.  Mr. Hamaker is also leading the Independent Program Assessment Office (IPAO) at Langley Research Center (LaRC), which is staffing to 15 and will have a seamless integration to Headquarters.  The recruiting process for the Headquarters Office of the CFO, Cost Analysis Division, and the LaRC IPAO has started.  

Mr. O’Connor asked if the cost estimating and risk analysis activities are Agencywide.  Mr. Varholy said that yes - all Centers are involved with this capability across NASA.  Mr. Cobb asked if the OIG will get a package on audit followup.  Mr. Sutton and      Mr. Werner answered that the Office of Management Systems, Management Assessment Division, will provide the OIG with all follow-up material on this audit area.  Mr. Bradley questioned if the cost estimating and risk analysis area needs more attention and work, and Mr. Varholy said yes – more efforts are required.

Decommissioning of Plum Brook Reactor

Mr. Sutton repeated the major accomplishments that he had announced to the ICC at the May meeting:  (1) the Nuclear Regulatory Commission has approved the NASA Plan for Decommissioning of the Plum Brook Reactor; and (2) NASA has submitted the required budget for the project.  He emphasized that the next important milestone comes this November when we open the reactor.  Unless there are unforeseen surprises, we should remove this significant area of concern from the management controls watch list.

Mr. Bradley asked who is doing the work, and Mr. Sutton answered that the Army Corps of Engineers has the primary lead.  Mr. Cobb questioned if NASA has any guarantee that we can gain entry to approved disposal sites.  Mr. Sutton replied that NASA has an agreement with the storage site in Barnwell, South Carolina, on the decommissioning project.  Mr. Gregory asked Mr. Sutton to get an ironclad assurance document on the availability/use of an approved disposal site – if the existing agreement is not clear enough on NASA expectations.  Mr. Henn commented that it may take time, if necessary, to obtain an absolute written agreement on project management milestones and control authority of one Agency over another, and also commended Code J’s leadership of this project.

National Environmental Policy Act (NEPA)

Mr. Sutton stated that the NEPA deficiency focuses on compliance with the White House Council on Environmental Quality (CEQ) regulations.  CEQ requires agencies to prepare Environmental Assessments (EA’s) or Environmental Impact Statements (EIS’s).  He stated that NASA does not always prepare EA’s and EIS’s in as timely manner as required in the life cycle processes and schedules of NASA programs and projects.  NASA’s Academy for Program and Project Management (APPL) offers training on environmental requirements for program/project management.  The APPL Introductory Environmental Management Program course is based on the NASA Procedures and Guidelines (NPG) 8580 for NEPA and the NPG 7120 on NASA Program/Project Management.  The new draft of NPG 7120 contains more specific environmental requirements developed, coordinated with the Agency’s NPG 7120 Working Group, and submitted by the Office of Management Systems, Environmental Management Division, to the Office of the Chief Engineer.

Mr. Sutton cannot gauge the results and effectiveness of NASA’s implementation of NEPA regulations until the draft NPG 7120 is issued and applied.  Therefore, the NEPA deficiency may not come off the watch list in November.  Dr. Mulville asked if other environmental policies and procedures required by the Office of Management Systems are being implemented, and Mr. Sutton replied that yes – they are being implemented.

Access to NASA Facilities and Technology

Mr. Piasecky, Director of the Security Management Division, Office of Security Management and Safeguards, addressed the ICC on the deficiency of access to NASA facilities and technology.  He began with emphasis on the new smart card solution.  One standard NASA badge will verify authorized employees.  The Security Office is moving toward the smart card application according to a timeframe of 5 months projected by   Mr. Strassmann.  However, the card will not include all required features, which may take a year and a half to complete. Funding of  $10.7 million is in NASA’s supplemental budget submission.  Mr. Sutton asked if the Office of Security Management and Safeguards is working on foreign national issues with the Office of External Relations.  Mr. Piasecky responded that no – his office is examining contracts, with the goal of standardizing contract language on foreign nationals, but some contract issues are complex and conflicting in needs.  Mr. Sutton acknowledged the contract complexities NASA has with the Jet Propulsion Laboratory (JPL) and asked if any progress on foreign national contract changes will be reported in November.  Mr. Piasecky said that he did not know.  Mr. Henn added that IT and management issues are major concerns.

Mr. Sutton repeated the need to reexamine the FBI Report, which he had mentioned earlier in the meeting.  Mr. Pastorek asked if the access issue is about people, IT, money, or what.  Mr. Piasecky replied that access is about all of these subjects.  The General Counsel then asked if there is a plan to solve the problems.  Mr. Piasecky stated that there will be a plan by November.  Mr. Cobb proposed that a contract modification may be a possible solution.  Mr. Luedtke, Assistant Administrator for Procurement, stated that his office supported development of a contract modification on safety.  Mr. Piasecky cited the specific problem of escorts as an example of a security issue, particularly in existing contracts that contain waivers for foreign nationals serving as escorts.  Mr. Luedtke stated that urgency can be used to modify contracts rapidly.  NASA frequently uses that justification.  Mr. Luedtke offered to help with the contract security issues.  Mr. Piasecky expressed the concern that one standard contract mechanism may not work for the entire Agency.  Mr. Luedtke and Mr. Piasecky agreed to try addressing the bigger picture, including the JPL contract and others with urgent security concerns.

Open OIG Audit Recommendations

Mr. Sutton showed the trend chart on open OIG audit recommendations.  Mr. Gregory decided that every week, senior management will have a summary of open OIG recommendations to review and take action, as necessary, until we get to zero.  The recommendations will be separated into Headquarters Organizations/Codes and Centers.  Mr. Sutton is responsible for this action.  [Being provided, as noted on 1st page of minutes]

Mr. O’Connor asked if all the Centers respond on these open OIG recommendations.   Mr. Sutton explained that his office receives the Center information.  Mr. Werner summarized the interaction between his audit liaison staff and Center audit liaison representatives.  He stated that his office is responsible for the Agencywide Corrective Action Tracking System, which captures OIG status information.  Ms. Erickson added that the procedure has involved Centers reporting to Headquarters, but she expressed uncertainty about the current interaction processes.  Mr. Bradley asked how the Center Directors are involved.  Mr. Cobb commented that the Center Directors are informed of OIG activities at their respective Centers.

NEW ISSUES

Mr. Gregory called for another interim meeting in September or October.  Mr. Sutton’s office is responsible for coordinating the ICC status meeting.  Mr. Gregory called for closing open OIG audit recommendations by Oct. 1.  Mr. Sutton is assigned responsibility for developing a schedule for Agency Follow-up Official (AFO) meetings on those recommendations unresolved for over 6 months.  The new AFO is Mr. Gregory.  Dr. Mulville urged all Officials-in-Charge to pay extra attention to their open OIG recommendations and get on a fast track in working toward closure as overdue unresolved recommendations will go to the AFO for a final management decision.

Mr. Sutton then asked for identification of any new deficiencies.  Mr. Strassmann expressed his concern about NASA’s fragmented approach to software management policy.  He has already discussed the matter with Mr. Bradley who agrees that software management policy is a substantive issue; however, both the CIO (Acting) and the Chief Engineer think it will take time to develop better policy and control processes.  They will engage in further discussions before raising this issue to a formal ICC concern for corrective action tracking.  The IG then mentioned other concerns from his perspective.  He announced that the General Accounting Office (GAO) is going to evaluate the NASA procurement area as a possible high risk to Agency management.  He asked the ICC members if this upcoming evaluation indicates a management control problem or what.  Mr. Luedtke quickly replied that, throughout his years at NASA, the procurement area has always been a GAO target for review.  Mr. Cobb then raised the possibility of an issue with Safety and Mission Assurance.  He also mentioned a concern with NASA launch vehicles, pointing to the Space Launch Initiative (SLI) as a program that may have some significant issues.  He asked if the SLI program had an operating document, and  Dr. Mulville said he needed to meet with the IG to discuss the status of SLI requirements and program activities managed by the Office of Aerospace Technology.  Dr. Mulville also mentioned the need to clarify possible IG concerns about NASA’s Independent Verification and Validation activity managed by the Office of Safety and Mission Assurance. 

CONCLUSION/NEXT MEETING DATE/LIST OF ACTIONS

Mr. Gregory encouraged all ICC members to meet NASA’s new IG, if they have not already introduced themselves, and work out issues together.  Mr. Sutton restated that his office will schedule the next ICC interim meeting.  Mr. Gregory concluded the meeting with an action for the minutes to be completed and distributed by August 30, 2002.

NOTICE:  Mr. Gregory, Dr. Mulville, and Mr. Sutton have agreed to the next ICC interim meeting set for October 3, 2002, 1:00-4:00 p.m., in ACR-2.  The annual decision-making ICC meeting has been scheduled for November 5, 2002, 1:30-4:30, in ACR-2.  Each ICC member should mark your calendar accordingly.

LIST OF ACTIONS FROM AUGUST ICC INTERIM PROGRESS MEETING

1. Mr. Sutton will provide a weekly summary of open OIG recommendations.  He will also analyze possible incorporation of the open recommendations trend chart into HATS.

2. Mr. Strassmann will develop a Corrective Action Plan for IT Security.

3. Mr. Pastorek and Mr. Strassmann will examine legal issues associated with IT Security, beginning with ITAR server sites and information security.

4. Mr. Sutton will provide the OIG with all audit follow-up material on Cost Estimating and Risk Analysis.

5. Mr. Sutton will work to get an ironclad assurance document on availability/use of an approved disposal site for the Plum Brook Reactor decommissioning project if the existing agreement is not clear enough on NASA expectations.

6. All Officials-in-Charge with open OIG recommendations will vigorously pursue closure and work cooperatively with the IG in closing these items by October 1, 2002, or as soon thereafter as possible.

7. Mr. Sutton will develop a schedule for closure meetings on open OIG recommendations unresolved past 6 months.

8. Mr. Sutton will immediately coordinate the next ICC interim meeting and provide formal minutes of the August meeting discussion and results.


                                                                                                                            Enclosure



