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Internal Control Status Meeting

Mr. Frederick Gregory introduced the agenda, beginning with a Quarterly Review of Internal Control issues, root causes and corrective action plans. Mr. Gregory expressed a desire to simply determine status of each issue and avoid extensive discussion of the summaries; the distributed charts contain the necessary backup information. 

Mr. Jeffrey Sutton began the presentation, noting a computer crash had eliminated some updated information in the agenda packets. He reviewed the status of actions from the February 24 Internal Control meeting; all nine have been closed. Key definitions of material weakness (MW), other weakness (OW), and management challenge (MC) were given, as were examples of internal controls. A material weakness is considered significant enough to be reported outside the Agency; an other weakness or management challenge remains an internal matter. Another status meeting will be held in August, with final decisions on disposition to be made in October. 

Space Shuttle- MW- Lynn Cline

Key issues in this category are the delay to the July launch window; subsumed to this decision are several open issues. There have been 2 anomalies noted in tanking tests; hydrogen sensors are giving intermittent readings, and the relief valve is cycling more frequently than expected. Engineers are still troubleshooting these two anomalies. Shuttle managers continue to assess new data on ice formation and potential damage resulting from debris shedding; new data suggests heaters should be added to the feedline bellows, and thus Discovery must be rolled back to the Vehicle Assembly Building for this modification. All other work will be done on the pad before pullback. A stochastic Monte Carlo analysis is being performed on ice debris transport phenomena to understand the real risk of ice shedding. All of these actions must be completed before reporting, constituting a major challenge in completing the analyses and returning results to the Return to Flight (RTF) Task Group. The schedule for rollback is being reassessed. An hydraulic fluid leak has been noted and may require blanket removal and replacement. Atlantis is being processed for STS-121; the main engine has been installed, stacking is continuing and the feedline heater is being installed. The Inspector General (IG) commented that his office has reported items of concern such as coldplates and the decision to tank. There is also a draft report forthcoming on orbiter wiring, and on IPA and OSA organizational changes. A summary report of IG activities on RTF will be submitted to the Office of Space Operations. Mr. Gregory and the OC concurred that the category remains a MW.

Shuttle Impact on International Space Station (ISS) Operations-Lynn Cline-MC

While the Shuttle has been grounded, the ISS has been relying on Russia to provide transportation to and from Station. Consumables on board remain adequate but repackaging needs are being assessed. The Expedition 11 crew is on board; the Expedition 10 crew is in Star City performing post-mission activities. The transport of three crew members had been considered for STS-121, but impacts of the current delay must be considered before making a decision to expand the crew. ISS will continue to rely on Progress in the near term and planning will commence for the July launch window of STS-114. Mr. Gregory added that the Iran Nonproliferation Agreement (INA) is another MC, but noted that INA is outside management control. The IG concurred, and asked for an assessment of the cost impact of these delays. Mr. Sutton interjected that the monetary impact will be addressed in future reports. Mr. Greg asked if INA should be incorporated into the root cause, or treated as a special topic. Mr. Sutton responded that he would work on capturing and incorporating INA into mitigation and contingency plans. Remains a MC.

Contractor-Held Property- Gwendolyn Sykes/Deanie Lee- MW

Ms. Deanie Lee stood in for Ms. Sykes. Ms. Lee reported that work had been intensified in correcting this MW. The Office of the Chief Financial Officer (OCFO) has issued a new FMR volume and has instituted training at Kennedy Space Center. Several actions have been initiated: the Office has detailed a MSFC staffer for 120 days to help get to green on the two MWs. Completion dates have been pushed to the end of FY 08 for remedy of some of these issues.  Mr. Gregory asked for a clarification of the root cause; is it related to enforcement of policy, or lack of policy? He felt he was seeing symptoms but not the root cause. Ms. Lee replied that practice and application are the problems. A participant commented that in the past, the policy has not been adequate. Mr. Gregory felt a re-examination of the root cause was in order. Ms. Lee agreed, and added that there are still some questions on federal policy in this area. The OCFO is working with GAO, OMB and other federal agencies to clarify policy positions. Mr. Sutton noted that policy is not clear in other agencies as to what property is federal and what is not. NASA has been incorporating help from outside auditors, as policy continues to evolve in the post-Enron era. Other federal agencies are looking to NASA for benchmarking and trailblazing. The IG offered notes on root causes and will submit a draft to the CFO. Remains as MW.

Financial Management System (FMS)- Gwendolyn Sykes/Deanie Lee- MW

The root cause of this MW is the lack of integration of the FMS; OCFO is adjusting policy, procedure, and practices and has been working to reduce the fund imbalance with Treasury. The Treasury discrepancy is down to less than $100M. OCFO has also developed checklists to help people consistently follow policy issued by the Office, and is revising the Financial Leadership Plan and supporting work plans. The major milestone is issuing new policy, which is to be completed by the third quarter of this fiscal year (July). It will take two fiscal years to correct this MW (best-case scenario); in the meantime, manual workarounds are being used to produce better financial statements while trying to repair a broken system. Ms. Allison McNally commented that it sounds like the deficiency is lack of an integrated system and the root cause is also the lack of an integrated system; the root cause needs to be reworked. The IG offered help in identifying root cause. 

The strategy for this year’s financial audit is to identify what is fixed and what works and to establish some credibility in making and articulating progress. Mr. Sutton commented that the propensity to identify items as fixed when they are not should be avoided. Everyone needs to recognize that this is a business process issue- the problem is everyone wants to manage the FMS their own way- there must be consistent business processes in how the Agency operates FMS at all levels. Ms. Lee recognized that the dates are too fluid and reiterated that OCFO is trying to build better credibility on this issue. Remains as MW.
Full Cost Accounting Integration (FCA)- Gwendolyn Sykes/Deanie Lee- MC

The root cause is the lack of understanding policies and procedures for implementing FCA. OCFO is therefore focusing on pulling together operational issues; the completion date has been changed from TBD to ongoing. It will take a year or more to get FCA fully integrated into NASA. Indicators of successful change will be when we can use financial data to make business decisions. The IG commented that various members of the NASA community feel shortchanged by FCA. Mr. Gregory felt that this category was more than a MC and suggested elevation to a MW. Mr. Sutton challenged the notion whether the issue was serious enough to be reported outside the Agency. Mr. Gregory compromised by renaming the issue as a OW and agreed to reassess the category in August. The IG asked for additional definition of the problem. Mr. Sutton reminded the OC that the issue had been flagged by Ghassem Asrar, who had warned FCA would wreak havoc. There was also concern on the part of the Enterprises and centers. Mr. Jim Garvin added that the plight of the NASA center scientist was heightened by FCA- there are not enough competitions to pay center scientists’ salaries. The original concept was to have transition accounts, which was not adopted. JPL carries over the best and brightest 10% on corporate G&A; the rest get rotated through projects as they wait for the next mission. This is one symptom of many. The IG felt that this doesn’t suggest a management weakness unless it is an inability of the Agency to come to grips with the issue. Mr. Gregory felt it was an issue internal to NASA. Ms. McNally observed that FCA has forced out issues, which is good; NASA has been the lead on FCA in federal agencies; the policies have not locked in yet such that they can be elucidated and need to be evolved, defined and communicated.  Ms. Mary Kicza felt these issues should be vetted by the FCWG and brought back to the OC; in addition to how NASA deals with national assets, and establishment of competitive rates. 

Elevated to OW, to be revisited in August. 

Information Technology (IT) Security - Patricia Dunnington- OW

Scott Santiago reported on this issue. The root cause is lack of enforcement and procedures not kept up with OMB guidance. The Office of the Chief Information Officer (OCIO) is now directly referencing NIST standards in NASA IT security policy and procedural requirements.  The IT security management system will require significant change. OCIO is putting in more monitoring and enforcement capabilities, and must show policy is rewritten and approved, and show it is being applied across the Agency. Completion of policy is slated for July. Monitoring and enforcement may take another year to complete as performance measures must be demonstrated. The policy and practices will have been put in place, but OCIO can’t get a good bill of health until the management system has proven effective operation. The IG added that the organizational structure needs to be optimized. There is no good reason to allow centers to go their own way on IT security functions; management should be centralized. Mr. Santiago agreed with the caveat that the OCIO must verify this statement by examining best practices in other government agencies. Remains an OW.

Competition in Contracting- James Jennings/Thomas Luedtke-MC

NASA has undertaken the task to promote competition whenever possible, and has been competing roughly 85% of dollars. Programs such as Shuttle External Tank (ET) need to be excluded from these numbers. Louis Becker cited three recent IG reports, generally positive, that have reemphasized existing guidance; have issued surveys to centers. Seven centers now use training resources and consultants (TRC) to help determine their score on competition. It was recommended that the reporting can be done away with; the CAP was reviewed and Mr. Sutton felt it was acceptable. Mr. Gregory agreed to reassess this recommendation in August. The IG concurred that actions have been positive, and this MC could be removed from the watch list, with some caveats, such as the Hissler procurement, and another launch services contract with historical concerns. The root cause is related to whether or not mechanisms are in place, which can’t be pinned to one area. The manner in which the Agency assures itself it is getting what it has contracted for must be effective. The lack of an assurance and accountability system points again to a lack of a consistent business process. Mr. Gregory concurred and directed that the category be kept as an MC until August.

Access to NASA Facilities and Technology- James Jennings/David Saleeba- OW

This category is a multifaceted issue; namely the need for issuance of new, updated policy and procedural requirements, modernizing personnel verification processes, and incorporating a new badge design. Institutions and Management has procured standardized technology across the centers. The target date of completion is August 1 of this year. The next step is connecting regional servers to national (master control) center at MSFC followed by updating the facilities for access. By October of 2006, all NASA civil servants and contractors will have been badged. Activation of turnstiles is predicated on getting the proper readers and supporting operating system. This should be complete long before August. The IG mentioned FIPS and asked if there was an inconsistency between what NSSC is doing and OMB guidance. Clint Herbert reported there is consistency between NSSC and OMB. NASA will continue to be challenged to respond to the changing directives from OMB. By August 1, the new federal employee badge will be completed. Mr. Santiago noted the establishment of new federal guidelines on pan-federal standard badge topography; NASA is trying to meet the guidelines. There have been some challenges related to guideline fluidity, as these new standards remain subject to change. Mr. Jennings felt NASA should concentrate on consistency within itself. Remains OW, can be lowered in August.

Declassification Review Process- James Jennings/David Saleeba- MC

Mr. Herbert stated that the OSPP has issued a letter describing how to meet the initial deadline (Dec 31, 2006 for all documents 25 yrs or older to be declassified, 2009 for all media). The third deadline is 2010 for NASA classified materials held by other agencies. A letter with recommendations on declassifying documents has been made available from a predecessor office; OSPP is working with the Information Security Oversight Office to reissue the letter so that some documents can be declassified without a review process. OSPP continues to work with Headquarters offices on the process. Once the first window is met, there is a constant sliding window for each year thereafter. The media deadline will be most daunting- automatic declassification may not be helpful. OSPP is also working with Mr. Santiago on identifying root cause issues pertaining to record keeping. Remains MC.

Staffing at NASA Headquarters- James Jennings- MC

Chris Jedrey reported actions taken in addressing the root cause, which was identified as withdrawal of delegated authority and nonexistent guidelines. I&M has attacked the root cause and has started to hire and train personnel. HQ is almost at full staff. Authority was re-established in December 2004. The Agency is in the process of filling the large amount of vacancies in OCFO; 33 of 44 available jobs have been filled, 11 selections have been made, and 7 are in process, constituting about 75% of 44 jobs to be filled. There is a steady stream of candidates. The IG commented that the numbers are a bit more favorable on paper than reality. Several positions in IFM management have been relocated within the OCFO, such that more people are doing IFM work than originally planned. Mr. Jedrey responded that those are reassignment numbers. The IG explained he had been looking at the numbers in terms of a staffing plan. The IG felt the category remained a MC, but that good progress has been made. Mr. Sutton added that in order to make the case for removing the MC, I&M should coordinate ahead of the next meeting with OCFO and OIG, in addition to updating numbers. Mr. Jedrey added that I&M is working on a set of metrics to describe the window of time from the announcement of the position description to actual hiring; they will be published and will be on every supervisor’s desk. Remains MC.

Open OIG Recommendations- James Jennings/Jeffrey Sutton-MC

Jeffrey Sutton reported very favorable progress; total open items are below 50. Total items open over 1 year is 17. These are manageable numbers. The number of unresolved items over 6 months is zero and looks to be staying zero. These will continue to be tracked- eventually they may not need to be briefed. The IG agreed with the positive assessment and to consider it downgraded in August. Mr. Gregory thanked the OC for their efforts in resolving the issue. Remains MC, to be downgraded.

Review of Agency Rules- James Jennings/Jeff Sutton-MC

Mr. Jennings reported that everything is complete; the office is just waiting for OC closure. Mr. Sutton acknowledged Cynthia Washington’s yeoman work on the issue; the only remaining concern was trackability. Remains MC- revisit in August.

New Control Issues

Mr. Sutton had previously reported a developing concern about policy letters being issued by officials in charge; whereas there is a procedure (interim policy change-out) that can be used and was not being used. After reviewing the practice, it was determined that there does not appear to be a problem; that there had been isolated instances only.  Attached is a summary report on this topic performed for Mr. Sutton. A lesson to be drawn from this event would be to ensure that senior managers be informed of policy and procedure management as they come on board. 

Applicability of Mishap Investigation tools for solving Internal Control Issues

It has been recognized that root causes in the CATS system may not be true root causes; and these should therefore be subjected to root cause analysis. Mr. Jim Lloyd reported on methods for understanding root cause through the use of mishap investigative tools. Mishap investigation has added some needed science and structure into its process. Root causes, proximate causes, etc., must be defined and identified to Need to understand and uncover systemic reasons for unexpected outcomes. A fault tree analysis example from the Columbia accident investigation was given. The proximate cause of the accident was a hole in the leading edge of the wing. The root cause was more complex. In order to identify root cause, it was recommended to ask “5 whys”, drilling down to the area of root cause. Generic definitions can be found in the NPR, and the PBMA Mishap Investigation Website (provided in handouts). The simplest tool seems to be the Fault Tree. These trees may be applicable to the management issues that have been dealt with in the Internal Control process. Mr. Gregory agreed with the assessment. Faith Chandler is the point of contact (POC). Ms. Marcietta Washington agreed to utilize the POC. 

Electronic Signatures

Ms. Nanette Jennings provided a demonstration of NODIS (NASA Online Directives Information System), a document management system and document library. Officials in charge can apply their electronic signatures for approval of directives through this system, which will then be included in the Monthly Summary of Actions. The system also allows viewing of pertinent documents. The document library, with listings by subject, was also demonstrated. Documents are also categorized by centers, and other federal documents can be accessed through the systems. All OICs, initiators, originators, etc. have a password. Ms. Kicza added that access to the NODIS library is open to the public. E-signature permissions, however, must be used to concur on a document. The key to the system is “Know your Directive Managers.” Mr. Jennings recommended using the system for approving directives and to eliminate paperwork. Mr. Gregory agreed, and directed the OC to revisit NODIS capabilities. 

