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Agenda

Major Management Control Deficiencies Decision Meeting Agenda – Mr. Sutton, Lead (John Werner as substitute).

Mr. Gregory, Deputy Administrator, welcomed attendees to the first Internal Control Council (ICC) meeting, now part of the Operations Council.  The ICC was formulated in response to the Federal Managers’ Financial Integrity Act. Today’s meeting is a preparation for a submission to the Administrator as part of his annual Statement of Assurance.  The ICC’s responsibility is to review a watch list of major management control deficiencies. Four sessions of the ICC are held each year; the last one was in May 2004, and today’s meeting is the last of the year.  As there were no significant changes for assessment, the August meeting was omitted. The ICC will vote at the end of each of today’s presentations, but Mr. Gregory will make the ultimate decision on whether to report a deficiency as material.

Mr. Werner defined the levels of major management control deficiencies, the worst of which is a material weakness. In declining order of severity, the next are other weakness, management challenge, and other issue (proposed by the Inspector General this year as a new category). 

Mr. Gregory requested clear statements of categorical designations from each presenter.

Space Shuttle

The Assistant Associate Administrator for Space Shuttle Program, Mr. Lightfoot, addressed the Space Shuttle material weakness (MW), describing the contents of his presentation as information only, and he reviewed those issues scheduled to be closed by January 2005. The horizontal arrow on the charts indicates an item is on track. The schedule now supports a May launch date as opposed to a March window; the successive hurricanes in Florida have made a significant impact on the schedule. The five biggest recommendations from the Columbia Accident Investigation Board report remain unclosed. External tank debris elimination is to be closed by the end of December or January 1. The boom sensor system, which allows the wing’s leading edge to be viewed, is in yellow status- modal testing has been completed but the boom needs to be installed on the orbiter. Sensor detection has been verified as functional. Orbiter processing for Return to Flight (RTF) has also been affected by the hurricanes; testing has been interrupted repeatedly, and one month of uninterrupted testing is required to satisfy the report criteria.  In summary, the directorate continues to close milestones. International Space Station (ISS) is working issues. Cost is an issue that the directorate is trying to resolve with the FY05 runout; cost estimates will be brought forward on October 6, and real dollar amounts must be understood. Two paths are required for the two vehicles; both vehicles must stand ready, with one available for a crew rescue. A participant commented that the plan for organizational change, in which the Administrator has charted a new path for the Independent Technical Authority to go, seems overly optimistic. Mr. Lightfoot agreed that this last issue needs to be updated and validated. 

Mr. Gregory reminded responsible parties that write-ups are needed no later than October 12, so that they can be submitted to the Office of the Chief Financial Officer (CFO) by October 15 for inclusion in the Performance and Accountability Report.

ISS Cost Management

The Assistant Associate Administrator for Space Station, Mr. Uhran, recommended that the designation of management challenge (MC) be removed from ISS. ISS heads of agency (HOA) have had several meetings and teleconferences, and the current configuration has been endorsed by all international heads of agency; they will be meeting again at the New Year. The HOA-endorsed configuration accommodates all the planned partner elements consistent with all memoranda of understanding (MOUs). This also includes a provision for growth beyond a crew of 3. There is robust on-orbit utilization capacity. Nothing has been altered significantly in terms of power to accomplish this. Since the last ICC, no evidence of a major MC has been found; thus Mr. Lightfoot proposed a category change from MC to “Schedule hold.” Reserves are being depleted through factors outside the program’s control, including re-appropriations to RTF, and Congressional withholding of funds. ISS does recognize that the management challenge is valid, but it should not be labeled as such. A participant commented that there will be a number of delays and current cost estimates take this slippage into account- is this a good enough argument? Mr. Lightfoot replied in the affirmative, adding that it is all a question of reserve management; ISS does have a very accurate review of reserve depletions and has reviewed these with Administrator O’Keefe.

Mr. Cobb, the NASA Inspector General (IG), commented that the Government Accountability Office (GAO) continues to criticize the Agency for being unable to account for ISS costs; can ISS satisfy Congressional expectations? Can it really do an independent cost analysis? Mr. Uhran replied that ISS has not broken caps on funds. A participant commented that the GAO says it can’t get transparency into the ISS numbers, and consequently, GAO thinks that NASA is unable to account for all its costs. Ms. Sykes, CFO, noted that there needs to be a consensus on how the numbers are shown. Mr. Uhran felt that the issue was development vs. operations cost. The GAO and Congress agree that ISS has ongoing development costs of 5% or less for the life of the program; there is no issue or threat of exceeding the life cycle cost. The IG asked if there were a plan to avoid depletion of reserves. Mr. Uhran replied that this is being accomplished through a cost containment effort and an effort to restore an FY04 depletion of funds, plus a potential restoration of an FY05 reduction in FY06. ISS is making efforts to keep costs at the recommended levels. The IG noted that the debate is whether to track the MC internally at the directorate level or at the higher level of the NASA Operations Council.  

There are challenges with properly maintaining the station; technical challenges and overall planning contribute to addressing these challenges. The program is on a precipice. Mr. Gregory suggested that the designation remain unchanged as a MC, citing a serious systemic control weakness and insufficient information to determine the designation as otherwise. Mr. Uhran requested that if an MC were to remain in place, he would want it explicitly identified. He added that the ISS is basically on schedule hold until RTF; on-orbit assembly is suspended and this is clearly a MC. However, he argued that outside factors influence the program management’s control over the ISS, and reiterated that it is a “schedule hold” category. ISS is trying to deal with morale concerns in the program; the staff is doing an outstanding job in light of all the difficulties, and a MC designation does not help the morale. 

The IG asked what the program was doing to mitigate against costs. Mr. Uhran reiterated that cost containment was the principal mitigation strategy. The IG asked if ISS had examined contracts and ways to mitigate the results of delays. Mr. Uhran replied that the only issue would be cost increases from the contracts. There are few standing army problems, only ones related to on-orbit assemblies. The IG expressed concern about unanticipated cost growth- if ISS is realistically dealing with this, he could accept the argument. 

Mr. Gregory recommended that the designation be left as an MC. After the meeting, the OC will revisit the definitions to accommodate Mr. Uhran’s concerns. The IG expressed willingness to revisit the categories. In addition, Mr. Gregory recommended that the OIG put out earlier next year its annual assessment of material weaknesses and other deficiencies.

Contractor-Held Property 
Ms. Sykes, NASA Chief Financial Officer (CFO), stated that contractor-held property is currently designated as a material weakness.  She noted that this area began last year with a reduction to “other weakness.”  Actions to correct this deficiency include monthly reporting by contractors; publication of a Federal Management Regulation (FMR) for property, plant and equipment; and initiation of contractor and accountant training. Stumbling blocks are in costing and evaluation of research and development (R&D). Planned actions are to obtain Financial Accounting Standards Advisory Board (FASAB) technical interpretation of R&D costs; implement an on-line reporting system, and integrate contractor-held property by FY 2008 into the integrated asset management (IAM) module of the Integrated Financial Management Project (IFMP). The IG noted that NASA is still making significant errors and the numbers are not reliable. It should remain a material weakness for this reason. The long-term plan is to address the contractor issue and the different systems used to generate the numbers. The IAM component of the IFMP was going to address this reliability issue with a plan for the long-term solution. The auditors still identify this lack of reconciliation of costs as a significant problem. A participant commented that the policy needs to be updated, procedures put in place, and the IFMP fully implemented.

NASA knows what it expects from the contractors, particularly from the sub-contractors on a fast turnaround; but the implementation challenge is large. NASA is also trying to assess how long it will take the major contractors to complete IFMP and how much they will charge the Agency for this implementation. Contractor Held Property and IFMP discussions will continue for years to come, but the dialogue itself doesn’t equate to an MW rating. The IG expressed disagreement with that assumption, and he stated that the auditor of NASA financial statements would also disagree with the CFO position. Mr. Gregory designated this area as an MW.

Financial Management

Ms. Sykes stated that Financial Management continues to be a material weakness. Issues are the fund balance reconciliation with the Treasury (currently, the $1.74 B has been reduced to $125 M), the financial statement preparation process, and the OIG financial statement opinion in FY03 and FY04. FY04 improvements include publication of an FMR for accounting and external reporting, financial statements produced from IFMP, and the implementation of center-based financial data analysis and correction strategies.

Planned actions are to revise the NASA Financial Management Improvement Plan by Dec 31, 2004; conduct on-site assistance and internal reviews at centers beginning February 2005, and publish additional FMRs during FY05. The projected completion date for closing this MW is September 2009. The IG noted that it’s natural for Ms. Sykes to project a positive view of CFO achievements and planned actions; however, the FY04 and FY05 financial statement data are viewed as unreliable by the auditors who will probably add a disclaimer to their assessment. Another problem is sufficiency of the audit trail, a matter that GAO and the OIG are examining. In terms of staffing and resources, the CFO Office is 40% below the defined target.  Mr. Ciganer, Program Executive Officer for Integrated Financial Management, pointed out that current year operations, tracking costs as they happen, are reasonably managed, but the massive data cleanup from many years in the past poses an enormous problem for reconciliation. Financial management could have had a good internal control record if the historical data had been omitted from the whole financial task. Mr. Gregory recommended that this area be maintained as an MW.

Full Cost 

Ms. Sykes addressed Full Cost as a MC. Full cost practices need to be assimilated throughout NASA’s culture as an integral component of management decisions. Improvements in FY2004 include the execution of the FY 2004 program, and budgeting for FY07-11, using full-cost practices. Planned actions include the reestablishment of a Full Cost Steering Committee on October 5, 2004 and the establishment of a Full Cost Working Group by January 31, 2005. Mr. Gregory recommended this area remain as a MC.

Competition in Contracting 

Mr. Luedtke, Assistant Administrator for Procurement, Office of the CFO, stated that this  contracting area is a MC. Mr. Luedtke commented that this area is not competitive sourcing; competitive contracting applies to a competitive acquisition versus a sole source method to acquire work to be done by contractors. The challenge is in large programs such as ISS and the Shuttle USA contract; both were acquired on a sole source basis. One issue is that annual procurements are 90% of NASA’s budget. 85% of contracting activity is competitive, excluding the legacy contracts. Mr. Luedtke is comfortable with the definition of the management challenge. There is government-wide interest in this area of competition in contracting.  The Exploration Systems mission is setting a good example as it goes forward in competitions.  The IG expressed hope that the Exploration Systems’ approach will be a good model.  The Ames Research Center’s award of a cooperative agreement for the Girvan Institute of Technology represents a worst case model in its lack of competition in contracting.  The IG warned NASA to be sensitive to the machinery that results in an earmark; illegal campaign contributions, commissions associated with earmarks, and illegal lobbying have been found.  The procurement process must follow regulations. A participant commented that the challenge lies in the second phase of mission operations--there is typically a monopoly in the outyears; going through the process of contract competition in the outyears is costly. The IG warned that if NASA doesn’t adhere to regulations on contract competition, the Agency will be at high risk. The Agency must prove to the American people that it provides a level playing field in how it processes acquisition of contracts. Mr. Gregory recommended the area be maintained as a MC.

Software Management

Dr. Kelly, Program Executive for Software Engineering, Office of the Chief Engineer, stated that software management has been designated a MC. The action to form a senior level steering board is now complete. The board meets regularly. Also complete are actions to establish appropriate funding for the software initiative and to conduct an assessment of the NASA IV&V facility. In addition, the board has overseen the coordination of the software architecture development and update of the NASA Procedural Requirement (NPR) on software management.  This NPR was coordinated with OIG staff and addresses OIG recommendations. The Office of the Chief Engineer recommends that the MC be closed due to completion of the action plan, and the area will be monitored on a continuing basis. The NPR has been reviewed and signed. The IG agreed and Mr. Gregory removed Software Management from the watch list.

Information Technology (IT) Security
Ms. Dunnington, Chief Information Officer (CIO), maintained that this area should remain designated as other weakness (OW). Mr. Santiago, Chief of IT Security, noted that the Office of the CIO was getting direction from OMB to raise the bar in complying with IT security. The CIO Office is making good progress in closing audit findings and recommendations. The significant challenge is to be compliant with new OMB direction. A recurring issue is inadequate systems administrator training. The CIO Office has instituted certification programs to address training and is also slowly implementing better host and network security, contingency plan testing and validation activities, and controls to manage sensitive information. Another challenge is interpreting security requirements. NPR 2810 is being rewritten to adhere to National Institute of Standards and Technology (NIST) IT security standards. There is a requirement to create a centralized IT security database and the CIO Office is in the process of selecting one. Funding may be reprioritized for independent contractors. IT risk management standards will adhere to NIST standards. The CIO Office is tightening the level of acceptable risk designations for programs, projects, and functions. Program managers are System Directors and Owners according to OMB and Capitol Hill; this higher role has been addressed in the policy requirement document. Today risk is accepted and designated at the Center level; the CIO will raise this major procedure to the Agency level. 

Monitoring devices are being deployed across the Agency to validate security practices. A Configuration Control Board is established and operating. The IT security NPR is being updated to reflect contingency planning requirements.  Centrally managed security services have been established to correct known weaknesses. Security also requires the ability to verify and validate; thus, an IT security scorecard has been created to measure compliance of Centers with security requirements. A centrally provisioned patch management system has been issued.  The IG noted that last year he recommended that the IT security issue be labeled as a material weakness; this year he maintains that the area should be an MW, but agreed that progress is taking place. Ms. Dunnington agreed that the healthy tension between the IG and IT security is helpful; but the area is one of continual improvement. 

Ms. Dunnington stated that management controls are in place and that IT security has the ability through policy and system controls to validate performance. Information is being transmitted to outside agencies in a secure manner. Ms. Sykes noted that NASA does not rely on assurances from other agencies that their pathways are secure and cited recent DOI transmissions. A participant pointed out that in the case of DOI, Mr. Jim Jennings had the option of rejecting the e-payroll on the basis of IT security concerns. Mr. Santiago noted that an IT security review is required of any system that contains NASA data irrespective of who owns it. Mr. Gregory agreed to keep this area as an OW, while recognizing the IG’s opinion. 

Access to NASA Facilities and Technologies 

Mr. Herbert, Deputy Assistant Administrator, Office of Security and Program Protection, OIM, briefed the council on the security access issue.  His office agrees that the designation of other weakness continues to be appropriate. Inconsistencies abound with the way agencies implement security rules and background investigations for access to facilities and employment suitability.  The Security NPR is coming up for final approval in 2 weeks. The IG had no objection to the label of OW. Mr. Gregory designated the area as OW.

Trends in Open OIG Recommendations

Mr. Werner, Director, Management Systems Division, OIM, stated that there are no unresolved recommendations; 82 are overdue by at least one year; and none have expired. 153 recommendations are currently open. This area is currently an OW, but a recommendation was made that it be downgraded to MC. The IG agreed to downgrading it to MC. Mr. Gregory designated this area as MC.

Orbital Space Plane (OSP)

Mr. Watkins, Assistant Associate Administrator for Exploration Systems Mission Directorate, stated that the OSP program has been cancelled. A portion of the budget was used for termination. OSP has completed a Lessons Learned task. A recommendation was made to close the OSP based on program cancellation. The IG had no comment. Mr. Gregory removed the OSP from the watch list.

Rules Review
Mr. Jennings, Associate Administrator for Institutions and Management, provided the status of the NASA Rules Review initiative.  He stated that 455 Headquarters directives have been dispositioned – 87 for cancellation, 113 for revision, and 255 for retention as written. The Agency-wide rules review is to be completed by November 2004. Mr. Jennings recommended that the area remain as a management challenge until the center portion of the review is finished. The IG had no comment. Mr. Gregory designated the area as MC.


Summary

Mr. Gregory reminded the owners of areas designated as material weaknesses that they must report by October 12 to John Werner. Next year, the IG will distribute a report on issues at an earlier date for review before the decision meeting of the NASA Operations Council. The IG noted other management challenges in human capital, particularly at HQ, CFO staffing, and overall NASA facilities issues such as difficulty in keeping track of facility initiatives.  Subsequent to the meeting, the OIG provided a supplement to its FMFIA input of October 1, 2004, recommending that “Staffing at NASA Headquarters” be designated by NASA as a management challenge.  The OIG does not believe that the facilities area warrants designation as a management challenge.

Action Item                                            Assigned to                           Completion Date
Write-ups to John Werner        Owners of Material Weakness Areas               October 12                                         

