NASA-STD-8719.13B

APPENDIX B

Appendix B.  Software Safety Requirements Compliance Matrix

	NASA-STD-8719.13B Requirements Compliance Matrix

	Section
	No.
	Requirement
	Role/ Responsibility*
	Compliance
	Comments

	
	
	
	
	Full
	Partial
	None
	

	Safety-Critical Software Determination
	4.0
	Not a requirement
	 
	 
	 
	 
	 

	Determination of Safety-Critical Software
	4.1
	Not a requirement
	 
	 
	 
	 
	 

	
	4.1.1
	If the system is safety-critical, evaluate the software.
	SysSafety
SwSafety
	 
	 
	 
	 

	
	4.1.1.1
	Use the criteria in this section to determine if the software is safety-critical 
	SysSafety
SwSafety
	 
	 
	 
	 

	
	4.1.1.2
	Evaluate software during project planning
	SysSafety
SwSafety
	 
	 
	 
	 

	
	4.1.1.3
	Document the results of the evaluation
	SysSafety
SwSafety
	 
	 
	 
	 

	
	4.1.1.4
	SMA approves of the evaluation conclusions.
	SMA
	 
	 
	 
	 

	
	4.1.2
	Evaluate all software in the system
	SysSafety
SwSafety
	 
	 
	 
	 

	
	4.1.3
	Apply this Standard even if using non-software hazard controls 
	SysSafety
SwSafety
	 
	 
	 
	 

	Software and System Safety
	4.2
	Not a requirement
	 
	 
	 
	 
	 

	
	4.2.1
	Participate in system safety analyses
	SwSafety
	 
	 
	 
	 

	
	4.2.1.1
	Evaluate hazards for software’s contribution (cause, control, etc.)
	SwSafety
	 
	 
	 
	 

	
	4.2.1.2
	Conduct software safety analyses; coordinate with the system safety analyses.  
	SwSafety
	 
	 
	 
	 

	
	4.2.2
	Create software safety requirements
	SwSafety
SwEng
	 
	 
	 
	 

	
	4.2.2.1
	Document software safety requirements, hazard contributors and controls. Software safety plan points to this document.
	SwSafety
	 
	 
	 
	 

	Software Safety Management
	5.0
	Not a requirement
	 
	 
	 
	 
	 

	Organization and Responsibility
	5.1
	Not a requirement
	 
	 
	 
	 
	 

	Center S&MA
	5.1.1
	Not a requirement
	 
	 
	 
	 
	 

	Program, Project, Facility Management
	5.1.2
	Not a requirement
	 
	 
	 
	 
	 

	
	5.1.2.1
	Include software safety in project planning
	PM
	 
	 
	 
	 

	
	5.1.2.1.1
	Consult with software safety personnel when acquiring safety-critical software
	PM
	 
	 
	 
	 

	
	5.1.2.1.2 
	Periodically evaluate the system for safety-critical software
	PM
	 
	 
	 
	 

	
	5.1.2.1.3
	Provides adequate resources to the software safety program.
	PM
	 
	 
	 
	 

	
	5.1.2.1.4
	Assign personnel for the software safety program
	PM
	 
	 
	 
	 

	
	5.1.2.1.5
	Work with SMA management to resolve conflicts
	PM
	 
	 
	 
	 

	
	5.1.2.2
	Plan and execute software safety throughout the entire software life cycle.
	PM
	 
	 
	 
	 

	
	5.1.2.3
	Integrate software safety with system safety and software development. 
	PM
	 
	 
	 
	 

	
	5.1.2.4
	Create a process to document, trace, communicate, and close software safety concerns 
	PM
	 
	 
	 
	 

	Software Safety Personnel
	5.1.3
	Not a requirement
	 
	 
	 
	 
	 

	
	5.1.3.1
	Assign sw safety mgr to develop and implement sw safety processes and plans
	PM
	 
	 
	 
	 

	
	5.1.3.1.1
	Communicate software safety concerns directly to the project manager 
	SwSafetyMgr
	 
	 
	 
	 

	
	5.1.3.1.2
	Elevate software safety concerns that cannot be resolved within the project.  
	SwSafetyMgr
	 
	 
	 
	 

	
	5.1.3.1.3
	Assure software safety risks are captured, addressed, and managed as part of risk management processes
	SwSafetyMgr
	 
	 
	 
	 

	
	5.1.3.1.4
	Participate in change control board for software modifications
	SwSafetyMgr
	 
	 
	 
	 

	
	5.1.3.1.5
	Brief management on the selection of off-the-shelf or previously created (reused) software used in this system
	SwSafetyMgr
	 
	 
	 
	 

	
	5.1.3.1.6
	Provide inputs to management regarding contactor requirements for safety-critical software. 
	SwSafetyMgr
	 
	 
	 
	 


PM

SwSafetyMgr

	SMA
	 
	 
	 
	 

	
	5.1.3.2.1
	Analyze and report software safety non-conformances to appropriate personnel
	SwSafety
	 
	 
	 
	 

	
	5.1.3.2.2
	Review system hazard analyses for changes that impact the software subsystem.
	SwSafety
	 
	 
	 
	 

	
	5.1.3.2.3
	Inform system safety personnel of changes in safety-critical software
	SwSafety
	 
	 
	 
	 

	
	5.1.3.2.4
	Support the system safety review process. 
	SwSafety
	 
	 
	 
	 

	
	5.1.3.2.5
	Participate in project reviews. 
	SwSafety
	 
	 
	 
	 

	Other Personnel
	5.1.4
	Not a requirement
	 
	 
	 
	 
	 

	
	5.1.4.1
	Assign software assurance to verify that software safety is planned, approved, and implemented.  
	PM
SMA
	 
	 
	 
	 

	
	5.1.4.1.1
	Verify software safety processes, product standards and procedures are followed.
	SwAssure
	 
	 
	 
	 

	
	5.1.4.1.2
	Perform software safety assurance audits.
	SwAssure
	 
	 
	 
	 

	
	5.1.4.1.3
	Report software safety process non-conformances to software and system safety personnel and/or appropriate management.
	SwAssure
	 
	 
	 
	 

	
	5.1.4.2
	Perform configuration change control, status accounting, and change verification of safety-critical software requirements and software elements.
	SCM
	 
	 
	 
	 

	Software Safety Planning
	5.2
	Not a requirement
	 
	 
	 
	 
	 

	
	5.2.1
	Perform software safety assessment and planning for each software acquisition, maintenance activity, or change to legacy systems.
	SwSafetyMgr
	 
	 
	 
	 

	
	5.2.1.1
	Plan and conduct safety program reviews
	SwSafetyMgr
SwAssure
	 
	 
	 
	 

	
	5.2.2
	Start software safety planning early enough to affect the software development and assurance activities. 
	SwSafetyMgr
	 
	 
	 
	 

	
	5.2.3
	Create a Software Safety Plan.
	SwSafetyMgr
	 
	 
	 
	 

	
	5.2.3.1
	Cross-reference safety activities that are in multiple plans. 
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.3.2
	Put the Software Safety Plan under configuration control.
	SCM
	 
	 
	 
	 

	
	5.2.4.
	Describe how the requirements of this Standard will be implemented .
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.5
	Include activities, schedule, personnel, methods, and resulting products.
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.6
	Define how system safety, software assurance, software development, and the Center or Program SMA organization works together.
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.6.1
	Describe the role of IV&V and how IV&V will work with the software safety program and personnel. 
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.6.2
	Describe how safety-critical requirements are generated, implemented, tracked, and verified.
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.6.3
	Define ithe procedures for resolving software safety concerns and recommendations.
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.6.4
	Describe how software safety and project schedules are synchronized.
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.6.5
	Specify the number and schedule of software safety assurance audits. 
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.6.6
	Document the conditions requiring software safety engineers to review a situation and proposed solutions or upgrades.  
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.6.7
	Define who monitors system during operation, & what procedures are followed when they feel safety may be threatened.
	SwSafetyPlan
	 
	 
	 
	 

	
	5.2.7
	Review the Software Safety Plan periodically.
	PM
SwSafetyMgr
SwAssure
	 
	 
	 
	 

	Personnel Qualifications and Training
	5.3
	Not a requirement
	 
	 
	 
	 
	 

	
	5.3.1
	Describe the training requirements for all project software safety roles. 
	SwSafetyPlan
	 
	 
	 
	 

	Resources
	5.4
	Not a requirement
	 
	 
	 
	 
	 

	
	5.4.1
	Document the resource requirements and allocation for software safety tasks.
	SwSafetyPlan
	 
	 
	 
	 

	Software Life Cycles
	5.5
	Not a requirement
	 
	 
	 
	 
	 

	
	5.5.1
	Describe how software safety is integrated with the chosen software life cycle.
	SwSafetyPlan
	 
	 
	 
	 

	
	5.5.2
	Perform software safety activities throughout the software development life cycle.
	SwSafety
	 
	 
	 
	 

	
	5.5.3
	Continue software safety activities in the operational phase. 
	PM
SwSafetyMgr
	 
	 
	 
	 

	Documentation Requirements
	5.6
	Not a requirement
	 
	 
	 
	 
	 

	
	5.6.1
	 List the documents (and associated content) that are part of the software safety program in the Software Safety Plan.
	SwSafetyPlan
	 
	 
	 
	 

	
	5.6.2 
	Define the change and approval process for software safety related portions of all project documents.
	SwSafetyMgr
	 
	 
	 
	 

	
	5.6.3 
	Address safety-critical software in all appropriate project documents.
	PM
SwSafetyMgr
	 
	 
	 
	 

	Traceability
	5.7
	Not a requirement
	 
	 
	 
	 
	 

	
	5.7.1
	Create a tracing system that maps software safety requirements to system hazards and traces the flow down of to design, implementation, and test. 
	PM
SwSafetyMgr
	 
	 
	 
	 

	
	5.7.1.1
	Coordinate the software tracing system with the system-level hazard tracking system.
	SysSafety
SwSafetyMgr
	 
	 
	 
	 

	
	5.7.2
	Put the tracing system under configuration control. 
	SCM
	 
	 
	 
	 

	
	5.7.3
	Review the tracing system reports and outputs.
	SwSafety
	 
	 
	 
	 

	Discrepancy and Problem Reporting and Tracking
	5.8
	Not a requirement
	 
	 
	 
	 
	 

	
	5.8.1
	Create closed-loop tracking of discrepancies, problems, and failures 
	PM
SwSafetyMgr
	 
	 
	 
	 

	
	5.8.1.1
	Trace identified safety-critical software problems back to the system-level hazard involved. 
	SwSafety
	 
	 
	 
	 

	
	5.8.1.2
	Approve safety-critical discrepancy report closures.
	SwSafety
	 
	 
	 
	 

	
	5.8.2
	Regularly review all discrepancy reports for safety impacts. 
	SwSafety
	 
	 
	 
	 

	
	5.8.3
	Evaluate software changes for potential safety impact.
	SwSafety
	 
	 
	 
	 

	Software Configuration Management Activities
	5.9
	Not a requirement
	 
	 
	 
	 
	 

	
	5.9.1
	Configuration manage software, documentation, and associated data
	SCM
	 
	 
	 
	 

	
	5.9.1.1
	Maintain all baselined safety-critical software and associated documentation, simulators, models, test suites, data, etc. 
	SCM
	 
	 
	 
	 

	
	5.9.1.2
	Provide and document the release of safety-critical software.
	SCM
	 
	 
	 
	 

	
	5.9.2
	Evaluate all changes, modifications, and patches made to safety-critical requirements, design, code, systems, equipment, test plans, procedures, simulators, models, test suites, or criteria. 
	SwSafety
	 
	 
	 
	 

	
	5.9.2.1
	Approve changes to baselined safety-critical software.
	SwSafety
	 
	 
	 
	 

	
	5.9.3
	Track and control incremental changes to the safety-critical software and its release to operations. 
	SCM
	 
	 
	 
	 

	
	5.9.3.1
	Configuration control routine reconfigurations and changes to operational software
	SCM
	 
	 
	 
	 

	Software Assurance Activities
	5.10
	Not a requirement
	 
	 
	 
	 
	 

	
	5.10.1
	Complete all assurance activities prior to acceptance or closure of any software-related system-level hazards.
	SwAssure
	 
	 
	 
	 

	
	5.10.2
	Coordinate software safety tasks with software assurance.
	SwSafety
SwAssure
	 
	 
	 
	 

	Tool Support and Approval
	5.11
	Not a requirement
	 
	 
	 
	 
	 

	
	5.11.1
	Define approach to preventing software tools from introducing hazards
	SwEng
SwSafetyMgr
	 
	 
	 
	 

	
	5.11.1.1
	Identify & assess project tools that could potentially impact safety-critical software and define mitigation strategies if necessary. 
	SwEng
SwSafety
	 
	 
	 
	 

	
	5.11.1.2
	Document how project tools are selected, approved, and controlled. 
	SwEng
SwSafety
	 
	 
	 
	 

	
	5.11.1.2.1
	Document how approved tools are upgraded, what happens if an approved tool is no longer approved, and what limitations are imposed on tool use.
	SwEng
SwSafetyMgr
	 
	 
	 
	 

	
	5.11.1.2.2
	Ensure sufficient safety testing and analysis is performed when a project tool changes
	SwSafetyMgr
	 
	 
	 
	 

	
	5.11.2  
	Approve the safety analysis and testing approach for tool verification.
	SwSafetyMgr
	 
	 
	 
	 

	Off-the-shelf Software
	5.12
	Not a requirement
	 
	 
	 
	 
	 

	
	5.12.1
	Evaluate all off-the-shelf and reused software for its impact safety-critical functions.
	SwSafety
	 
	 
	 
	 

	
	5.12.1.1
	Analyze safety-critical OTS and reused software for its ability to meet required safety functions, any safety impact of extra functionality, and interfaces to developed code.
	SwEng
SwSafetyMgr
	 
	 
	 
	 

	
	5.12.1.2
	Analyze the interactions of COTS software components with the developed software and any other COTS software in the system.
	SwSafety
	 
	 
	 
	 

	
	5.12.1.3
	Verify safety-critical OTS or reused software to the same level required of in-house developed software to the extent possible.
	SwSafety
	 
	 
	 
	 

	Contract Management
	5.13
	Not a requirement
	 
	 
	 
	 
	 


PM

	SwSafetyMgr
	 
	 
	 
	 

	
	5.13.1.1
	Software safety deliverables are included in the contract/MOA/MOU.
	PM
SwSafetyMgr
	 
	 
	 
	 

	
	5.13.1.2
	Customer surveillance for software safety is included in the contract/MOA/MOU.
	PM
SwSafetyMgr
	 
	 
	 
	 

	
	5.13.1.3
	The contract/MOA/MOU defines how the contractor and customer report and resolve software safety problems.
	PM
SwSafetyMgr
	 
	 
	 
	 

	
	5.13.1.4
	The contract/MOA/MOU defines that customer agreement is required for any changes to baselined safety-critical software elements.
	PM
SwSafetyMgr
	 
	 
	 
	 

	Certification Process
	5.14
	Not a requirement
	 
	 
	 
	 
	 

	
	5.14.1
	Establish a certification process for safety-critical software. Safety-critical software is certified prior to use or release.
	SMA
	 
	 
	 
	 

	
	5.14.2
	Participate in program/project/facility certifications
	SMA
	 
	 
	 
	 

	
	5.14.3
	5.14.3-(a-g) are items to be evaluated for certification
	SMA
SwSafetyMgr
	 
	 
	 
	 

	
	5.14.3-a
	All software hazards are identified.
	SMA
SwSafetyMgr
	 
	 
	 
	 

	
	5.14.3-b
	All hazard controls that require software implementation are identified.
	SMA
SwSafetyMgr
	 
	 
	 
	 

	
	5.14.3-c
	All software safety requirements and elements are identified and tracked.
	SMA
SwSafetyMgr
	 
	 
	 
	 

	
	5.14.3-d
	All software safety requirements and elements have been successfully validated, or waivers/deviations have been approved.
	SMA
SwSafetyMgr
	 
	 
	 
	 

	
	5.14.3-e
	All software safety requirements and elements have been properly verified, or waivers/deviations have been approved.
	SMA
SwSafetyMgr
	 
	 
	 
	 

	
	5.14.3-f
	All discrepancies in safety-critical software have been dispositioned with the safety organization’s concurrence, per the certification process.
	SMA
SwSafetyMgr
	 
	 
	 
	 

	
	5.14.3-g
	All operational workarounds associated with discrepancies in safety-critical software have the concurrence of the Center or Program safety organization, per the certification process. 
	SMA
SwSafetyMgr
	 
	 
	 
	 

	
	5.14.4
	Present the software safety process and results to an appropriate safety panel for certification.
	SwSafety
	 
	 
	 
	 

	
	5.14.5
	Approve the results and reports prior to acceptance of the software and the system, with review and certification provided by SMA . 
	SMA
SwSafetyMgr
	 
	 
	 
	 

	Waivers/ Deviations
	5.15
	Not a requirement
	 
	 
	 
	 
	 

	
	5.15.1
	Request a waiver/deviation if a requirement cannot be met.
	SwSafetyMgr
	 
	 
	 
	 

	
	5.15.2
	Document in a written request the justification to support the waiver/deviation. 
	SwSafetyMgr
	 
	 
	 
	 

	
	5.15.3
	Waiver/deviation is signed by the project and the Center Safety and Mission Assurance Director.
	PM
SMA
	 
	 
	 
	 

	
	5.15.4
	Keep copies of all variances to safety requirements.
	SMA
	 
	 
	 
	 

	Software Development and Safety Analyses
	6.0
	Not a requirement
	 
	 
	 
	 
	 

	Software Safety Requirements and Analysis
	6.1
	Not a requirement
	 
	 
	 
	 
	 

	
	6.1.1 
	Create software safety requirements and include them in the software requirements specification. 
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.1.1.1
	Derive software safety requirements from system safety, environmental, interface, vehicle, and facility  requirements; standards, program specification, system hazard reports and analyses 
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.1.1.2
	Clearly identify software safety requirements in the software requirements specification. 
	SwEng
	 
	 
	 
	 

	
	6.1.1.3
	Express and structure software safety requirements that are clear, precise, unequivocal, verifiable, testable, maintainable and feasible.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.1.1.4
	Include the modes or states of operation under which software safety requirements are valid or not applicable. 
	SwEng
	 
	 
	 
	 

	
	6.1.1.5
	Include hardware and software safety-related constraints in software requirements document.
	SwEng
SwSafety
SysSafety
	 
	 
	 
	 

	
	6.1.2
	Analyze software safety requirements.
	SwSafety
	 
	 
	 
	 

	
	6.1.2.1
	Ensure the analysis method or procedure meets the following requirements (a-e) and is documented:
	SwSafety
	 
	 
	 
	 

	
	6.1.2.1-a
	Verify all software safety requirements meet the requirements of section 6.1.1 and sub-sections
	SwSafety
	 
	 
	 
	 

	
	6.1.2.1-b
	Examine the software safety requirements for ambiguities, inconsistencies, omissions, and undefined conditions
	SwSafety
	 
	 
	 
	 

	
	6.1.2.1-c
	Verify all software safety requirements are traceable to higher-level requirements or external standards
	SwSafety
	 
	 
	 
	 

	
	6.1.2.1-d
	Verify software safety requirements provide adequate response to potential failures.
	SwSafety
	 
	 
	 
	 

	
	6.1.2.1-e
	Veirfy software safety requirements include positive measures to prevent potential problems and implement required “must work” functions.
	SwSafety
	 
	 
	 
	 

	
	6.1.2.2
	Document results of the analysis. Any newly identified hazards are given to system safety.
	SwSafety
	 
	 
	 
	 

	
	6.1.2.3
	Document project-level resolution for improperly decomposed requirements.
	SwSafety
	 
	 
	 
	 

	
	6.1.2.4
	Include results of the software safety requirements analysis at project formal reviews and system-level safety reviews.
	SwSafety
	 
	 
	 
	 

	Software Design and Safety Analysis
	6.2
	Not a requirement
	 
	 
	 
	 
	 

	
	6.2.1 
	Incorporate all functional software safety requirements into the software design.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.2.1.1
	Identify safety design features and methods in the software design.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.2.1.2
	Allow for software safety features and requirements be thoroughly tested in the software design.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.2.1.3
	Designate design elements that implement safety-critical requirements as safety-critical.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.2.1.3.1
	Clearly identify all safety-critical design elements in software design documentation.
	SwEng
	 
	 
	 
	 

	
	6.2.1.4
	Modularize the safety-related aspects of the design in the software design.
	SwEng
	 
	 
	 
	 

	
	6.2.2
	Analyze the software design.
	SwSafety
SwAssure
	 
	 
	 
	 


SwSafety

	SwAssure
	 
	 
	 
	 

	
	6.2.2.2
	Ensure documented analysis method or procedure meets the following requirements (a-f):
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.2.2.2-a
	Verify software design meets the requirements of section 6.2.1 and sub-sections.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.2.2.2-b
	Verify design does not compromise any safety controls or processes. Any additional hazard cause or contribution is documented. The design maintains the system in a safe state during all modes of operation. 
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.2.2.2-c
	Verify safety features are adequate for their function.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.2.2.2-d
	Determine design features necessary to prevent, mitigate or control failures and faults, and the partitioning of safety features between hardware and software.
	SwSafety
	 
	 
	 
	 

	
	6.2.2.2-e
	Verify that any partitioning or isolation methods adequately isolate the safety-critical design elements from those that are non-safety-critical. 
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.2.2.2-f
	Verify all safety-critical design elements are traceable to software safety requirements, and vice versa.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.2.2.3
	Provide the documented results of the analysis and any newly identified hazards to system safety.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.2.2.4
	Include the results of the software safety design analysis at project formal reviews and system-level safety reviews.
	SwSafety
SwAssure
	 
	 
	 
	 

	Software Implementation and Safety Analysis
	6.3
	Not a requirement
	 
	 
	 
	 
	 

	
	6.3.1 
	Implement all software safety design features and methods in the software code.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.3.1.1
	Incorporate software coding standards that prohibit unsafe language features and require commenting of safety-critical source code.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.3.1.2
	Utilize software coding standard in developing code.
	SwEng
SwAssure
SwSafety
	 
	 
	 
	 

	
	6.3.2
	Analyze the software implementation (e.g., code).
	SwSafety
SwAssure
	 
	 
	 
	 


SwSafety

	SwAssure
	 
	 
	 
	 

	
	6.3.2.2
	Ensure the analysis method or procedure meets the following requirements (a-e) and is documented
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.3.2.2-a
	Verify safety-critical software code and data meets the requirements of section 6.3.1 and sub-sections.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.3.2.2-b
	Verify design safety features and methods are correctly implemented in the software code.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.3.2.2-c
	Verify the software maintains the system in a safe state during all modes of operation and does not compromise any safety controls or processes, nor create any additional hazards.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.3.2.2-d
	Ensure code and data verification activities include software safety requirements, if a requirement can be verified at this level.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.3.2.2-e
	Verify all safety-critical code units are traceable to safety-critical design elements.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.3.2.3
	Provide the documented results of the analysis and any newly identified hazards to system safety.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.3.2.4
	Include the results of the software safety design analysis at project formal reviews and system-level safety reviews.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.3.3
	Verify unit testing and data verification is completed before the unit is integrated.
	SwEng
SwAssure
	 
	 
	 
	 

	Software Test and Safety Analysis
	6.4
	Not a requirement
	 
	 
	 
	 
	 

	
	6.4.1 
	Verify all functional software safety requirements and safety-critical software elements by testing.
	SwEng
	 
	 
	 
	 

	
	6.4.1.1
	Verify via test that system hazards related to software have been eliminated or controlled to an acceptable level of risk.
	SwEng
SwAssure
SwSafety
	 
	 
	 
	 

	
	6.4.1.2
	Include software safety testing in unit level tests and component level tests.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.4.1.2.1
	Configuration control unit test simulators, test drivers, stubs, and test data.
	SCM
	 
	 
	 
	 

	
	6.4.1.2.2
	Configuration control component test simulators, test drivers, stubs, and test data.
	SCM
	 
	 
	 
	 


SwEng

	SwSafety
	 
	 
	 
	 

	
	6.4.1.3
	Include software safety testing within system and acceptance tests.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.4.1.3.1
	Verify the correct and safe operation of the software in conjunction with system hardware and operator inputs prior to system acceptance.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.4.1.3.2
	Verify the correct and safe operation of the system in the presence of failures and faults.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.4.1.3.3
	Use safety analyses to determine which failures to test for, how many, and in what combinations.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.4.1.3.4
	Verify the correct and safe operation of the system under system load, stress, and off-nominal conditions.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.4.1.3.5
	Verify the system operates correctly and safely in all anticipated operational and off-nominal configurations.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.4.1.4
	Newly identified hazardous states or contributors are analyzed prior to software delivery or use.
	SwSafety
SysSafety
	 
	 
	 
	 

	
	6.4.2
	Evaluate, inspect, or demonstrate requirements if testing is not feasible.
	SwEng
	 
	 
	 
	 

	
	6.4.2.1
	Record the rationale for choosing evaluation, inspection, or demonstration over test.
	SwEng
	 
	 
	 
	 

	
	6.4.2.2
	Record the evaluation, inspection, or demonstration methodology.
	SwEng
	 
	 
	 
	 

	
	6.4.2.3
	Get the software safety engineer's concurrence with both the rationale and the methodology.
	SwEng
SwSafety
	 
	 
	 
	 

	
	6.4.3
	Analyze results from the software and system test process or requirements verification process.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.4.3.1
	Document the analysis methodology
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.4.3.2
	Ensure the analysis method or procedure meets the following requirements (a-d) and is documented.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.4.3.2-a
	Verify software and system tests data meet the requirements of section 6.4.1 and sub-sections.
	SwSafety
SwAssure
	 
	 
	 
	 


SwSafety

	SwAssure
	 
	 
	 
	 

	
	6.4.3.2-c
	Verify test coverage analysis shows that all safety requirements, functions, controls, and processes have been completely covered.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.4.3.2-d
	Verify software safety requirements have been tested, or evaluated, inspected, or demonstrated.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.4.3.2-e
	Verify all software safety functions are correctly performed and the software system does not perform unintended functions.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.4.3.3
	Document the results of the analysis and provide any newly identified hazards to system safety.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	6.4.3.4
	Document and report improperly implemented requirements  for project-level resolution.
	SwSafety
SwAssure
	 
	 
	 
	 

	Operational Use of Software
	6.4.3.5
	Present the results of the software safety design analysis at project formal reviews and system-level safety reviews.
	SwSafety
SwAssure
	 
	 
	 
	 

	
	7.1
	This Standard applies to safety-critical software that has been released for operations.
	PM
SwSafetyMgr
	 
	 
	 
	 

	
	7.2
	When operational software is changed, specify, develop, analyze, and test all safety-critical software.
	SwEng
SwSafety
	 
	 
	 
	 

	
	7.2.1
	Evaluate proposed changes for their impact on system safety.
	SwSafety
	 
	 
	 
	 

	
	7.2.1.1
	Assess the amount of regression testing needed.
	SwSafety
	 
	 
	 
	 

	
	7.2.1.2
	Concur on any changes to basic, as built, or approved upgrades of the operational software.
	SwSafety
	 
	 
	 
	 

	
	7.3
	Operational documents describe all safety related commands, data, input sequences, and options.
	PM
SwEng
SwSafety
	 
	 
	 
	 

	
	7.3.1
	Operational documents include error message descriptions and corrective actions.
	PM
SwEng
SwSafety
	 
	 
	 
	 

	
	7.3.2
	Review updates to user manuals and procedures for safety impacts, and verify software safety related operational workarounds are properly documented.
	SwSafety
	 
	 
	 
	 

	
	7.4
	When a system or facility is retired, this Standard no longer applies.
	PM
SwSafetyMgr
	 
	 
	 
	 

	
	7.4.1
	A retirement plan will address the safe termination of operations, decommissioning, and retirement of the system or facility.
	PM
SwSafetyMgr
SMA
	 
	 
	 
	 

	
	
	
	
	
	
	
	


	* Role/Responsibility Definitions:
	
	
	
	
	

	SCM
	Software Configuration Management
	
	
	
	
	

	PM
	Program/Project/Facility Management
	
	
	
	
	

	SwAssure
	Software Assurance personnel
	
	
	
	
	

	SwSafety
	Software Safety personnel
	
	
	
	
	

	SwSafetyMgr
	Software Safety Manager
	
	
	
	
	

	SwSafety Plan
	Requirements for what is included in the Software Safety Plan
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