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FOREWORD
I am pleased to introduce volume 2 of the NASA System Safety Handbook.

This handbook fits within a set of activities sponsored by the Office of Safety and Mission Assurance
aimed at the development of a more objectives-based assurance approach, in which the decomposition of
top-level safety and mission success objectives into concrete sub-objectives and associated strategies,
form the basis for the planning and review of assurance activities.

This approach does not negate the use of trusted assurance standards, tools, and methods, but treats their
application and results as means to substantiate claims that relevant objectives have been addressed.
Being focused on a structured and comprehensive set of assurance considerations, rather than a prescribed
collection of standards, techniques, and deliverables, is envisioned as a meaningful way to address current
and future challenges associated with the safety and mission assurance function for NASA’s spaceflight
missions by:

e Providing a technical basis for adaptations of or changes to assurance standards and practices
driven by new acquisition models, increased use of model-based systems engineering approaches,
and other changes to space system development and operations.

o Enhancing consistency and perceived value of assurance models and efforts by documenting how
the use of safety and mission assurance standards, methods, and techniques contributes to the
confidence in top-level overall safety (and mission success) of a system.

e Further enhancing consistency by allowing considerations associated with various disciplines to
be combined in a single assurance framework.

o Explicitly considering quality aspects of the assurance argument, such as the credibility of models
and data, and qualification of analysts and reviewers, as part of the claims made by provider and
the independent evaluations conducted by assurance organizations.

e Promoting accountability for safety (and mission success) on the part of acquirers, providers, and
assurance organizations, by clarifying their roles, and by identifying the range of considerations
that (should) underlie claims regarding safety and mission success and associated risks. This is
increasingly important in situations where there is a diminished ability to rely on a wide variety of
experts to bring concerns forward.

The concepts and guidance in this document promote a better understanding of system safety by defining
the term “adequate safety,” showing ways in which this abstract term may be broken down into more
concrete considerations, thereby providing a model for related ensurance and assurance activities.

| thank the handbook development team and the NASA System Safety Steering Group for their
contributions to this document, and encourage the engineering and safety and mission assurance
communities to evaluate how the concepts in this document can be adopted and used to improve the
safety of NASA missions.

Frank Groen, Ph.D.

Director, Safety and Assurance Requirements Division
Office of Safety and Mission Assurance

June 2015
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PREFACE

The NASA system safety framework is in the process of change. A major motivation for this change is
the desire to promote an objectives-driven approach to system safety that explicitly focuses system safety
efforts on system-level safety performance, and serves to unify, in a purposeful manner, safety-related
activities that otherwise might be done in a way that results in gaps, redundancies, or unnecessary work.
An objectives-driven approach to system safety affords more flexibility to determine, on a system-specific
basis, the means by which adequate safety is achieved and verified. Such flexibility and efficiency is
becoming increasingly important in the face of evolving engineering modalities and acquisition models,
where, for example, NASA will increasingly rely on commercial providers for transportation services to
low-earth-orbit. An objectives-driven approach is also consistent with input from the Aerospace Safety
Advisory Panel (ASAP), which in its 2012 Annual Report reiterated its belief that target levels of safety
performance must be specified for NASA systems on a mission-specific basis, and that it is necessary to
understand the tradeoffs between safety performance and performance in other domains (technical, cost,
schedule) when programmatic decisions are made.

System safety has heretofore tended to focus on identifying and controlling individual hazards. This type
of focus is evident in existing standards such as MIL-STD-882, which has been a primary reference
document for system safety since it was initially released in July 1969. The focus of this NASA handbook
is on the framework within which activities such as those prescribed in MIL-STD-882 are conducted, so
that such activities are adequate to ensure the achievement of system-level safety performance objectives,
and decision-makers are provided with sufficient information, clearly communicated, to enable them to
make appropriately informed decisions concerning safety throughout the system life cycle. As such, it is
the intent of this NASA handbook to build upon, rather than replace, standards such as MIL-STD-882, by
addressing NASA-specific needs that go beyond those addressed by existing documents.

The cost of implementing the framework described in this handbook within a given program or project is
a concern to some, and so a word or two on that subject is needed. The use of a graded approach to the
implementation of this framework, based on the criticality of the mission and the concerns or scenarios
being investigated, should serve to ensure that the overall cost of implementation for a particular system
is no more than a small percentage of the overall cost of developing, building, and operating the system.
This notion is expected to prove true regardless of the scale or complexity of the system. It is anticipated
that the cost of implementing this framework will be on the order of one percent of the system life cycle
cost. Such an amount could routinely be included within the initial budget of a program or project as the
cost for assuring system safety. Moreover, it is expected that this framework will, in time, result in
reduced system life cycle costs through the reduction in unnecessary or duplicative work, more efficient
and effective life cycle reviews, and fewer and less consequential mishaps. In practice, it will take some
experience, beginning with pilot studies, to determine how the costs compare, and to refine the framework
and its implementation to maximize its cost-effectiveness.

The approach to system safety presented in this handbook represents a significant evolution from the
traditional approach. It is important to recognize that the transition from today’s approach to the new one
will not take place at once. Over a period of time, implementation plans will be developed with the broad
participation of Agency personnel, and the plans will be implemented gradually but steadily. During this
transition, the new concepts will be piloted, lessons will be learned, and the content of this handbook will
be updated as necessary to continually reflect a vision of system safety that is optimal for the Agency.

Homayoon Dezfuli, Ph.D.

NASA System Safety Fellow and Chair, NASA System Safety Steering Group
NASA Headquarters

November 2014
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1. Introduction

This is the second of two volumes that collectively comprise the NASA System Safety Handbook.
Volume 1 (NASA/SP-2010-580) [1] was prepared for the purpose of presenting the overall framework for
System Safety and for providing the general concepts needed to implement the framework. Toward this
end, Volume 1 addressed the following topics:

The fundamental principles of adequate safety
Derivation of operational safety objectives
System safety activities and their relationships to safety objectives

Special topics pertaining to integrated safety analysis and to risk-informed allocations of safety
thresholds and goals

General considerations in the collaborative development of controls
Elements in the development of a risk-informed safety case (RISC), and associated examples

Elements in the evaluation of a RISC

Volume 2 provides guidance for implementing these concepts as an integral part of systems engineering
and risk management. This guidance addresses the following functional areas:

1)

2)

3)

4)

The development of objectives that collectively define adequate safety for a system, and the
safety requirements derived from these objectives that are levied on the system

The conduct of system safety activities, performed to meet the safety requirements, with specific
emphasis on the conduct of integrated safety analysis (ISA) as a fundamental means by which
systems engineering and risk management decisions are risk-informed

The development of a RISC designed to ensure that significant gaps or faults that could lead to
safety deficits are identified and corrected

The evaluation of the RISC (including supporting evidence) using a defined set of evaluation
criteria, to assess the veracity of the claims made therein

1.1 Motivation for the Approaches to System Safety Discussed in the Handbook

The principal motivation for developing Volumes 1 and 2 of this handbook is to prepare the path for
transitioning system safety at NASA from present practices to those needed to conduct NASA’s mission
over the next 10 years and beyond.

Considering the increased complexity of NASA’s future missions (e.g., landing and sustaining humans on
Mars; capturing and redirecting an asteroid), it was the intent of Volume 1 to develop a system safety
framework that fosters the following set of desired attributes:

A system-level approach to safety that understands that safety is an emergent property that is
more than the sum of the parts

An objectives-driven approach to system safety that focuses system safety efforts on the
achievement of an adequately safe system, rather than a product-driven approach that focuses on
the production of deliverables

Explicitly addressing system-level considerations (e.g., aggregate risk, adverse sub-system
interactions)



System safety integrated into systems engineering decision making as an aspect of risk
management

A "probabilistic thinking" mindset that emphasizes effective treatment of uncertainties
Appreciation for the potential magnitude of unknown and underappreciated risks

A “graded approach” to system safety, in order to match the resources and depth of safety
analysis to the complexity and importance of decisions being addressed, as well as to save on the
cost of the analysis

Model-based system safety as an integrated aspect of model-based systems engineering (MBSE),
rather than process-based system safety

Coherent and compelling presentation of safety-related information at relevant decision forums
(e.g., milestone reviews), rather than as a set of prescribed deliverables that are treated as check-
the-box questions

A systematic and principled attempt to identify failure causes and control them

Furthermore, with the increased emphasis on transferring much of the technology for space flight to the
private sector and conducting collaborative missions with private enterprises, it appears clear that system
safety will also need to foster the following attributes:

Effective lines of communication between NASA as an acquirer and private companies as
providers that lead to mutually shared and accepted agreements regarding the development of
safety requirements and verification that they have been met

Accommodation of a variety of insight/oversight acquisition models such as those related to
commercial transportation services without over-constraining provider design, product
realization, and operations & sustainment practices

In addition to this list of desired attributes, which formed the original rationale for the handbook, NASA’s
System Safety Steering Group (S3G) members were asked in September 2013 to complete a questionnaire
seeking to identify areas where improvement in current practices are needed in order to achieve NASA’s
future goals. The most commonly cited areas were as follows:

Adequacy of discussions of the substance of system safety results in project forums

Integration among system-safety related disciplines; e.g., hazard analysis, reliability analysis,
probabilistic risk assessment, and risk management

Early involvement of system safety in life cycle activities

Integration of system safety across Centers and projects

Differentiation between system safety requirements for crewed versus uncrewed missions
More effective analysis of cross-system interactions

Adequacy of time allotted to system safety activities

Better reporting of system safety results to higher levels of the organizational hierarchy

Better treatment of uncertainties



These needs and desirable attributes form the principal motivators for Volume 2. They can be summed up
in the following five statements of rationale:

Rationale 1

One of the foremost motivators for the guidance in Volume 2 is the desire to support the core strategic
goals, objectives, and values of the Agency. Specifically, the guidance promotes an objectives-driven
approach to system safety, in accordance with NASA'’s library of directives, procedural requirements, and
handbooks, explicitly focusing system safety efforts on the achievement of systems that are adequately
safe. At the same time, it is designed to allow flexibility in the means by which system safety is achieved,
thereby accommodating next-generation engineering modalities and promoting innovation (a value that is
highly emphasized in NASA’s 2014 strategic plan). In the process, it also promotes technical rigor where
needed in safety assessments and safety rationale, in order to enhance the credibility of these products,
thereby facilitating decision makers’ acceptance of the system safety information.

Rationale 2

The guidelines in Volume 2 are also motivated by a desire to promote an approach which explicitly serves
to unify safety analysis activities that otherwise might be done in a way that results in gaps, redundancies,
or unnecessary work. The guidelines in this handbook promote a means for organizing existing, often
disparate, system safety products such as hazard analyses (HAs), failure modes and effects analyses
(FMEAS), finite element analyses (FEAS), cross-system fault-failure analyses, and probabilistic risk
assessments (PRASs) into a single, integrated, system-level safety analysis that comprehensively
characterizes the hazards and associated accidents that could credibly occur and adheres to the credibility
criteria put forth in the NASA Modeling and Simulation (M&S) Standard. This integrated safety analysis
should be scenario-based so that effective controls can be derived, should evolve over the life cycle of the
system so that it remains current with accumulating test and operational experience, and should be
developed to a level of rigor sufficient to support risk-informed decision making throughout the life of the
system. Such areas of decision-making include: design trades; optimization of hazard control strategies;
designation and management of safety-critical items; allocation of safety-related performance
requirements into sub-systems and components; and determination and maintenance of a safe operating
envelope that is resistant to normalization of deviance. Each of these areas benefits from the holistic
perspective afforded by a comprehensive, system-level safety analysis.

Rationale 3

The guidelines are also motivated by a desire to promote a coherent approach to risk acceptance decision-
making at Key Decision Points (KDPs) through a comprehensive, cased-based approach to safety
assurance that focuses on demonstrating satisfaction of safety objectives to the system (or service)
acquirer, rather than on the production of a set of prescribed safety-related deliverables. A case-based
approach places the burden on the provider to argue that the safety objectives are met, using system
information and system safety products as evidence to substantiate the claims made in the safety
argument. It also provides a rational basis for identifying assurance deficits due to flaws in the safety
argument and/or inadequacies in the evidentiary support of the constituent claims.

Rationale 4

Another motivator is a desire to be consistent with existing practices and processes within NASA’s
systems engineering and safety assurance functions in areas where they have succeeded to date and are
likely to succeed in the future. Thus, the guidelines in Volume 2 support the requirements in NPR
7123.1B (NASA Systems Engineering Processes and Requirements) by providing appropriate system
safety contributions to the systems engineering process throughout the project life-cycle. This includes
providing safety ensurance within the current systems engineering framework, providing documentation



for the technical review process at key decision points, and adhering to the technical review success
criteria. The guidelines also align with processes already exercised by the safety assurance function
within NASA. They support the role of the technical authority (TA) in providing safety assurance and in
promoting the integrity of the risk acceptance function at the highest levels of NASA, and they support
the safety goal policy, which introduces probabilistic considerations into the requirements and places
emphasis on conducting a broad integrated safety analysis.

Rationale 5

The final motivator is a desire to streamline system safety activities (e.g., safety analysis activities) in
order to reduce redundancies and potential inconsistencies, thereby increasing the likelihood of the
program/project staying within schedule and budget.

1.2 Principal Themes of the Handbook

The following are some of the main themes underlying the guidance provided in this handbook: (1) that
safety is an emergent property of a system that arises when system components interact with each other,
and with the environment in which the system is operated, and with the system operators themselves; (2)
that engineering, operational, and management activities which affect system safety should be informed
by an integrated safety analysis (ISA) to help ensure that scenarios that cut across subsystem boundaries
are fully addressed; (3) that while a system should meet its specified safety requirements and should be as
safe as reasonably practicable (ASARP), it should also be affordable with a high degree of confidence; (4)
that the greatest threats to safety, cost containment, schedule adherence, and technical performance are
not from the risks that are known and fully appreciated, but from the risks that are unknown and/or known
but underappreciated, that are best controlled through organizational and managerial means and through
reliance on best engineering practices such as robust margins, adherence to codes and standards, etc.; (5)
that the blanket imposition of unnecessary requirements on historical grounds alone may lead to sub-
optimal results, (6) that to provide confidence that a system is adequately safe, it is necessary to
demonstrate, through a convincing set of arguments backed by evidence, that the system meets its safety
objectives; (7) that thorough evaluation of the safety claims and supporting evidence by an assurance
entity that possesses expertise in the areas covered by the safety case is essential for the approval
authority to make an informed decision; and (8) that because of the inductive nature of safety cases, the
evaluation should include a rigorous, interrogative attempt to identify flaws in the safety argument, rather
than attempting to prove it in some absolute sense.

Another theme of the handbook is that new opportunities for improving safety should be exploited when
the improvement in safety justifies the sacrifice that might be entailed in cost, schedule, or technical
performance. New opportunities may arise from various sources, including design improvements,
diagnostic improvements, and testing improvements that are enabled by new equipment, new technology,
or new applications of an existing technology. The handbook recommends that the management of new
safety opportunities be integrated with the management of safety risks. It is suggested that the framework
for safety risk and safety opportunity management should be integrated because new opportunities
frequently evolve from new risks, and new risks are an expected byproduct of new opportunities.

Taken as a whole, the approach to system safety presented in this handbook represents a significant
evolution from the traditional approach that remains in use throughout NASA at the time of publication. It
is not expected for the transition from today’s traditional or baseline approach to the new one to take
place overnight, or for all aspects of that approach to disappear. Rather, this handbook is intended to
provide a vision or objective for how system safety should function perhaps ten years from now. Between
now and then, implementation plans will be developed with the broad participation of Agency personnel.
These plans will be thoughtfully implemented to assure a gradual but steady evolution of system safety
practice from today’s baseline to the way it is described in this handbook. Some aspects of the 