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'\QDPLF�)DXOW�7UHH�$QDO\VLV�IRU
6RIWZDUH�%DVHG�6\VWHPV

-RDQQH�%HFKWD�'XJDQ
3URIHVVRU�RI�(OHFWULFDO�	�&RPSXWHU

(QJLQHHULQJ
8QLYHUVLW\�RI�9LUJLQLD
MEG#9LUJLQLD�HGX

'\QDPLF�)DXOW�7UHH�$QDO\VLV

❧ )DXOW�WUHH�DQDO\VLV��)7$��LV�D�ZLGHO\�DFFHSWHG
PHWKRGRORJ\�IRU�UHOLDELOLW\�DQDO\VLV�

❧ 5HFHQW�DGYDQFHV�LQ�)7$�KDYH�DOORZHG�WKH�DQDO\VLV
RI�)7&�V\VWHPV�ZKLFK�DUH�FKDUDFWHUL]HG�E\�

● KLJK�OHYHOV�RI�UHGXQGDQF\��ODUJH�QXPEHUV�RI
FRPSRQHQWV

● FRPSOH[�UHGXQGDQF\�PDQDJHPHQW
● VSDUHV��FROG��ZDUP��SRROHG�
● IXQFWLRQDO�DQG�VHTXHQFH�GHSHQGHQFLHV
● KDUGZDUH�DQG�VRIWZDUH
● LPSHUIHFW�FRYHUDJH
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6WDWLF�)DXOW�7UHHV
❧ &RPELQDWRULDO�PRGHO��PRGHOV�FRPELQDWLRQV�RI

HYHQWV�
● $1'�JDWHV
● 25�JDWHV
● .�RI�0�JDWHV

❧ 1HZ�DSSURDFK�IRU�VROXWLRQ��%''��%LQDU\�'HFLVLRQ
'LDJUDPV�

❧ $GYDQWDJHV�
● ([DFW�DQDO\VLV�ZLWKRXW�FXWVHWV
● &DQ�LQFOXGH�UHSHDWHG�HYHQWV
● FDQ�LQFOXGH�FRYHUDJH�PRGHOLQJ
● )DVW�VROXWLRQ�IRU�YHU\�ODUJH�PRGHOV

❧ 'LVDGYDQWDJH�
● 6WDWLF�PRGHO��FDQQRW�LQFOXGH�VHTXHQFH�GHSHQGHQFLHV

'\QDPLF�)DXOW�7UHHV
❧ ,QFOXGH�VSHFLDO�FRQVWUXFWV�IRU�PRGHOLQJ�VHTXHQFH

GHSHQGHQFLHV
● IXQFWLRQDO�GHSHQGHQFLHV
● KRW��ZDUP�DQG�FROG�VSDUHV
● SULRULW\�$1'
● VHTXHQFH�HQIRUFLQJ

❧ 6ROXWLRQ��FRQYHUW�WR�0DUNRY�FKDLQ
❧ $GYDQWDJHV�

● HDVLHU�WR�XVH�IDXOW�WUHH�WKDQ�0DUNRY�PRGHO�GLUHFWO\
● FDQ�PRGHO�G\QDPLF�UHGXQGDQF\��VKDUHG�SRROV�RI�VSDUHV��HWF

❧ �'LVDGYDQWDJH�
● VWDWH�VSDFH�H[SORVLRQ����ZRUVW�FDVH�H[SRQHQWLDO�LQ�QXPEHU�RI

EDVLF�HYHQWV
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&RYHUDJH�0RGHOLQJ
❧ $GDSWLYH��FRPSXWHU�EDVHG��V\VWHPV�FDQ�H[KLELW

PXOWLSOH�IDLOXUH�PRGHV
❧ &RYHUHG��EHQLJQ��IDLOXUH�FDQ�EH�KDQGOHG

DXWRPDWLFDOO\
● HUURU�LV�GHWHFWHG�DQG�ORFDWHG
● VZLWFK�LQ�VSDUH�RU�E\SDVV�IDXOW\�FRPSRQHQW
● V\VWHP�FDQ�FRQWLQXH�RSHUDWLRQ�ZLWKRXW�PDQXDO

LQWHUYHQWLRQ
❧ 8QFRYHUHG�IDLOXUH�LV�JOREDOO\�PDOLFLRXV

● XQGHWHFWHG�HUURU�HVFDSHV�IURP�HPEHGGHG�V\VWHP
● IDXOWHG�FRPSRQHQW�FDQQRW�EH�GLVDEOHG
● PDOLFLRXV�EHKDYLRU�FRQIXVHV�UHFRYHU\�SURFHGXUHV

❧ 6\VWHP�GHSHQGDELOLW\�PHDVXUHV�DUH�YHU\�VHQVLWLYH
WR�FRYHUDJH

❧ *RRG�WHFKQLTXHV�H[LVW�IRU�LQFRUSRUDWLQJ�FRYHUDJH
LQWR�VWDWLF�DQG�G\QDPLF�IDXOW�WUHHV�

0RGXODU�DSSURDFK�WR�IDXOW�WUHH�DQDO\VLV
Given a fault
tree as input

Find
independent

subtrees

Solve each tree
separately as

BDD or Markov
chain

Combine
results
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7KH�EHVW�RI�ERWK�ZRUOGV
❧ 0RGXODUL]DWLRQ�FRPELQHV�WKH�EHVW�RI�%RROHDQ

�%''��DQG�0DUNRY�DSSURDFKHV
● 8VH�IDVW�DQG�HIILFLHQW�%''�DSSURDFK�IRU�VWDWLF�PRGXOHV
● %XLOG�0DUNRY�FKDLQ�DXWRPDWLFDOO\�ZKHQ�QHHGHG�IRU

G\QDPLF�EHKDYLRU
● GLYLGH�DQG�FRQTXHU�KHOSV�DYRLG�PRGHOV�ZKLFK�DUH�WRR

ODUJH�WR�VROYH
❧ 'LIIHUHQW�VROXWLRQ�PHWKRGV�FDQ�DLG�LQ�WHVWLQJ�DQG

YDOLGDWLRQ
❧ 0RGXODUL]DWLRQ�DOORZV�DOWHUQDWLYH�VROXWLRQ

DSSURDFKHV

+(&6��+\SRWKHWLFDO�([DPSOH
&RPSXWHU�6\VWHP

A2

A1
Cold

Spare A

Memory
Interface

Unit 1

Memory
Interface

Unit 2

M1 M5M4M3M2

Operator console,
Operator,

& Software

Redundant Bus
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0RGHOLQJ�WKH�SURFHVVRUV

A processors
and spare

CSP CSP

A1 A2

Cold
Spare A

0RGHOLQJ�WKH�PHPRULHV

M1 M2 M5M4M3

FDEP FDEP

MIU
1

MIU
2

3/5

Memory
Units

FDEP
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)XOO�G\QDPLF�IDXOW�WUHH�PRGHO

M1 M2 M5M4M3

FDEP FDEP

MI
U1

MI
U2

FDEP

3/5

Memory
Units

HW SW

operator

operator
console
& SW

A
processors
and spare

CSP CSP

A1 A2

Cold
Spar
e A

2 *
BUS

HECS
Failure

,QGHSHQGHQW�VXEWUHHV

M1 M2 M5M4M3

FDEP FDEP

MI
U1

MI
U2

FDEP

3/5

Memory
Units

HW SW

operator

operator
console
& SW

A
processors
and spare

CSP CSP

A1 A2

Cold
Spar
e A

2 *
BUS

HECS
Failure

Dynamic Fault trees
solved as Markov chains

Static fault trees
solved as BDD
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6$*(�,,,�6WUDWRVSKHULF�$HURVRO�	�*DV�([SHULPHQW�
SAGE III

AZIMUTH
SENSOR

ASSEMBLY

AZIMUTH
SYSTEM

ASSEMBLY

SCAN HEAD
MISC

CONTAMINATI
DOOR

ASSEMBLY

ATTENUATOR
MECHANISM

Mechanical

SENSOR
ASSEMBLY
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SPECTROMET
E ASSEMBLY

HARDWARE-FA

CPU-1750A
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TELEMETRY-
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ELEVATOR-SE
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DSU FAILS
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STRING
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CNTR STNG
FAILS

WSP
MEM BD 2
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STRING
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FAILS
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FAILS
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FDEP
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FAILS

0LVVLRQ�$YLRQLFV�6\VWHP�([DPSOH

❧ 7KH�H[DPSOH�PLVVLRQ�DYLRQLFV�V\VWHP�SURYLGHV
VHYHUDO�NH\�VRIWZDUH�EDVHG�IXQFWLRQV�RQ�D�IDXOW
WROHUDQW�KDUGZDUH�DUFKLWHFWXUH�

❧ (DFK�SURFHVVLQJ�HOHPHQW�LV�UHDOO\�D�SDLU�RI
SURFHVVRUV�ZKRVH�UHVXOWV�DUH�FRPSDUHG�
GLVDJUHHPHQWV�UHVXOW�LQ�UHFRQILJXUDWLRQ�WR�D�VSDUH�

❧ 7KHUH�LV�D�KRW�VSDUH�IRU�HDFK�SURFHVVLQJ�HOHPHQW�
DV�ZHOO�DV�D�SRRO�RI�FROG�VSDUHV�ZKLFK�DUH�VKDUHG
E\�VHYHUDO�SURFHVVRUV�
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Background Data Bus

Mission Management Bus

vehicle
mgmt 1a

vehicle
mgmt 1b

vehicle
mgmt 2b

VM
SPARE 2

VM
SPARE 1

vehicle
mgmt 2a

Vehicle Management Bus

Memory 1 Memory 2

scene&
obstacle a

crew
station b

crew
station a

scene &
obstacle b

local path
gen. a

local path
gen. b

system
mgmt  a

system
mgmt  b

SPARE 1

SPARE 2

6\VWHP�5HTXLUHPHQWV
❧ 7KH�VXFFHVV�IDLOXUH�RI�WKH�V\VWHP�LV�GULYHQ�E\�WKH

QHHG�WR�SURYLGH�FHUWDLQ�VRIWZDUH�IXQFWLRQDOLW\
● FUHZ�VWDWLRQ�PDQDJHPHQW
● VFHQH�	�REVWDFOH�SURFHVVLQJ
● ORFDO�SDWK�JHQHUDWLRQ
● V\VWHP�PDQDJHPHQW�IXQFWLRQV
● YHKLFOH�PDQDJHPHQW
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MAS Fa i l ur e
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5HGXQGDQW�VRIWZDUH�DUFKLWHFWXUH
❧ 1H[W�FRQVLGHU�WKH�SDWK�JHQHUDWLRQ��3DWK*HQ��DQG

VFHQH	REVWDFOH��6	2��IXQFWLRQV
❧ (DFK�IXQFWLRQ�QHHGV�D�VLQJOH�SURFHVVLQJ�HOHPHQW�WR

SURYLGH�IXOO�IXQFWLRQDOLW\
❧ 7KHUH�LV�DOVR�D�UHGXFHG�YHUVLRQ�RI�HDFK�IXQFWLRQ

WKDW�FDQ�SURYLGH�PLQLPXP�IXQFWLRQDOLW\��3DWK*HQ0LQ
	�6	2PLQ��

❧ ,Q�WKH�HYHQW�RI�D�GHWHFWHG�VRIWZDUH�IDXOW�LQ
3DWK*HQ��WKH�V\VWHP�FDQ�VZLWFK�WR�3DWK*HQ0LQ
�VLPLODUO\�IRU�6	2��

❧ )XUWKHU��LI�WKHUH�DUH�QR�ORQJHU���IXOO�SURFHVVLQJ
HOHPHQWV�DYDLODEOH��WKH�V\VWHP�ZLOO�VZLWFK�WR
3DWK*HQ0LQ�DQG�6	2PLQ�UXQQLQJ�RQ�D�VLQJOH
SURFHVVLQJ�HOHPHQW�
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6HQVLWLYLW\�DQDO\VLV

❧ 5HOLDELOLW\�DQDO\VLV�WHOOV�RQO\�SDUW�RI�WKH�VWRU\
❧ ´:KDW�DUH�WKH�ZHDN�SRLQWV�LQ�WKH�V\VWHP"µ
❧ ´+RZ�GR�UHVXOWV�FKDQJH�ZLWK�FKDQJLQJ�LQSXW

SDUDPHWHUV"µ
❧ ´:KDW�LV�PRVW�FRVW�HIIHFWLYH�ZD\�WR�LPSURYH

UHOLDELOLW\"µ
❧ +RZ�PXFK�XQFHUWDLQW\�LQ�UHVXOW"
❧ 7KHVH�TXHVWLRQV�UHTXLUH�VHQVLWLYLW\�DQDO\VLV�RI

UHOLDELOLW\�DQDO\VLV�UHVXOWV

0RGXODU�DSSURDFK�WR�VHQVLWLYLW\

❧ 6HQVLWLYLW\�DQDO\VLV��DOVR�FDOOHG�LPSRUWDQFH
DQDO\VLV��FDQ�XVH�SDUWLDO�GHULYDWLYH

❧ 6HQVLWLYLW\�UHVXOWV�IURP�GLIIHUHQW�VXEPRGHOV�FDQ
EH�HDVLO\�FRPELQHG�XVLQJ�´FKDLQ�UXOHµ

❧ 6HQVLWLYLW\��DQDO\VLV�IRU�%''�LV�DOPRVW�IUHH�ZKLOH
FDOFXODWLQJ�UHOLDELOLW\

❧ 6HQVLWLYLW\�DQDO\VLV�IRU�0DUNRY�FKDLQ�LV�PRUH
WURXEOHVRPH�EXW�ZH·YH�GHYHORSHG�DQ�LQWHUHVWLQJ�
HIILFLHQW�DSSUR[LPDWLRQ
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([DPSOH���&DUGLDF�$VVLVW�6\VWHP
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0RGXODUL]DWLRQ�	�VHQVLWLYLW\�DQDO\VLV

FDEP WSP

TEDTS
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Motor
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Motor
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Amp.

Backup
CPU
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CPU
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Trigger

M1

M2

M3

M4

M5

3KDVHG�0LVVLRQ�6\VWHPV

❧ 6\VWHP�LV�VXEMHFW�WR�VHYHUDO�FRQVHFXWLYH��QRQ�
RYHUODSSLQJ�LQ�WLPH��SKDVHV�RI�RSHUDWLRQ

❧ 5HOLDELOLW\�UHTXLUHPHQWV�FDQ�EH�GLIIHUHQW�LQ�HDFK
SKDVH

❧ )DLOXUH�SDUDPHWHUV�PD\�EH�GLIIHUHQW�LQ�HDFK�SKDVH
❧ 6RPH�FRPSRQHQWV�PD\�QRW�EH�XVHG�LQ�HYHU\�SKDVH�

EXW�PD\�QRQHWKHOHVV�IDLO
❧ 6\VWHP�PXVW�VXFFHHG�LQ�HDFK�SKDVH
❧ &RPSRQHQWV�DUH�GHSHQGHQW�DFURVV�SKDVHV
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'\QDPLF�3KDVHG�0LVVLRQ�6\VWHP

FDEP CSP

C A
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C

B

S
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Phase 1 failure
Phase 2 failure

6ROYH�DV�0DUNRY�PRGHO
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Markov Chain for Phase 1 Markov Chain for Phase 2

(A,C,S)
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6WDWLF�3KDVHG�0LVVLRQ�6\VWHP

6ROYH�DV�%''��XVLQJ�3KDVH�$OJHEUD�



��

%HQFKPDUNV�IRU�(YDOXDWLRQ

❧ :H�DUH�GHYHORSLQJ�D�VHW�RI�EHQFKPDUNV�IRU
HYDOXDWLRQ�RI�*DOLOHR

❧ ,QFOXGHV�´VFUXEEHGµ�YHUVLRQV�RI�UHDO
V\VWHPV�IURP�LQGXVWU\

❧ 'HWHUPLQDWLRQ�RI�´FRUUHFWµ�UHVXOW�E\
DOWHUQDWLYH�PHDQV

❧ 3DSHU�DFFHSWHG�IRU�SXEOLFDWLRQ�	
SUHVHQWDWLRQ�DW�5$06��5HOLDELOLW\�DQG
0DLQWDLQDELOLW\�6\PSRVLXP��-DQXDU\�����

8QLTXH�)HDWXUHV�LQ�RXU�0HWKRGRORJ\

❧ 0RGXODUL]DWLRQ�DOORZV�VROXWLRQ�RI�ODUJH�V\VWHPV
❧ &RPELQHV�0DUNRY�DQDO\VLV�ZLWK�%''�DQDO\VLV

DXWRPDWLFDOO\
❧ $XWRPDWLF�JHQHUDWLRQ�RI�0DUNRY�PRGHO�RU�%''
❧ &RYHUDJH�PRGHOLQJ�IRU�FRPSXWHU�EDVHG�V\VWHPV
❧ 6HQVLWLYLW\�DQDO\VLV�IRU�VWDWLF�DQG�G\QDPLF�PRGHOV
❧ 3KDVHG�PLVVLRQ�DQDO\VLV
❧ ([DFW�UHVXOWV��QR�KLGGHQ�DSSUR[LPDWLRQV�
❧ %HQFKPDUNV�WR�VKRZ�DSSOLFDELOLW\�DQG�FRUUHFWQHVV


