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Risk Management System Implementation
Strategy

Covers all phases of the life cycle

Provide a risk management communication infrastructure to store,
analyze and deal with problems proactively — overlay on existing
management infrastructure

+ Deploy the risk process, tools and systems within the whole enterprise and
Integrate with other management systems (integrate risk management with
other programmatic functions, safety & mission assurance, system
engineering and project control)

Require risk identification and management to occur in a tiered,
Integrated, structured manner

.+ Remove roadblocks preventing entry into risk management system (ensure
risk management accessible to all levels of the organization)

+ Assign risk ownership to the individual best suited to effectuate effective
closure (usually the technical expert). Risk owner is responsible for
shepherding the risk through closure.

« Analyze and individually quantify the risk consequence categories (e.g.,
Safety, Cost, Schedule, & Performance) for comprehensive understanding of
risk impacts which will aid in risk prioritization

+Manage risks by developing appropriate risk handling/mitigation strategies
& then monitor/control (include all necessary stakeholder assistance to
ensure comprehensive closure)



Risk Management System Implementation
Strategy (cont.)

* Prioritize and elevate risks appropriately, only elevate issues that need
resolution from above

+ Information is flowed up, resources and prioritizations are flowed down,
while coordination is made with all responsible stakeholders

+ Manage risks at the lowest level possible where the subject matter experts
are and where it is the easiest to implement risk mitigation strategies and
monitor its affectivity

. Ensure that risks receive the appropriate level of management review and
resources to effectively mitigate significant threats as early as possible (as
cheaply as possible)

+ Criteria for Risk escalation (to the next level): those that (1) require
integration (or have potential impacts) from other levels of the organization,
(2) those that require resources outside current org reserves or could have
Impacts on major milestones, (3) those that require visibility or decisions
made from management above.



Process of Elevation and Integration of Risks

Formal Risk Board required. Should be a
portion of existing office control board or
equivalent (e.g. ERB within Vehicle Office)
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CEV Risk Scorecard

Likelihood Rating

Very High: Occurrence is almost certain, and may not be controlled by following existing
processes, procedures, and plans

High: Occurrence is very likely, and may not be entirely controlled by following existing
processes, procedures, and plans

Moderate: Occurrence is possible, and may not be entirely controlled by following existing
processes, procedures, and plans

Low: Occurrence is unlikely, and may not be entirely controlled by following existing
processes, procedures, and plans
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Very Low: Occurrence is very unlikely, and is generally controlled by following existing
processes, procedures, and plans
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Consequence

Rating

Very Low
1

eNo change to a hazard

eChange in Hazard control
with no risk increase

Likelihood
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Consequence

Moderate
3

eShort-term injury,
impairment
esRequires a change in

Timeframe

Near 0 to 3 months
Mid 3 to 9 months
Far > 9 months

Time to initiate Handling Strategy

eSevere (long-term) injury,
impairment, or
incapacitation (ground/on-

Very High
5

ePotential permanent injury

SAFETY control or safety plan eMajor damage to a minor hazard control orbit) or death. Loss of critical
eDamage to minor asset asset eMinor damage to major ’ asset
: I eMajor damage to asset
eMinor OSHA violation asset eMaior OSHA violation
eModerate OSHA violation !
«Use same approach eMust use alternative eMust use alternative eTechnical goals can not
eMinimal impact to . . approach approach be met
PERFORMANCE | programmatic or technical ";/(l;ngr::gp;s tgr technical eModerate impact to eMajor impact to «No alternative
performance perfgormance 1% programmatic or technical programmatic or technical eUnable to achieve mission
P performance >5% performance >10% success
eMinor milestone slip <1 ;g\ﬂ;fl?;gﬂr::ﬁstone slip > 1wk eMajor milestone slip >1mo eMajor milestone slip >2 eUnachievable key/ major
SCHEDULE week «Critical Path Slip 1 wk - 1 to< 2 mo mo milestone
oCritical Path Slip 1 week mo P oCritical Path Slip 1-2 mo oCritical Path Slip 2-6 mo eDelay > 6 mo
¢<5% increase of CEV 5 - 10% increase of CEV 10 - 15% increase of CEV 15 - 20% increase of CEV )
Project budget reserve Project budget reserve Project budget reserve Project budget reserve *>20% increase or overrun
e <$100K ¢ $100K to $1M e $1M to $10M o $10M to $100M is greater than CEV Project
COST reserve

eMust go to Constellation
for additional funding
* > $100M




Risk Management Tools

Identify

Requirements Development and
Analysis, Testing, Operational
Failures & Trend Analysis
Test & Verification

Cost & Schedule Analysis

Brainstorming
Independent Assess

wrd Analysis

Analyze

¢ Probabilistic Risk Assessment

* Root Cause Analysis

« Fault Trees/Event Trees

« Performance, Cost, Sched
Impacts Analysis

Taxonomy Classification

Reliability Analysis

Plan

Mitigation Planning/Fallback Plans
Planning Decision Flowchart
Brainstorming
Cause and Effect Analysis
Cost-Benefit Analysis
Gantt Charts/PERT Charts

Control

Cause and Effect Analysis
Board and Panel
Reviews/Reporting
Resource Allocation
(including Budget &
Schedule)

» Set Trigger Levels

Track

ARM (Risk Database)
Mitigation Status Report
Risk Information Sheet
Board/Panel Reporting
Cost Reporting
Gantt/PERT Schedules

Sheets



Risk Database (ARM)

Active Risk Manager (ARM) is a web-enabled database application used for
tracking, controlling, documenting risks and their mitigations in a structured
manner.

Enables effective risk communication
+ Provides risk data storage, retrieval, and processing.

Preserves data integrity, by restricting access based on user roles within an
organization including providing risk data configuration management.

Promotes continuous review and coordination at all control levels and
organizations.

+ Optional automatic electronic notification to affected stakeholders when a risk
status iIs changed based on customizable trigger alarms

Provides customized reporting capabilities to manage risk data and the risk
process.



Active Risk Manager (ARM)

ACTIVE RISK MANAGER
DETAIL VIEW
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Phased Process Implementation

Near-term Implementation (Nov 05 — Dec ’05) setup basic CEV
Ir_isk sybste_m iand support ESMD Chief Engineer’s (Lyles) request for monthly CEV risk
ist submitta

+ Each office formulates top CEV risk list submissions — the risk list that will be
worked “up and out” (initial process to develop list is left up to each office,
including how to poll from lower-level organizations)

» Basic: Risk Title, Risk Description (risk statement), Risk Score, Timeframe
» Detailed: Systems & Orgs Effected, Mitigation Plans, Costing and
Schedule impacts
+ Manage data within provided Excel template
. Aﬁ the last CCB of the month (11/30 & 12/21), finalize top CEV risk list from
all inputs
+ Assign a Risk POC focal for each CEV office.

* Risk POC will be the risk facilitator within the individual offices to help
with training, implementation & process improvement.

» Risk POC will enter and manage their offices risks within ARM (only
initially)
+ Initial CEV RM Whitepaper will be developed
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Phased Process Implementation

* Mid-term Implementation (Jan 06 — Apr *06) support a integrated

risk management system and improve from lesson learned including incorporating
CEV infrastructure being built up

*

Within the existing office control boards or equivalents, implement CEV offices
risk management portion of the meeting (set aside time for RM on agenda)

Assign individual risk owners to each identified risk (these will be the subject
matter experts, not risk POCs)

Capture and manage risks identified by Phase 1 contractors that are designated
“External”

NASA manages data within CEV ARM system

Set up portion of the monthly CICB as the CEV pre-Risk Board and portion of
the monthly CCB as the Risk Board

Insure all office team members have had RM & ARM training and “engaged” in

risk management

Set up CEV RM WG to help develop and implement risk management. Reps
will be CEV RM Office, all Risk POCs from CEV offices, and others as
necessary (including external)

CEV RM Whitepaper will be updated

11



Phased Process Implementation

* Long-term Implementation (May 06 — May 07) support a more

iIntegrated risk management system including have full participation by CEV
contractors

*

Within the existing office control boards or equivalents, implement CEV offices
risk management portion of the meeting. Tiered approach to risk management
(manage at the lowest appropriate level) will be implemented. Contractor
parktlupatlon within boards including inputting, managing and controlling their
risks

Set up “special”’/separate monthly CICB as the CEV pre-Risk Board and
separate monthly CCB as the Risk Board

Fully implement integrated RM with requirements, scheduling and budget
systems

Final adjustments to ARM including risk reporting for effective risk
management

Potentially integrate into one ARM instance (NASA & contractor)

Start providing quantitative risk management analysis capabilities (e.g., PRA,
etc) to project management and trade study teams

Implement risk management process improvement system
Fully deploy risk management training and facilitation support
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Training & Facilitation

ARM Web-based CBT (accounts will be assigned after training
IS completed — to be used by all CEV team members)

Customized training provided to CEV offices upon request

Individual support, assistance and facilitation from CEV RM
Office

Formal RM & ARM Training classes will be rolled out (offered
on periodic basis as needed). Offered in computer training
rooms with hands on experience.
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Summary

Phased-approach for implementation of risk management within CEV
Project

Risk management system will be simple, accessible and promote
communication of information to all relevant stakeholders for optimal
resource allocation and risk mitigation

+ Risk management should be used by all team members to manage risks — risk

office personnel and office risk POCs are only facilitators for effective risk
management (are not the sole keepers and users of risk management data)

+ Risks will be managed at the lowest-level feasible, elevate only those risks that
require coordination or management from above

Risk reporting and communication is an essential element of risk
management and will combine both qualitative and quantitative elements

Provide necessary checks and balances to insure that issues and threats are
caught and dealt with in a timely manner

Many supporting tools and systems will be deployed for effective risk
management implementation.

Process improvement mechanisms will be included risk processes

14






Lessons Learned from Prior Risk Management
Implementations

“Buy-in” and communication to entire program of it’s emphasis and need by Management
Implementation of a continuous process for identification, assessment, mitigation planning,
tracking and control with effective and timely communication

+ Proactive system that can synthesize the risk data

« Keep system simple and easy to use and provide sufficient training
Provide multiple routes for issues to be elevated for discussion so that management obtains

relevant information to be able to effectively mitigate threats in a timely manner (also,
provides necessary “checks and balances”)

« Incorporates “appeal process” for rejected risks
Integration of risk management throughout Organization (imbed in existing board processes
— becomes part of the management infrastructure)
« Leverage off existing analysis and management processes
+ Risk Management should be part of everyone’s job description
Create Effective ‘Flow” of Risk Data
+ Everyone’s “concerns” should be heard and evaluated
+ Elevate only risks that require it
« Allow for the seamless integration and cross communication between all organizations for efficient
risk mitigation activities
Need to deploy effective tools, training and integrated processes

Implement risk management in a phased, incremental manner
« Allows flexibility to adapt and optimize processes (learn and then tweak system)
« Minimizes learning curve impacts

Develop comprehensive Risk Management Plan for Organization
« RM process and interface definition
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CEV Risk Management

Process

Track:

Individual risk owner and control
boards will track progress of all
relevant risks

* Track risk mitigation progress
(including metrics) to ensure
successful mitigation.

* Track control/trigger points to
decide when fallback plans will
be initiated

Identify: New unvetted

risks are entered into risk
system as a “concern”. Basic
risk attributes are documented
into system.

)

Fian A

Plan:

Individual risk owner (with input of
stakeholders) plan detail course of
action (research, watch, accept,
mitigate) with approval by control
boards:

 Develop mitigation plans with
detail schedule and individual task
responsibilities

* Develop Acceptance/Closure
rational

* Define tracking requirements and
metrics to ensure successful
mitigation

Analyze:

Review and vet new “concerns

Different level control boards review
risk:

* Assigns new risk owner —
individual and org that is best
suited to effectuate risk closure
(may be different from risk
identifier)

* If risk description is vague/unclear,
assign for further research and
analysis to better understand risk.

* If control board concurs with
“concern”, it is converted into a
risk within system. If disapproved,
“concern” is closed within system
and rationale is documented.

* Analyze risk including
determining probability, impact/
consequence (cost, schedule,
safety, technical impacts),
timeframe, priority and identify
other potential stakeholders

* Initiate trade studies and risk
analysis as need to both quantify
risk or determine feasible
mitigation strategies
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Implementation Schedule

November

December

January

February

11/7 |11/14]11/21]11/28

12/5 [12/12]12/19[12/26

1/2 | 1/9 | 1/16 ] 1/23 ] 1/30

216 | 2/13 | 2/20

[ 2727

CEV Project Risk List Development

Near-Term Implementation

Each CEV Office formulate top CEV
risk list

Designate a Risk POC focal &
Backup for each CEV office

11/16 ¥

Perform Risk Brainstorming within
each Office

Baseline approved risks within each
Office

Submit top risk candidates to
include in CEV Top Risk List

11/28 3¢

12/16 Y%

Integration & Ranking of CEV Office
Risks

Approve/Accept CEV Project Risks

11/303%%

12/21%%

Mid-Term Implementation:

Office Control Board (or equivalent)
performs RM functions

ARM Tool Implementation and
Transition

Monthly CICB (Risk Pre-Board)

2/24 S

Monthly CCB (Risk Board)

31v%

CEV RM Whitepaper

Initial development of W hitepaper

Update of W hitepaper

CEV RM Working Group

Develop charter

Establish risk management metrics

ARM Tool

Develop proposed changes/update

Training

ARM & RM Process
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