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1 Purpose 

The purpose of this plan is to document the Complex Electronics Assurance (CEA) tasks and resources required to support [ProjectName].  This Complex Electronics Assurance Plan (CEAP) will be used to assure that the [TYPE]
 complex electronics being developed for the [ProjectName] project meets the technical requirements of the project, operates safely and is developed according to sound development processes throughout its lifecycle.  
This CEAP will support the development of the following complex electronics items for [ProjectName]:

	Configuration Item (CI) Id
	CI Name
	Purpose
	Lifecycle Phase


	
	
	
	


Table 1, Applicable Complex Electronics Items

[Organization or Person] has the responsibility for assuring that complex electronics development activities are conducted in accordance with requirements and standards identified in section 2.

2 Reference documents 

2.1 Governing Documents
	Document
	Title
	Version/

Date

	
	Complex Electronics Development Plan For [ProjectName]
	

	Draft
	Complex Electronics Assurance Process
	9/30/2005

	
	
	

	
	
	

	
	
	

	
	

	


Table 2, Governing Documents
2.2 Applicable
 Documents

These documents expand on the activities identified in the Complex Electronics Assurance Plan:
	Document
	Title
	Version/

Date

	NPR 7150.2
	NASA Software Engineering Requirements
	9/27/2004

	NASA-STD-8739.8
	Software Assurance Standard
	5/5/2005

	
	
	

	
	
	

	
	
	



Table 3, Applicable Documents
2.3 Reference Documents

	Document
	Title
	Version/

Date

	IEEE-Std-703-2002
	IEEE Standard for Software Quality Assurance Plans
	9/23/2002



Table 4, Reference Documents
3 Management 

Criteria for establishing the Assurance classification of the complex electronic device is described in the table below. The project’s Assurance classification determines the development activities and the documentation that will be generated for the project.  It also drives some of the activities that CEA performs. The Assurance classification for [ProjectName] is 

High, which requires all basic assurance activities plus extensive analyses.
The criteria used to classify the complex electronics are defined below. If any of the definitions (each bullet) is met, then the complex electronics is given that classification. Start at the top – assess if the CE is high Assurance. If not, see if it meets the moderate criteria. If the device is neither High nor Moderate, it is classified as Low. 

	Assurance Classification 
	Criteria 

	High 
	· The complex electronics executes safety-critical functions

· The complex electronics executes mission-critical functions and is a single point of failure

· The design is expected to be highly complex

· The design is expected to have significant risk due to one or more of these factors:

· Unstable requirements

· Technical concerns with the chosen technology, such as power consumption, design size for the chip, timing, packaging, or operating frequency

· Highly innovative and untried design approach

· Highly aggressive schedule

· Inexperience of the design team

	Moderate 
	· The complex electronics executes mission-critical functions but there is redundancy in the system

· The design is expected to be moderately complex

· The design is expected to have moderate risk due to one or more of these factors:

· Some requirements undefined or unstable

· Somewhat innovative and untried design approach

· Aggressive schedule

· Design team contains some inexperienced members

	Low 
	The complex electronics is classified as Low if it does not fall into either of the above categories


Table 5, Complex Electronics Assurance Classification
3.1  Organization

Figure 1 shows the organizational structure and relationship of the CEA program to the development organization.  Roles and responsibilities of the functions associated with this plan are shown in Table 6. 

	Roles
	Responsibilities

	Program/Project Manager (PM)
	Responsible for guiding program/ project, managing resources, advocacy and customer interactions.

	Systems Engineer
	Define the system requirements. Decompose system requirements down to sub-system level. Maintain interfaces between sub-system and rest of system. Integrate the system. Define system-level testing

	Electronics Designer
	Derive requirements for the board or chip level. Design electronics to meet the requirements, using good engineering practices. Define internal interfaces between parts of the electronics. Consider system aspects that may affect the electronics, including noise and power distribution. Implement the design in hardware. Test the hardware. Implement corrections as necessary.

	CE specialist 

(may be the Electronics Designer)


	Responsible for planning and overseeing complex electronics development activities. Derive requirements for the complex electronics. Define internal interfaces. Design complex electronics to meet the requirements, using good design practices and tools. Ensure external interfaces match the specification, including voltage level and timing. Implement the design. Simulate the design at various levels. Synthesize, place and route, etc. the design. Program the complex electronics. Test the final hardware; Implement corrections as necessary.

	System Safety
	Perform system safety analyses. Identify if complex electronics can cause a hazard or are part of a hazard control. Ensure that design errors in complex electronics are considered as a failure mode. Provide safety guidance to system designers. Verify safety features and controls are successfully implemented. Identify safety verifications required, including for complex electronics. Assess tools used to design and implement complex electronics for safety impacts.

	Quality Assurance
	Create QA plan; Include complex electronics assurance. Review subsystem requirements for proper decomposition from system requirements. Review design to verify requirements implemented, good engineering design practices followed. Assess implementation against the requirements and design. Ensure development and supporting processes (e.g. Configuration Management, ESD) are in place and followed. Review choice of parts; Provide guidance on preferred parts. Ensure electronics are assembled/manufactured to acceptable standards. Perform or witness testing at various system and subsystem levels. Ensure all requirements are adequately verified. 

	Complex Electronics Assurance (CEA) Engineer
	Assess entrance and exit criteria for each life cycle phase. Ensure traceability of the requirements through all levels of development. Analyze the products produced (documents, designs, etc.) against the requirements and the output of the previous phase. Assess the quality of the development process, and the level to which it is adhered. Perform white-box analyses on complex electronics designs and tests. Ensure all appropriate project plans are completed (to a sufficient level of detail) prior to when they should be used.


Table 6, Roles and Responsibilities
The CEA Engineer assigned to the project is responsible for preparing and maintaining this plan.

[image: image1]

Figure 1, Organizational Structure
3.2 Tasks

The goal of complex electronics assurance is to assure the quality and safety of the device by:

· Verifying that the documented development processes and controls used by the project are adhered to and effective

· Evaluating the development products, i.e. complex electronics design and documentation, for completeness and correctness.

CEA functions as part of the development team, not as an external entity with only limited interaction with the project.  In order to function effectively and meet its goals, CEA:

· Attends project meetings

· Is an integral part of the complex electronics document review process

· Performs scheduled audits of the various development activities

· Reports results of activities on a periodic basis

3.2.1 Complex electronics Requirements Phase

Entrance Criteria: 
· The system requirements should be complete and baselined. In reality, the requirements must be sufficiently complete to allow derivation of requirements for sub-systems and the complex electronics. 

· Requirements for the sub-system(s) the complex electronics resides in should be complete and baselined. As with the system requirements, the level of fidelity must be sufficient to allow derivation of the complex electronics requirements to commence. 

· The Configuration Management process is defined and in operation. 

· The Assurance process is defined and operational. The assurance engineers responsible for the complex electronics have been identified. 

· The proposed technology set (e.g., FPGA, ASIC, SoC, chip family) is identified at a high level. 
CEA shall review the Complex Electronics Development Plan, Configuration Management Plan, and TBD
  which are generated during this phase.  A Complex Electronics Assurance Plan (CEAP) shall be developed reflecting the CEA activities to be performed during the development effort. 

CEA shall review the Science Requirements Document, the Systems Requirements Document, the Complex Electronics Requirements Document, project hazard reports and other sources of complex electronics requirements.  CEA shall perform, or audit the results of complex electronics requirements analysis to verify that all requirements have been correctly and completely flowed down into the Complex Electronics Requirements Document.  

CEA shall perform the following tasks and analyses:

	· Risk Analysis 

· Requirements Evaluation, complete assessment against all criteria
· Interface Analysis. Detailed analysis of all interfaces, including timing.
· Traceability Analysis, tracing from higher level requirements to complex electronics requirements and the reverse. Full assessment of derived requirements.

· Modeling. Complete modeling of the requirements. 

· Simulation of requirements in nominal and error conditions

· Decision Tables for all inputs and conditions

· Independent derivation of requirements.

· Review of Fault Trees and Failure Modes and Effects Analyses for a) complex electronics failures and b) affects of other failures on the complex electronics. Ensure that FTA and FMEA addresses complex electronics device and design failures.


CEA shall participate in any project Requirements Reviews for complex electronics. The reviews may be informal or formal (with a board and possibly outside experts).

Exit Criteria:  Requirements for complex electronics are baselined and under configuration control.
3.2.2 Complex Electronics Preliminary Design Phase

Entrance Criteria: 

· The complex electronics requirements should be complete and baselined. In reality, the requirements must be sufficiently complete to begin the design.
· The Configuration Management process is defined and in operation. 

· The Assurance process is defined and operational. The assurance engineers responsible for the complex electronics have been identified. 

· The hardware description language (HDL) and toolset have been selected. HDL coding guidelines for the project are complete. 

· Design guidelines are specified.
CEA shall review the selected tools for applicability to the design process and evaluation of known tool defects or operational workarounds. CEA shall verify, through HDL code review or audit, that a design/coding standard has been defined and is being used by the developer.

CEA shall:
	· Evaluate the preliminary design for implementation of requirements, interfaces and compatibility with the rest of the system. An expert shall be used to evaluate the design.

· Review the developer’s simulations and tests. Perform completely independent simulations.

· Update Risk analysis (formal)

· Update Interface Analysis. Detailed analysis of all interfaces and timing.
· Trace from complex electronics requirements to design blocks and the reverse. Verify no functionality in the design that is not covered by requirements. 
· If FTA exists, map appropriate failures to CE architectural blocks.
· If FMEA exists, add appropriate failures of CE architectural blocks and trace to system impacts.


CEA shall perform the following process verification tasks:

· Verify that the entrance criteria were met before the project moved into this phase. If not, document the increased risk due to non-approved requirements or other issues. Provide risk mitigation suggestions to the project. 

· Verify that the exit criteria are met before the project moves to the Detailed Design phase. If not, document the increased risk due to non-approved requirements or other issues. Provide risk mitigation suggestions to the project. 

· Check that the Design Description, together with the documentation of previous development phases, is complete and documented in a level of detail sufficient to proceed with the Detailed Design; 

· Check that the planned measures, tools, methods and procedures have been applied. 

· Ensure that the complex electronics preliminary design is under configuration control. At the end of the phase, ensure that the preliminary design is approved and baselined. 

· Verify that all planned activities for complex electronics were performed. Perform a formal audit of the complex electronics development process.
CEA shall participate in any project Design Reviews for complex electronics. The reviews may be informal or formal (with a board and possibly outside experts).
Exit Criteria:
· Requirements for complex electronics are complete, with only limited exceptions. 

· The design architecture is approved. 

· Behavioral simulation has been performed (if required) 

· Models and test benches required as inputs to the Detailed Design phase (e.g., synthesizable RTL models) are generated.
3.2.3 Complex Electronics detailed Design Phase

Entrance Criteria: 

· The complex electronics requirements should be complete and baselined. At this phase, uncertainties should be the exception, rather than the rule. 

· Synthesis tools have been selected. The tools were evaluated to ensure that they will work with the HDL or other design input and that they will produce output for the target device. 

· The preliminary (architectural) design is complete and simulations have been performed to verify the design. 

CEA shall:
	· Evaluate the detailed design as part of the Engineering Design Review. An expert shall be used to evaluate the design.

· Review the developer’s simulations and tests. Perform completely independent simulations.

· Update Risk analysis (formal)


CEA shall perform the following process verification tasks:

· Verify that the entrance criteria were met before the project moved into this phase. If not, document the increased risk due to non-approved architectural design or other issues. Provide risk mitigation suggestions to the project. 

· Verify that the exit criteria are met before the project moves to the Implementation phase. If not, document the increased risk due to non-approved design or other issues. Provide risk mitigation suggestions to the project. 

· Check that the Design Description and other documentation are complete and documented in a level of detail sufficient to proceed with the Implementation. 

· Check that the planned measures, tools, methods and procedures have been applied. 

· Ensure that the complex electronics detailed design is under configuration control. At the end of the phase, ensure that the detailed design is approved and baselined. 

· Verify that all planned activities for complex electronics were performed. Perform a formal audit of the complex electronics development process.
CEA shall participate in the Engineering Design Review or any project Design Reviews for complex electronics. The reviews may be informal or formal (with a board and possibly outside experts).

Additional assurance activities require someone with expertise in complex electronics. They can be performed by the quality assurance engineer or by an engineer independent of the project. 

· Review the constraints specified by the design engineer as input to the synthesis process for reasonableness. 

· Assess the simulations that were performed after design synthesis is completed. Did the addition of timing information affect the outcomes of the simulations? Did the simulations look at worst-case timing, including on incoming signals? 

· Ensure that timing simulations or static timing analyses were performed. 

· Verify that the simulations performed included out-of-range inputs, inputs that arrived in an incorrect order, and other “real world” problems that can be anticipated. 

Exit Criteria:

· The design is approved and ready for the implementation phase. 

· Worst case timing analysis has been performed. 

· Simulations that include timing have been performed.
3.2.4 Implementation Phase

Entrance Criteria: 

· The design is reviewed and approved. 

· Design synthesis was successful. 

· Design verification and simulation was successfully performed.
CEA shall update the risk analysis, with the same level of formality as was originally used.

CEA shall review problem reports for anomalies and problems that could be caused by complex electronics or that can adversely impact the complex electronics. CEA shall perform, or participate in, problem trend analysis.
CEA shall perform the following process verification tasks:

· Verify that the design process, as defined in the project plans, was followed. Perform a formal audit of the complex electronics development process.
· Verify that the tools specified in the project plans were the used. Note any discrepancies and the rationale for using a different tool. 

· Verify that the configuration management system is being used as defined in the project plans. Audit the configuration management process.
· Verify that the device is programmed according to a defined process and that it is witnessed by appropriate personnel (usually quality assurance). 

· Verify that post-layout and post-programming verifications are performed. Record any anomalies or problems using the appropriate problem reporting process.

· Assess problem reports relating to complex electronics for adequate root cause identification and appropriate corrections.

Exit Criteria: The device is programmed with the design.
3.2.5 Complex Electronics testing phase

Entrance Criteria: 

· The complex electronic device is programmed or manufactured. 

· Test procedures are written, approved, and configuration controlled. 

· The design (at all levels) is configuration controlled. 

· Design documentation is of adequate quality and quantity to allow the test procedures to be reviewed.

CEA shall:
	·  Review and approve test plans and procedures. Witness testing and review test results. 

· Review problem reports. Perform Problem Trend analysis 

· Perform Functional and Physical Configuration Audits 

· Update Risk analysis (formal)

· Ensure all requirements and design elements trace to test, analysis, or inspection. Perform backward trace. 

· Update Assurance Mapping with test procedure and steps.


CEA shall perform the following process verification tasks:

· Verify the defined process is in place and are being followed correctly. Perform a formal audit of the complex electronics testing process.
· Verify configuration management is functioning properly to control revisions to the design that may occur during testing activities. Audit the configuration management process.
· Verify that problems and anomalies are being recorded in the project problem reporting/corrective action system, and that the problem resolutions are correct, approved, and properly implemented. Audit the problem reporting/resolution process.
· Perform an impact analysis for any changes to the design, considering the testing that has occurred before and the possibility of affecting other parts of the system. 

· Ensure that all safety verifications are performed. Keep the system safety engineer apprised of any design changes that may affect safety.
Exit Criteria: All requirements for the complex electronics are verified.
3.2.6 Acceptance and Release

Entrance Criteria: Successful completion of Functional/Physical Configuration Audits FCA/PCA and system testing.
CEA shall witness Acceptance Testing. CEA shall provide an assessment of the complex electronics product and process at the project final review.
  


Exit Criteria: Successful completion of Acceptance Test.
3.2.7 Operations and maintenance

Entrance Criteria: System has completed all testing and reviews and is released for operations.

During operations and maintenance for complex electronics, CEA shall: 

· Review operational and maintenance procedures for inclusion of any workarounds or other information that was discovered during development and testing. 

· When operational procedures change, ensure that the changes do not use the complex electronic device in a way that was not previously verified. If the device will be used in new ways, then a risk analysis shall be performed to assess possible impacts of the new operations. Further testing may be recommended. 

· Support any failure review boards or help assess any problems that are identified during operations. 

· If the complex electronic device is to be reprogrammed, assess the impact of the changes on the device, the system, and operational procedures. Update the traceability analysis for any changes. 

· Ensure that the design data is maintained in the configuration management system, and that all changes are approved. 

· Review problem reports and perform problem trend analysis. 

Significant changes to complex electronics shall go through the requirements-design-implement-test life cycle in some form. The assurance activities required by those life cycle phases shall be applied in an appropriate manner, tailored to the original Assurance classification of the device and the complexity and amount of change in the design. 
Exit Criteria: System is decommissioned.
3.2.8 Supporting Processes

3.2.8.1 Configuration Management

Entrance Criteria: Establishment of configuration management function

CEA shall review the Configuration Management (CM) plan for compliance with CM policies and requirements, and ensure that the appropriate documents and design artifacts are specified for configuration control. CEA shall monitor [ProjectName] complex electronics CM activities to verify that they are performed in accordance with the CM plan, standards, and procedures. CEA shall audit CM functions for adherence to standards and procedures and prepare a report of its findings.

CEA shall participate in the project Configuration Control process for changes to the complex electronics requirements, design, procedures, and plans. CEA shall evaluate any proposed changes to the complex electronics for impacts on safety, other system elements, and previously performed testing. CEA shall recommend additional or regression testing, as appropriate, to ensure that implemented changes were correctly performed.

Exit criteria:  System is decommissioned.
3.2.8.2 Safety
Entrance Criteria: Preliminary Hazard Analysis is completed.
CEA shall confer with the system safety engineer in determining if the complex electronics is safety-related, either as a hazard cause or as part of a hazard control. If the complex electronics is determined to not be safety-related, the CEA shall monitor the complex electronics design changes for any safety impacts and provide information and concerns to the system safety engineer.

If the complex electronics is safety-related, the CEA shall:

· Review the outputs of the system safety process, such as the Preliminary Hazard Analysis and subsequent analyses. 

· Feed back to the system safety engineer information on design changes within the complex electronics, or that affect the complex electronics.

· Provide the system safety engineer with the results of evaluations and analyses.
· Include evaluations of the safety-related design aspects in design evaluations and reviews.

· Ensure that test procedures provide sufficient verification of the safety features in both nominal and fault/failure (off-nominal) scenarios.
Exit Criteria: System is decommissioned.
3.2.8.3 Risk Management
Entrance Criteria: Risk management process is established.
CEA shall provide complex electronics related risks to the project risk management process. CEA shall implement any risk mitigations for complex electronics that are within the purview of complex electronics assurance. CEA shall periodically assess the currently documented complex electronics risks and the status of mitigation activities, and report this assessment to the project manager.

Exit Criteria: System is decommissioned.
3.2.8.4 Problem Reporting and Resolution
Entrance Criteria: Problem reporting and resolution process is established.
CEA shall input observed complex electronics anomalies and problems into the project’s problem reporting/resolution system. CEA shall review the root cause evaluation process for any problem determined to be caused by the complex electronics. CEA shall concur with the resolution to any problem which is caused by, or that can affect, complex electronics. CEA shall periodically review the problem reporting/resolution system to identify complex electronics related problems that may have been misidentified.

CEA shall perform problem trend analysis for complex electronics related problems.

Exit Criteria: System is decommissioned.
3.3 Quality assurance estimated resources

The estimated resources needed to perform CEA for [ProjectName] are provided in {document/spreadsheet}
.  The estimates are based on the planned meetings, reviews, testing, documentation and other planned complex electronics development activities identified in the project schedule, the Complex Electronics Development Plan and this CEA Plan.
4 Documentation 
Table 7 lists the [ProjectName] documentation that will be created for the development, verification and validation, use, and maintenance of the complex electronics.  The Review/Audit column references the applicable paragraph in Section 6 that applies to the review or audit of the documentation if applicable.

	Document #
	Title
	DID
	Review/Audit


	
	
	
	


Table 7, Complex Electronics Documentation

CEA shall review these documents and plans according to {insert appropriate work instruction or standard}
.  Documents shall be reviewed, and approved if applicable, prior to their formal submittal to configuration control.

The results of the reviews shall be documented in a report as outlined in section 9.2.  These reports are kept in the CEA files.  The anticipated Document Review schedule is included in Appendix A.

5 Standards, practices, conventions, and metrics 

The following standards and documents govern the various [ProjectName] development activities.  

Documentation is developed in accordance with _________

Design, coding and testing activities are performed in accordance with _________
.

CEA activities are performed in accordance with this CEAP.
5.1 Complex electronics Assurance Metrics

CEA shall plan and track the CEA activity metrics listed in Table 8.  These metrics shall be tracked on a monthly basis and provided at the monthly Project Management Reviews
.  The results are maintained on an Excel worksheet.  The initial planned activities for [ProjectName] are included in {document}
.

	Planned Activities
	Activity Metrics

	Estimate milestone completions
	Completed milestones

	Estimate effort expended
	Effort expended

	Estimate funds expended
	Funds expended

	Estimate work completed
	Work completed

	
	Document review findings

	
	Audit noncompliance’s

	
	Time to close findings/noncompliance’s


Table 8, Complex Electronics Assurance Metrics
6 reviews 
6.1 Formal Reviews and Audits

The following formal design reviews and audits that will be held for [ProjectName].  The scheduled dates for the reviews are available in the project schedule.
· Requirements Definition Review (RDR)

· Complex Electronics Specifications Review (CESR)

· Preliminary Design Review (PDR)

· Critical Design Review (CDR)

· Functional Configuration Audit (FCA)
· Physical Configuration Audit (PCA)

Table A-2 in Appendix A identifies the complex electronics products which must be presented at these reviews
6.2 In-process audits

CEA shall audit the complex electronics development and related processes for the [ProjectName] project according to the procedures identified in this section.  CEA shall plan and maintain audit schedules based on life cycle phases, the complex electronics products of each phase and past audit results.  Prior to the start of each audit, the CEA shall:
· Review the standards, practices, requirements, and procedures of the area being audited

· Prepare or modify as needed the audit checklists

CEA audits shall cover the following areas:

· Requirements Management

· Complex Electronics Planning

· Complex Electronics Configuration Management and Change Control

· Problem Reporting and Corrective Action System

· Complex Electronics Testing

· Complex Electronics Development Folders

· Complex Electronics Safety Pla
n

Audits may include more than one area when possible.

CEA may request support from the engineering organization responsible for the area being audited. This support may be in the form of personnel, records, files and procedures.  Examinations during an audit may include both processes and products.  The results of the audits shall be documented in a report as outlined in section 9.2.  These reports are kept in the CEA files.  The audits that will be performed and the events that trigger them are included in Table A-1 in Appendix A.
6.2.1 HDL Code Reviews

CEA shall perform hardware description language (HDL) code reviews separately or as part of the peer review process to verify compliance to the design and coding standards and to verify traceability to the requirements.  The results of the audits shall be documented in a report as outlined in section 6.5.  These reports are kept in the CEA files.  HDL Code Reviews are not a scheduled activity.

6.2.2 Formal Inspections

CEA shall moderate or participate in Formal Inspections of documentation or HDL code.  The Formal inspection findings shall be documented and tracked to closure.

6.2.3 Safety Assurance Review
CEA shall assure that an evaluation is performed by the project to identify safety critical complex electronics being developed by the project.  If the evaluation identifies safety critical complex electronics, CEA shall review the Complex Electronics Safety Plan and provide assurance for the complex electronics safety process which may include performing all or part of the complex electronics safety tasks.
6.3 Managerial reviews

CEA shall attend scheduled project meetings in order to remain current on development status, activities, etc. 
 In addition, CEA meets with the Project Manager, Complex Electronics Lead, and other team members, as needed, to discuss project concerns, activities, status and plans.  

CEA attends Project Management reviews with the Project Manager to present and discuss the status of CEA activities and updated CEA metrics. Minutes of these reviews are kept by the complex electronics assurance engineer in the CEA project file.

6.4 Status reports

CEA prepares and disseminates the following reports on the status of the project:

· Weekly status reports are provided to the Project Manager and {assurance organization manager}
.  These reports summarize CEA activities each week.

· Monthly metrics reports are provided at the Project Management Reviews
.  Section 5.1 discusses the contents of these reports.

6.5 Audit and Document Review Reports

Document reviews are performed each time a complex electronics document is released or revised.  Audits are performed in accordance with the schedule in Appendix A.

Audit results are documented on TBD
 forms.  Complex electronics assurance records will be generated for the other audits identified in section 6.2.  As a minimum, the Complex Electronics Assurance Records shall contain the following information:

· The auditor and auditor’s phone number

· The project being audited

· Contact name and phone number of the area being audited

· Date of audit

· Date audit is completed or corrective actions have been accepted

· Identification of documents or items selected for the audit, including release dates and versions, if applicable.

· Audit findings or ‘Comments’

· Corrective actions taken or “Results’
HDL code review results shall be documented on the project’s code/peer review form, if available.  

Original audit and document review reports are maintained in the CEA’s office.  Copies will be provided to the program manager, and the contact for the audit or author of the code or document being reviewed.  

7 Test
 

All [ProjectName] complex electronics tests are identified in the Verification and Validation Plan
.
8 Problem reporting and corrective action 

CEA shall initiate an Assurance Corrective Action (ACA) to address audit noncompliance’s and document review findings using the following process:

1. Initiate a corrective action request as a result of an audit or document review as the initial ACA request.  Discuss the findings with the responsible individual and forward copies to the project manager, the branch chief, and {appropriate assurance managers}
.

2. If the item(s) identified on the ACA have not been addressed within three weeks of the initiation of the corrective action request, generate a CPAR
.

3. Follow the CPAR
 process to resolve the ACA request.

9 Tools, techniques, and methodologies 

The Table 9 contains a listing of tools and techniques used to facilitate CEA activities:
	Name
	Use
	Applicability

	Complex Electronics Assurance Plan Template
	IEEE 730 template with tailoring guidance to assist the CEA engineer prepared a tailored CEA Plan based on the project’s classification and planned development activities
	Using during planning phase

	Automated Requirements Measurement (ARM) Tool
	Evaluate Requirements Document and track ‘TBDs’
	Use during requirements phase 

	Assurance Classification
	Determine extent of assurance for a project based on risk
	Use during planning/ replanning activities

	IV&V Criteria
	Determine the need for IV&V or Independent Assessment
	Use during planning/ replanning activities

	Formal Inspections
	Evaluate documentation and HDL code
	Requirements, design and implementation phases

	
	
	



Table 9, CEA Tools and Methodologies

10 Media control 

The methods and procedures used for media control are identified in the [ProjectName] are identified in the Configuration Management Plan
.
11 Supplier control
 

No supplier control CEA activities are required for this project.
12 Records collection, maintenance, and retention 

A project file is established for each project in the responsible CEA engineer’s office.  Audit and document review records are maintained in these files along with associated documentation.  The completed Complex Electronics Risk Checklist, Meeting minutes, weekly and monthly status reports, planning and metric records are also maintained in the project’s files.  Records are maintained for seven years from the end of the project.
13 Training 

Table 10 identifies skill sets, based on the peculiarities of the project, needed to provide CEA for the project.

	HDL Languages

	Skillet needed?
	Obtained by…
	Source
	Cost

	
	
	
	
	

	Development Environment
	
	
	
	

	
	
	
	
	

	Development Methodologies
	
	
	
	

	
	
	
	
	

	Other Requirement
	
	
	
	

	
	
	
	
	


Table 10, Skill sets
14 Risk management 

The methods and procedures used to identify, assess, monitor, and control areas of risk to [ProjectName] are identified in the project’s Risk Management Plan
.
15 Glossary
 

Insight:  Surveillance mode requiring only the monitoring of customer-identified metrics and contracted milestones.  Insight is a continuum that can range from low intensity, such as reviewing quarterly reports, to high intensity, such as the customer performing surveys and reviews. 

Oversight:  Surveillance mode which is in-line with the supplier’s processes.  The customer retains and exercises the right to concur or non-concur with the supplier’s decisions.  Non-concurrence must be resolved before the supplier can proceed.  Oversight is a continuum that can range from low-intensity, such as customer concurrence in reviews (i.e.; PDR, CDR), to high intensity oversight, in which the customer has day-to-day involvement in the supplier’s decision making processes (i.e., hardware inspections). 

Table 11
 lists the acronyms used in this document.

	Acronym
	Meaning

	CEA
	Complex Electronics Assurance

	CEAP
	Complex Electronics Assurance Plan

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Table 11, Acronyms
16 CEAP change procedure and history
The Complex Electronics Assurance Plan will be modified as necessary in accordance with the project’s configuration management process.  Table 12 contains a history of the changes to the plan up to the current version.

	Date
	Reason for/Description of Changes
	Revision

	
	Initial Release
	


Table 12, CEAP Change History
APPENDIX A – Audit and Document Review Schedules
	Area
	Date
	Trigger

	Requirements Management
	
	

	Complex Electronics Project Planning
	
	

	Complex Electronics Configuration Management and Change Control
	
	

	Problem Reporting and Corrective Action
	
	

	Complex Electronics Testing
	
	

	Complex Electronics Development Files
	
	

	S Complex Electronics Safety Audit
	
	


Table A-1, Audit Schedule – High Classification
	Document
	Date
	Dependent Event

	Management Plan
	
	Requirements Definition Review

	Development Activities Plan
	
	Requirements Definition Review

	Verification Plan
	
	

	Validation Plan
	
	

	Requirements Document
	
	Requirements Definition Review

	Design Document
	
	Preliminary/Detailed Design Review

	Test Procedures
	
	

	Assurance Plan
	
	Requirements Definition Review

	Risk Management Plan
	
	Requirements Definition Review

	Configuration Management Plan
	
	Requirements Definition Review

	Version Description
	
	

	Certification Procedures
	
	

	Training Development Plan
	
	

	Delivery and Operational Transition Plan
	
	

	Concept Document
	
	Requirements Definition Review

	Safety Assurance Procedures
	
	

	Security and Privacy Procedures
	
	

	Users Guide
	
	

	Operational Documents
	
	


Table A-2, Document Review Schedule – High Classification
NASA Center








Project Manager








Project Office








Safety and Assurance Office





Assurance Manager





Complex Electronics Assurance Engineer





Complex Electronics Lead





Organizational





Communication








�Perform Search and Replace to insert the actual project name in the place of [ProjectName]





�Add all reviewers and approvers


�Replace [TYPE] with the type of complex electronics being developed, i.e. flight, ground, application, etc.


�For each Complex Electronics Item, list the configuration item identifier and name, and their purposes or function and the part of the lifecycle that this plan is applicable to.


�Add any additional pertinent project documents here


�Include any Center or Project documents, such as work instructions, that describe how to perform assurance functions.


�Add any additional applicable documents here


�Add any additional pertinent reference documents here


�Update organization chart as needed to correctly portray the organizational and communication paths


�Identify any other plans that will be reviewed


�This may be a Pre-Ship Review or other review.


�Add any other activities that are required by the project, program, or Center.


�Point to the spreadsheet or other document where this information is recorded.


�Enter a list of the documents that will be reviewed.  Specify the document number, title, the DID which prescribes the format to be used and the paragraph in section 6 which discusses the type of review or audit to be performed.


�Replace with work instruction, standard, or other process.


�Include the documentation standard the project will follow.


�Include the development standard the project will follow.


�Delete this section if metrics will not be collected


�Replace with appropriate reviews


�Point to a document, or add an appendix, where this information is recorded.


�Update list of reviews to reflect the reviews and schedule in the Project Plan. 


�Delete this audit if complex electronics is not safety critical


�This template assumes that CEA will attend all project meetings.  If that is not the case, u�pdate to identify how often CEA will attend project meetings.


�Replace with appropriate manager in the assurance organization.


�Replace with appropriate reviews


�Replace with appropriate forms.


�In the unlikely event that there are tests not identified in the V&V plan or SMP.  The following is IEEE 730 guidance for this section:


This section shall identify all the tests not included in the complex electronics verification and validation plan for the device covered by the CEAP and shall state the methods to be used. If a separate test plan exists it shall be referenced.


�Change to appropriate plan.


�Replace with appropriate manager(s) in the assurance organization.


�Replace with appropriate Center corrective action system.


�Replace with appropriate Center corrective action process.


�Insert additional tools and methodologies.


�Change this to appropriate plan if no Configuration Management Plan will be generated.


�IEEE 730 guidance for supplier control follows:


This section shall state the provisions for assuring that software provided by suppliers meets established requirements. In addition, this section shall state the methods that will be used to assure that the software supplier receives adequate and complete requirements. For previously developed software, this section shall state the methods to be used to ensure the suitability of the product for use with the software items covered by the SAP. For software that is to be developed, the supplier shall be required to prepare and implement an SAP in accordance with this standard. This section shall also state the methods to be employed to assure that the suppliers comply with the requirements of this standard. If software is to be developed under contract, then the procedures for contract review and update shall be described.





�Identify training that is needed to perform CEA for the project.  Along with information about where and how the knowledge can be obtained.


�Change this to appropriate plan if no Risk Management Plan will be generated.


�Update glossary as necessary to reflect project specific terms.





�Update table to include project specific acronyms
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