ProjectName
	Review Checklist for Complex Electronics Testing

	Document or Artifact
	Name of the document or artifact being reviewed. Include the document number and name.

	Revision
	Version number/Letter and date of revision

	Overview
	This checklist lists specific criteria that should be considered for inclusion in the testing of complex electronic devices. The checklist is derived from several sources, including DO-254, ESA …, and industry best-practice.

	Reviewer
	

	The checklist below can be used when developing the test plan for complex electronics, as well as part of a review. If an item is not applicable, specify it as NA. The rationale for including, or excluding, a requirement should be noted.


	ID
	Topic
	Criteria
	Yes/No/NA
	Comment

	1
	General
	Are all partitions of the device tested?
	
	

	2
	General
	Are the overall system configurations and operating modes tested?
	
	

	3
	General
	Is the functionality of the complex electronics (CE) in nominal operational mode being tested?
	
	

	4
	General
	Is the functionality of the complex electronics (CE) in off-nominal mode being tested?
	
	

	5
	General
	If a state machine is used in the CE, is the following tested?

· All transitions between states that are possible

· Unused states for state machine lockup

.
	
	

	6
	General
	Is a worst case timing analysis run included
	
	

	7
	General
	Is a best case timing analysis run included
	
	

	8
	General 
	All functions verified
	
	

	9
	Interfaces
	If setup is required for a test, is that setup defined
	
	

	10
	Interfaces
	Are the interfaces between the CE and the system tested
	
	

	11
	Interfaces
	Are communication protocols tested
	
	

	12
	Interfaces
	Is the memory map tested
	
	

	13
	Interfaces
	Is a reset pin defined? Is it being tested
	
	

	14
	Interfaces
	Interfaces with COTS IP modules tested
	
	

	15
	Interfaces
	External failure impact through inputs to the device
	
	

	16
	Signals
	Are all I/O pins tested?
	
	

	17
	Signals
	For each input signal, is the range of valid data tested?
	
	

	18
	Signals
	For each output signal, is the range of valid data tested?
	
	

	19
	Signals
	Per the Interface Control Document, have the defined limits been tested?
	
	

	20
	Signals
	Have the tests been run at the operating frequency (or range) defined for the CE?
	
	

	21
	Signals
	Is possible signal noise and cross-talk been tested for?
	
	

	22
	Signals
	Verified margins on critical signals
	
	

	23
	Initial Conditions
	Is the state and behavior of all input and output lines as defined during a power-up or power down been tested for correctness?
	
	

	24
	Initial Conditions
	Has the possibility of a transient signal on reset been tested for? Has the reset been verified to correctly occur?
	
	

	25
	Initial Conditions
	Is the state of programmable memory elements upon power-up and after a reset tested?
	
	

	26
	Initial Conditions
	Is any timing-related behavior that occurs during power-up or reset tested?
	
	

	27
	Error Handling
	Have all expected errors or faults been tested to verify they are handled correctly?
	
	

	28
	Error Handling
	Are the expected responses to errors passed back from the CE?
	
	

	29
	Error Handling
	Has the behavior of the CE in response to an external failure or fault been tested?
	
	

	30
	Timing
	Has the timing of critical signals been tested?
	
	

	31
	Timing
	Has the performance of time-related functions, such as filters, integrators, and delays, been tested?
	
	

	32
	Power/ Electrical
	Is the maximum allowable power and current to the CE being verified?
	
	

	33
	Power/ Electrical
	Has the drive capabilities of all output signals been verified?
	
	

	34
	Environment
	Does the testing show the ability to survive a Single Event Upset?
	
	

	35
	Formats
	Is data size and bit order tested?
	
	

	36
	Formats
	Has the format of all data structures been tested?
	
	

	37
	Testing
	Are test modes defined for the CE? Have they been tested?
	
	

	39
	Clocks
	Resynchronization across clock boundaries verified
	
	

	40
	Other
	If proprietary designs (IP cores) are used, have they been tested as part of the system?
	
	

	41
	Other
	Are there unused functions within the IP cores? Is the accidental execution of these functions tested for?
	
	

	42
	Other
	Has the design passed simulation testing?
	
	

	43
	Other
	Have common faults been tested? Does it include multiple faults occurring?
	
	

	44
	Other
	Is the test coverage at least 95%? 
	
	

	45
	Other
	Have all the critical paths been tested?
	
	

	46
	Other
	Have all critical faults been tested?
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