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Introduction
NASA Headquarters supports the emergency teleworking activity, a unique contingency response that may be activated under a variety of scenarios with or without the exercise of portions of the NASA Headquarters and Agency Emergency Operations Center (EOC) Contingency Plan. Potential scenarios include, but are not limited to:
· Government ordered response to a flu pandemic requiring work at a Continuity of Operations (COOP) site or from home for an extended period.
· Terrorist or criminal actions prohibiting access to the NASA HQ building for an extended period of time such as Anthrax exposure.
· Any natural, human, and/or environmental threat causing partial or total destruction of NASA HQ.

Some of these emergency events would not cause an activation of the EOC or other contingency considerations. However, each scenario creates a situation where a large population of NASA HQ employees and supporting contractors may be unable to accomplish their day-to-day business functions from NASA HQ and would need to work at another location. All scenarios require you to prepare and practice teleworking during a period when you are comfortable and have dedicated time to allow you to practice these capabilities BEFORE circumstances require you to use it.

Capabilities

There are basic categories of IT Services associated with teleworking, each of which requires certain tools to be able to access different levels of NASA and NASA HQ systems.

NOTE: For detailed instructions on how to access IT systems and services while teleworking, please see the Remote Connectivity Guide located at http://www.hq.nasa.gov/itcd/remote_access.html. You can also obtain a printed copy at the User Resource Center (URC) in Suite CX42 of the Headquarters building.

Category One

Any NASA HQ employee who has a telephone, computer, Web browser, and Internet access (dial up, DSL, or broadband) can:

· Forward their HQ VoIP telephone to ring at home or on their cell phone. Please note – your computer must be connected to the HQ private network via SNA or VPN and you must have your CallManager User ID and Password to access the VoIP Call Manager Web site, which allows you to forward your phone remotely.
· Send and receive e-mail and manage their calendar using Outlook Web Access


(OWA)
· Access external Web sites such as FedTraveler
Category Two

Those employees who have a token can also access:

· Internal Web sites such as WebTADS
· Data stored on HQ shared file servers

Category Three
Those employees who have a NASA HQ laptop can also access:

· HQ's client server and NASA Data Center (NDC) mainframe applications such as financial and contractual status system

· Information stored locally on your laptops such as e-mail and data stored in the Personal and Archive Folders

Requirements
To prepare for accessing information technology (IT) resources from your teleworking location, ensure that you have the following:
· Your Government issued laptop is the preferred computer for teleworking. This laptop will be updated regularly with IT Security patches and virus protection. Also, this computer is already configured to connect to NASA and Internet resources through a secure Virtual Private Network (VPN) connection. 
· A NASA Secure ID token to connect to some NASA HQ IT resources (internal Web-sites, home folder, shared data files, etc.). If you do not have a token, you can request it via NAMS - https://idmax.nasa.gov. You must have the token and your PIN prior to teleworking as this tool and information cannot be provided by the Help Desk 
· An Internet service provider (ISP) which uses Dial up, DSL or Cable or other Broadband to connect your computer to the Internet, and instructions from your ISP on how to configure your Government laptop to connect to their service. If you do not have an ISP you can still reach HQ's services by dial in at (202) 358-4488 or 1-800-371-8504. Please note that up to 92 users can be supported via dial in, so in times of an emergency these numbers may be saturated.
· If you plan to use your home computer for teleworking make sure you have active and up-to-date virus protection software and that all critical IT security patches have been installed. You can obtain security updates for your computer from:
· Macintosh security updates:
http://support.apple.com/kb/HT1222
· Windows security updates:

http://www.microsoft.com/security/default.mspx
· To request virus protection software for your home computer, contact the Help Desk at (202) 358-4357 (HELP), or 1-866-462-7247, or send e-mail to service@hq.nasa.gov.

· Everyone at NASA HQ’s is authorized one copy of the core load (MS Office, antivirus, internet firewalls, etc.) for home use. If you do not have a copy of this and require one, please contact 202-358-HELP (4357) and request it.
Perform Pre-Telework Testing 
Prior to teleworking, make sure you perform the following tests. Request help from the IT Help Desk directly if you are unable to complete the following actions:

1. Test your laptop at home for Internet and Outlook connectivity.
2. Test your token by logging into Dial-In (if applicable), SNA, and VPN.

3. Test to see if you can access files on the private network.

4. Test your home computer for access to NASA e-mail.

5. Test telephone (VoIP) call forwarding 
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