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The Keychain in Mac OS X is Apple's password management system which stores passwords for applications,
servers and Web sites. When accessing password-protected items that are Keychain-aware, the Keychain
provides the password so you do not have to type it again. A Keychain is created automatically the first time
you log into your Mac OS X account and the default Keychain is the same password as your NDC network
password. The Keychain is unlocked automatically when you log into Mac OS X and is labeled as the "login”
Keychain in the Keychain Access menus.

Sync Keychain Password with Network Password

On NASA issued Macs, users log in using their NDC network account credentials. However, when a user
changes their NDC network password, the Keychain does not Account Information
automatically change as well.

Keychain sync problems occur when the password used to log
into the machine is not synced with the Keychain password. -
The Keychain does not unlock for use with password
management. Therefore, the user is able to log onto the
machine, but applications that use the Keychain system return
an error message stating that the application requires use of the & Remember this password in my keychain
"login" Keychain and will prompt for the Keychain password. | Cancel | [ OK |
When you are prompted, select the checkbox Remember this

password in my keychain to ensure the Keychain login password syncs with your NDC network credentials.

\j Enter your account information for "Nasa"
'

User name:  ndc\jdoe

Password:  ssessssssnsse

If a user clicks Cancel, the warning message displays again. If a user clicks Cancel a second time, the
message disappears and the application continues to open. However, if the warning message is cancelled,
saved password information will not be available while using the application.

When a Keychain sync error occurs, the user must change their Keychain password to match their NDC
network password.

Change the Keychain Password S0 Keyct
. . A . 4" Click to lock the login keychain.
1. Click Finder | Go | Utilities | Keychain Access. The E! o

H H H H & Micr..ertfi Apple Persistent State Encry
Keychain Access dialog box displays (shown right). A ; /7\\ il prcvrs
2. Inthe Keychains list (upper left of the window), right- [ leai o e pain ate Encr
click on Login | Select Change Password for o e Add Keychain... i

Keychain "Iogin" 0 svs Delete Keychain “login” ind
. i i Lock Keychain "login™ :‘:I::::
A window displays prompting you to enter your Change Settings for Keychain "login... '
Current Password, a New Password, and to Verify the B _ Change Password for Keychain “login"._ P
neW password ‘ Pas;‘;;;s | (,? Microsoft Lync Online Meetings  public ke
& Microsoft Lvnc Online Meetinas  private ke
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3.

4.

Enter your current Keychain password in the Current

Password f|e|d " Enter a new password for the keychain “login.”
n ] H - ﬁfi
Remember: the "current" Keychain password is the
password previously used to log into the machine, Current Password:
before your most recent NDC network password New Password: ¢
Verify:

change.

Password Strength: Weak

In the New Password field, enter your new NDC network _ _ _
password as the Keychain password | Type it again in the @ Cancel | [ OK
Verify field. | Click OK. :

The new password you enter should now match your NDC network password and therefore when you
next log onto your Mac, you will not be prompted to enter the Keychain password

IMPORTANT: Itis highly recommended you keep track of the login passwords you have stored in the
Keychain. This ensures you know which passwords need to be changed if the computer is lost, stolen or
compromised. To view stored login passwords, click Finder | Go | Utilities | Keychain Access. The
Keychain Access window displays (shown above). In the Keychains list (upper left of the window),
click Login. The list of login passwords stored in the Keychain login displays.

If You Forget Your Keychain Password

If you forget your previous login password, permission errors can prevent changes to Keychain information. If
a Keychain file has become corrupt, you will not be able to change it. In these circumstances, it may be
necessary to manually delete the Keychain login password by resetting the Keychain.

Reset the Default Keychain

1.

Click on Finder | Go | Utilities | Keychain Access. The & TR File Edit View Window Hely
Keychain Access window displays (shown on pevious page). About Keychain Access
)
From the Keychain Access menu, select Preferences. Keychain First Aid  "C%A
) ) Certificate Assistant >
The Preferences window displays. Ticket Viewer ook Biotiakerchain
800 Preferences. { Services » 2 p Apple
First Aid | Certificates | Hide Keychain Access  38H ¢ -f.--/\- .
Hide Others #H . | 4 LY
Show keychain status in menu bar Show All
Search directory services for certificates Quit Keychain Access ®Q rr—

2 Apple Persistent!
. Reverts to factory defaults and creates a new empty “login® keychain & blue.guest.h_..sw
Reset My Default Keychain four current default keychain will be moved aside, but not deleted. A\, Exchange
']

Click Reset My Default Keychain.

This removes the login Keychain password and prompts you to create a new one.
In the Password field, enter your NDC Network login password.

This syncs the Keychain password to your current login password.

Page 2 of 3

\ Information Technology & Communications Division




Keychain Password Management ="Macintosh OS X

If desired, click the checkbox to enable Show Password.
6. Click OK.

A window displays stating your Old Keychain password has been renamed.
7. Click OK.

If Reset My Default Keychain is not available, click Edit | Keychain List | Click Show | Ensure
“user” is selected | Click to select the Login Keychain | Click the Minus sign (-) button to delete |The
next time you log into your Macintosh, be sure to click the checkbox to Remember this password in
my keychain.

Problems Connecting to the NASA WiFi or NDC Network

If “Remember this network™ is enabled when logging into the “NASA” WiFi network, you may have trouble
logging into the NASA WiFi or NDC network when you change your NDC network password the next time.
To resolve this issue, disable the option to “Remember this network™ when logging into “NASA” WiFi.

Disabling “Remember this network” may not be sufficient to correct the issue. If this does not correct it,
contact the Enterprise Service Desk (ESD) for assistance.

Disable Remember This Network for NASA WiFi

1. Loginto “NASA” WiFi network as usual. The Login window N
diSp|ayS (ShOWﬂ I’Ight). —*  enterprise credentials. 4

2. Inthe Username field, enter your AUID network username.

Username: |laross1

3. Inthe Password field, enter your current NDC network Password: |sesesseeraseene
paSSWO I‘d . Show passwaord

Remember this network

4. If Remember this network is checked, click to disable the .
checkbox. 2 Cancel | (loined

5. Click Join.

For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-
HELP (4357) or 1-866-4ANASAHQ (462-7247).

This document is posted on the ITCD Web site at:
http://itcd.hg.nasa.gov/instructions.html
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