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How to Request IT Access for
Users Without a Permanent NASA Badge
(April 12, 2010)

This document explains how to request IT access be granted or terminated for users who do not have a permanent NASA HQ badge (aka smartcard).  It is written from the perspective of Personal Identity Verification (PIV) Administrators who perform on-boarding functions for their organization.  (This document does not detail the tasks that staff in Human Resources or Security must carry out.)  

Users who do not have a permanent NASA badge fall into three categories: remote users, temporary workers, and guests.  It’s important to determine which category a particular individual falls within in order to complete their on-boarding and out-boarding process correctly.  This document reflects changes made in March 2010 to the temporary worker on-boarding process.  
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Definition of a Remote User, Temporary Worker and Guest
The categories below are unrelated to a user’s employer.  For example, civil servants on detail to NASA from another federal agency, contractors, and grantees can all fall into any of the three categories defined below.  Student interns are usually considered temporary workers, but may also be remote users.
Temporary Worker
Someone who requires access to NASA facilities and IT systems for less than 180 calendar days.  Summer hires and most paid interns fall within this group.

Remote User 
Someone who requires access to NASA IT systems but not NASA facilities and is more than 50 miles from any NASA facility.  A NASA badge is not needed. 

Guest User
Someone unaffiliated with NASA who requires temporary access to a NASA service that is predefined by the Agency. For example, a guest may require access to  Secure WebEx in order to participate in meetings remotely for a limited time period. This type of user does not have a NASA identity, nor access to any applications other than those stipulated in the guest user service request.  
Mandatory IT Security Training

All HQ users with access to a NASA IT system -- including Temporary Workers and Remote Users --are required to complete IT Security training within the first 30 days of their tenure at HQ and annually thereafter.  Training is available online in the SATERN system.  More information is available on the IT Security Training and Awareness Informational Web page.  
Users should be instructed to do the following:
 

1. Obtain a SATERN account, if necessary, by following the “First Time SATERN Users” instructions on the SATERN Home Page.
2. Login to SATERN (https://satern.nasa.gov).
3. Click on the Catalog button in the blue navigation bar at the top.

4. Click on Advanced Catalog Search under the blue navigation bar.

5. In the ID field text box, type the course code ITS-010-001, and then click on Search.

6. When the correct course appears (BASIC IT SECURITY FOR 2010), click on the Launch Content button on the right side of the listing.

7. The Course Test is integrated within the training module, so be sure to read each question carefully and answer all questions.

8. After you have completed the course, click on the Learning History link in the course information screen.

9. Find the completed course in your learning history, then click on the button for Print Completion Certificate.
10.  When the certificate window opens, click on Save a Copy to save a PDF of the certificate

The SATERN help desk is available at 1-877-677-2123 to answer any questions users may have. 

How to Create a NASA Identity

A NASA identity must be set up for temporary workers and remote users before IT access can be requested.  There is no need to follow this process for guest users. COTRs or their designee create a NASA identity for contractors.  (Identities for Civil Servants are set-up by HR, and are beyond the scope of this document.)

1. Login to IdMAX at https://idmax.nasa.gov.  Your password is the same password you use for Launchpad, a component of IdMAX.


2. Click the Create NASA Identity link under the Identity Management section to create a new non-Civil Servant identity.  

3. Fill in the user’s Social Security Number, last name and date of birth where indicated.  

4. Click Search to continue.  

5. If a similar identity does not already exist, a screen titled “NASA User Identity – Create New” will appear.  However, if a similar identity already exists, the following screen displays instead:
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6. Click the Add New Identity button to continue to create the new identity or select the UUPIC of the identity you wish to modify and then click the Modify Selected Identity button.  


7. Once at the “NASA User Identity – Create New” screen, complete and/or review the displayed fields to be sure they are correct.

8. Click the Add New Identity button to create the identity request.  You will then see a confirmation screen.

9.  Click Continue.

10. Click Ok to return to the IdMAX Main Menu.
Requesting IT Access for Temporary Workers

If a NASA identity already exists, you can initiate a Temporary Worker Request for a contractor.  (If the temporary worker in question is a Civil Servant, Human Resources will initiate the request.)  Be sure the user has a known end date that is less than 180 days from now.  

1. Click the Request-Temporary Worker link in the Identity Management section.  (See screenshot below.) 
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2. Complete and/or review the user’s Social Security Number on the screen that appears.  Then click Search.  


3. The Temporary Worker Request screen is displayed.  As required, complete/review all fields.  Fields with an asterisk are required.  (If you see errors in the already populated fields at the top of the form, click Cancel to return to the Home screen, and then choose the Modify Identity tool.)
a. Phone numbers should be in the format 256-555-5555
b. Relationship Center refers to the center where the user has been assigned to work.

c. Relationship Org Code refers to the user’s Organization Code for the related contract.

d. For Contract Number, select the correct contract from the drop-down menu.  If the correct contract does not appear in the drop-down menu, contact XXX [HQ’s PIV Maintenance].

e. Relationship End Date refers to the user’s last day of work.  The user’s IT access will be automatically terminated on this date.
3. Once complete, click Continue  to complete your Temporary Worker Request.  A confirmation screen will appear, giving you one final chance to make any corrections.  If it all looks good, click Submit.

4. Click Ok  to return to the IdMAX Main Menu.

5. The listed sponsor will receive an e-mail indicating that the request requires approval. No action can occur until the sponsor approves this request.  Once the request is approved, the user may be contacted for Enrollment or the Center Security Office may conduct a National Crime Information Check (NCIC) for IT enablement.
6. Now you can enter a Check In Check Out (CICO) request on behalf of the user.  For temporary workers who require a temporary badge be sure to include this in your request. (Need help with CICO?  A User’s Guide to CICO and Resource Account Instructions are posted on the CICO Informational Web page.)

Requesting IT Access for Remote Users

1. Login to IdMAX at https://idmax.nasa.gov.  Your password is the same password you use for Launchpad, a component of IdMAX.


2. Click the Request-Remote User Identity link in the Identity Management section. 
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3. At the “Invite - Remote User Identity” screen, you will be asked to provide the user’s contact information.  A current, active e-mail address is needed so the Help Desk can make contact with the person.

The Help Desk will contact the person to verify the identity of the remote user.. The Help Desk will provide the user with a pass phrase so they can access IdMAX to enter their personal information such as driver’s license data, social security number, date/place of birth.  If possible, ask users to watch for this e-mail and respond promptly. (Applicants cannot respond from their cell phone, but may use services such as Yahoo mail, Gmail, hotmail, etc.)  

4. You will also be asked to specify the user’s “Worker Affiliation.”  The two choices are “Affiliated” or “Non-Affiliated.”  A user is considered “Affiliated” if h/she is a civil servant detailee or a contractor employed by an existing contract, MOU, or some other documented relationship.  Users without a documented relationship are considered non-affiliated.  In most cases, HQ requestors should choose the “Affiliated” radio button, and specify “HQ” as the center.  HQ has created a placeholder for each NASA organization to use in cases in which a NASA contract does not exist.  If you need a placeholder number contact The HQ Security Office.

5. Select the relevant contract or placeholder number from the pull-down menu.
  
a. For Affiliated Remote Users – Specify the relevant contract, and the associated sponsor connected to that contract will automatically display.  In all cases, verify that the COTR is correct before submitting the request, as there are sometimes multiple sponsors you can choose from.  For temporary workers such as interns and detailees from another government agency, choose the placeholder contract number that includes your organizations name. 
b. For Non-Affiliated Users  – Non-Affiliated users need to be identified with a non-affiliated agreement.  IdMAX does not have a list of contracts for this so you will need to enter text in this field.  For example, you might enter “University of Alabama.”  In addition, you will need to select a Sponsor Name.  The Sponsor Name table has been pre-populated with sponsors based on data within the NASA Enterprise Directory
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7. Submit the request so that it can be routed for approval to the applicable sponsor and PIV authorizer.   The sponsor will receive an e-mail alerting them that they have a request to approve.  The PIV authorizer is someone from the Headquarters Security Office.  The authorizer does not get a notification.  The Security Office monitors their queue on a daily basis.  If you are under a time constraint, it is advised that you call the Security Office to alert them that a request is in queue.
Requesting IT Access for Guests
You do not need to create a NASA identity to request IT access for guest users. Guest users do not receive an AUID, NASA e-mail account, or UUPIC. Their access is limited to the NASA Services selected in your request and (usually) for a duration of 60 days. They will not have access to any other NASA IT applications.
1. Login to IdMAX at https://idmax.nasa.gov.  Your password is the same password you use for Launchpad, a component of IdMAX.


2. Click the Request-Guest User Account link in the Identity Management section.
 [image: image5.png]WRSa | IdMAX:(dentity and Access Management Tools

P sactone ot csors s
User SelfService Tools

Vot rswers o Asmerscoon ussions

[ e——

dentty Management

st s sy p— TemnseEngiose

- P

PIVI Credential Management




3. The Guest User Account Request screen appears.  Enter the user’s information and click “Submit.” You may enter up to 25 accounts at one time. Please note that the e-mail entered will be used as the User’s ID and must be unique. The user will use their e-mail to login to Launchpad.
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Terminating IT Access for Temporary and Remote Contractors
The COTR, or their designee, is responsible for terminating contractors in IdMAX.  (The HQ Security Office is responsible for terminating civil servants.)  

There are two parts to this process: a) deactivating the departing worker’s access to agency financial applications or other applications, and b) terminating the NASA identity of the departing worker.  


1. Login to IdMAX at https://idmax.nasa.gov.  Your password is the same password you use for Launchpad, a component of IdMAX.


2. Click on Terminate Employee under the “Identity Management” heading.
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3. Enter the Social Security number of the employee that will be terminated.  Do not use any spaces or dashes (“-“).
4. The “Employee Termination” screen is displayed.  Verify that the user in question is not simply leaving HQ for another NASA center.  Next, verify the termination date, which defaults to the following day.  This may be changed as required.


5. Click Submit. The request will then be sent to Security who will disable the account and NAMS will send out an e-mail to close all of the applications to which the user previously had access.
Terminating Guests Accounts
1. Login to IdMAX at https://idmax.nasa.gov.  Your password is the same password you use for Launchpad, a component of IdMAX.


2. Click the Update or Close Guest User Account link found in the center column of the Identity Management section. 

3. Enter the user’s e-mail address that was used to create the account and click Search.
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4. The “Update User Account” screen is displayed.  At the bottom left, you will find a box labeled “Close Guest User Account”.  Check this box, then click the “Update Account” button.

5.  A confirmation screen appears.  Click “Update Account” to confirm your selection. Please note that once you click “Update Account” the account is closed immediately and there is no way to cancel this action.
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About IdMAX

To create a new user’s identity and begin the process of providing them with access to NASA’s IT resources, you must have an Identity Management and Account Exchange (IdMAX) account. To activate your IdMAX account, visit idmax.nasa.gov and click on “First Time User.”
The Role of PIV Sponsor and Requestor
PIV Requesters are those who initiate a badge or an IT access request.  PIV Sponsors are those who are asked to approve such requests, and to vouch for users’ official relationship with NASA.  Those who input or approve requests for IT access must be a recognized user of the PIV Administration system.  To be a Requester and/or Sponsor, you must complete mandatory training, available online in the SATERN system.  The relevant courses are titled PIV Overview, PIV Requester, and PIV Sponsor.  

To obtain access to the PIV Administration application as a PIV Sponsor or Requestor, follow these steps:

1. Login to NASA’s Account Management System.  

2. Submit a request for access to the application called AGCY PIV Admin

3. Request the role(s) of Requester and/or Sponsor.

For more information about these roles and mandatory training, please contact the HQ Security Office at 358-2371.  

ALERT: It is technically feasible to specify a sponsor who cannot receive or process your request.  The sponsor chosen must have access to NASA’s Personal Identification Verification (PIV) Administration application.  If you are unsure whom to specify as sponsor, consult your organization’s � HYPERLINK "http://oim.hq.nasa.gov/oia/hqhr/docs/Administrative_Contacts_10-17-2008.doc" ��Administrative Officer�, your organization’s POC or your organization’s �HYPERLINK "http://www.hq.nasa.gov/itcd/documents/IT_Contacts.xls"��IT POC�.  
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