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What is NAMS?
The NASA Account Management System (NAMS), which is part of the larger IdMAX toolset, is the Agency’s centralized system for requesting and maintaining accounts for NASA IT systems and applications. The system is a repository of user account information, access requests, and account maintenance processes for NASA employees, contractors, and remote users such as educators and foreign users. 
What is required to access NAMS?

Everyone with a NASA profile and access to the NASA network may use NAMS. A NASA profile consists of an Agency User ID, a password, and a set of completed security questions. To manage and update your user profile, including your password or security questions, visit Launchpad.nasa.gov. Users can manage only their own profiles.
What password do I use to access NAMS?

Use your NASA user profile password, sometimes referred to as your IdMAX or Launchpad password. This password provides access to Launchpad-enabled applications like SATERN, Secure WebEx, iView, IdMAX, Jabber, and others. This password is different from your domain (NDC) password. The NASA user profile password is a minimum of twelve characters and requires any three of the following four constraints: 
· At least one upper case letter 

· At least one lower case letter 

· At least one number 

· At least one special character (e.g. $, !, #, *, @, %). 
You can create a password for Launchpad at https://launchpad.nasa.gov. NASA profile passwords expire every 60 days. You will receive an e-mail indicating that the password s about to expire 15, 10, 7, 5, 3, and 1 days prior to the expiration date of the password.
How do I access NAMS?
NAMS is part of the larger IdMAX toolset, so must be accessed through IdMAX.  IdMAX / NAMS must be accessed from within the NASA network, or remotely via the Virtual Private Network (VPN) or using Secure Nomadic Access (SNA).

1. Log into IdMAX (https://idmax.nasa.gov). | If necessary, click on First Time User.

2. Access NAMS from either the Home tab | Access Management link, or the Access Management tab.

How long does it take for a request to be approved in NAMS?
Typical processing times are shown below.  Actual processing times vary from one application to the next.  Requests rarely require more than two business weeks.

	Urgency
	Typical Processing Times

	Normal
	1-7 days

	Priority
	1-4 days

	Emergency
	2 hours or less


How can I expedite the approval process?
To request an expedited approval, specify an Urgency Level of Priority or Emergency, as appropriate, and then provide the reason for your urgency in the Business Justification field.  Your Sponsor must approve any requests for Priority, and the Emergency requests must be approved by your Center’s Account Authorization Official (AAO).

Who can act as a Sponsor?
A Civil Servant’s NAMS Sponsor is the reviewing official-of-record for their Performance Plan, the employee’s Web-Based Time and Attendance System (WebTADS) approver.
A Contractor or Temporary Employee’s NAMS Sponsor is his or her most immediate supervisor or manager who has a NASA identity and access to the NASA network.
Can a person have more than one Sponsor?
Yes.  However, NAMS allows only one Sponsor per request. NAMS “remembers” the person you designate as your NAMS Sponsor for your first NAMS request, and defaults to this value for all future requests.  If necessary, choose another person from the menu as your NAMS Sponsor.
How do I change my Sponsor on a pending account request?
Contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).

How do I cancel an existing NAMS request?
	If request has…
	Action

	Not yet been approved by NAMS Sponsor
	Contact your NAMS Sponsor and ask him or her to reject the existing request.  

	Already been approved by NAMS Sponsor
	Contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).

	Been approved by both the Application Approver and Provisioner
	It is too late to cancel the request.  Instead, submit a close request to remove your access to that application.


How can I learn the status of a pending request?
Log in to IdMAX. | Access Management tab | Under NAMS User Tools, click NAMS Request Status Viewer.

Why was I selected as a Sponsor?
You may be the most appropriate person to act as a NAMS Sponsor for that user. See Who can act as a sponsor? and Is training available? for more information.  If you believe you were selected as the Sponsor in error, reject the request.

How will I know of a request requiring my attention?
	Sponsor
	If you are a Sponsor, you will receive e-mail messages daily to alert you that a request requires your attention.  If you fail to respond in 16 days, the user will be notified that the request was rejected due to “no action.”

	Approver
	If you are an Approver or Provisioner, you will receive e-mail messages daily for 3 days to alert you that a request requires your attention.  If after 3 days you have not responded, the request will be automatically forwarded to the person designated as your back-up. If you do not have a backup person designated, you will continue to receive e-mail alerts for 3 more days. Your back-up would then receive e-mail alerts daily for 3 days.  If your back-up person fails to respond within 3 days, the request will be rejected and the user will be notified that the request was rejected due to “no action.”


Is there some way to turn off the reminder emails sent to Sponsors and Approvers?
No.  There is no way to turn off or consolidate the e-mail messages sent to Sponsors and Approvers to alert them to pending requests.  Reminder e-mails will continue daily until you have acted on the request. See the question above for more detail.

What does “Business Justification” refer to when filling out a NAMS request?
The “Business Justification” is the business requirement which includes the function you are performing, your role, and any special access and/or privileges you require.  NAMS Sponsors are ultimately responsible for insuring an adequate business justification, and may edit any suggested text the user provides prior to sending the request on to the application owner.

What does the “Account Expiration Date” refer to when filling out a NAMS request?
One of the goals of NAMS is to insure that user account information is kept up-to-date, so that only current users with a business need remain able to access a given application. NAMS allows application owners to set a default expiration date for all new accounts, often one year from the date that access was requested. The User or their Sponsor should revalidate their accounts on an annual basis.

Why does NAMS keep bouncing my request?
NAMS has built-in checks that prevent application access requests from being submitted if the IT Security Training Date and/or the Subscriber Agreement Date fields are not populated.  Usually, these fields are automatically populated as part of the badging process. Employees must take the required IT Security Training in SATERN in order for NAMS to display a valid training date. 
New hires whose SATERN accounts have not yet been set-up and who need immediate access to an application may complete their IT Security Training with the assistance of one of the staff in the User Resource Center, located on the Concourse in room CX42.  
How can I learn more about IdMAX?
Visit the IdMAX@HQ Web page (http://www.hq.nasa.gov/itcd/idmax.html).

Is an IdMAX account required to access an application?
Yes.  However, activating your IdMAX account takes less than 5 minutes for the vast majority of people.  See How do I access NAMS? 
What other tools besides NAMS are available in IdMAX?
Currently, the IdMAX toolset also includes:

· Identity Management
· Credential Management

· Access Management
· User Self Service
You can learn more about each of these services from links on the IdMAX@HQ Web page (http://www.hq.nasa.gov/itcd/idmax.html).

Is it possible to speak to the NAMS Administrator?
Yes.  The NAMS Administrator for Headquarters is Tadd Buffington, at 202-213-5853.
Is training available?
Yes. Go to the System for Administration, Training, and Educational Resources for NASA (SATERN) Web site and search the catalog for NAMS. While classroom training is not currently offered, you may benefit from reviewing the materials used in previously offered sessions.

Where can I learn more?
Visit the NAMS@HQ Web page
What if I have trouble using NAMS?
If NAMS or any IdMAX tool is not behaving as expected, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).

If you require assistance using NAMS, visit the User Resource Center, located on the Concourse in room CX42.  
	For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).


This document is posted on the ITCD Web site at:

http://itcd.hq.nasa.gov/faqs.html
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